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Disclaimers

Lattice makes no warranty, representation, or guarantee regarding the accuracy of information contained in this document or the suitability of its products
for any particular purpose. All information herein is provided AS IS, with all faults and associated risk is the responsibility entirely of the Buyer. The
information provided herein is for informational purposes only and may contain technical inaccuracies or omissions, and may be otherwise rendered
inaccurate for many reasons, and Lattice assumes no obligation to update or otherwise correct or revise this information. Products sold by Lattice have
been subject to limited testing and it is the Buyer's responsibility to independently determine the suitability of any products and to test and verify the
same. LATTICE PRODUCTS AND SERVICES ARE NOT DESIGNED, MANUFACTURED, OR TESTED FOR USE IN LIFE OR SAFETY CRITICAL SYSTEMS, HAZARDOUS
ENVIRONMENTS, OR ANY OTHER ENVIRONMENTS REQUIRING FAIL-SAFE PERFORMANCE, INCLUDING ANY APPLICATION IN WHICH THE FAILURE OF THE
PRODUCT OR SERVICE COULD LEAD TO DEATH, PERSONAL INJURY, SEVERE PROPERTY DAMAGE OR ENVIRONMENTAL HARM (COLLECTIVELY, "HIGH-RISK
USES"). FURTHER, BUYER MUST TAKE PRUDENT STEPS TO PROTECT AGAINST PRODUCT AND SERVICE FAILURES, INCLUDING PROVIDING APPROPRIATE
REDUDANCIES, FAIL-SAFE FEATURES, AND/OR SHUT-DOWN MECHANISMS. LATTICE EXPRESSLY DISCLAIMS ANY EXPRESS OR IMPLIED WARRANTY OF
FITNESS OF THE PRODUCTS OR SERVICES FOR HIGH-RISK USES. The information provided in this document is proprietary to Lattice Semiconductor, and
Lattice reserves the right to make any changes to the information in this document or to any products at any time without notice.
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A list of acronyms used in this document.
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Acronym Definition

AES Advanced Encryption Standard

APB Advanced Peripheral Bus

CRE Cryptographic Engine

LMMI Lattice Memory Mapped Interface

SHA Secure Hash Algorithm

SoC System on a Chip

UART Universal Asynchronous Receiver/Transmitter
usB Universal Serial Bus
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1. Introduction

This document provides instructions on how to set up and use the CRE Module IP with CertusPro™-NX devices. This
document includes the following topics:
e Setting up the demo
e  Programming the board
e Testing the design on the board with Lattice Propel™ software
CRE stands for Cryptographic Engine, which is a module built on the Security Hard IP. This module includes the following
features:
e  Supports the following user mode security features:
e High throughput Secure Hash Algorithm — 256 bits (SHA 256)
e Hash Based Message Authentication Code — HMAC-SHA
e High throughput Advance Encryption Standard — 128/256 bits (AES-128/256)
e Supports True Random Number Generation
e  Supports multiple bus interfaces:
e Lattice Memory Mapped Interface (LMMI)
e LMMI + FIFO (High-speed SHA/AES)
e Advanced High-Performance Bus (AHB) — Lite
e Advanced Peripheral Bus (APB)

1.1. Validated Configuration

e Board: This module functions on the CertusPro-NX Evaluation Board and is also compatible with the CertusPro-NX
Versa Board and CertusPro-NX PCIE Bridge Board.

e Llattice Radiant™ Version: 2022.1.1.289.4

e Llattice Propel Version: 2022.1.2211240753

Table 1.1. IP Version

IP Name Version
CRE 1.2.0
OSC for CRE 1.4.0
PLL 1.7.0
RISC-V MC 23.0
AHB Lite Interconnect 1.3.0
AHB Lite to APB Bridge 1.1.0
APB Interconnect 1.2.0
System_Memory 1.1.2
GPIO 1.6.0, replaceable with 1.6.1
APB Feedthrough 1.0.0
UART 1.3.0

www.latticesemi.com/legal
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2. Features

e Refer to CRE Module IP User Guide (FPGA-IPUG-02067) for supported features.

e Demonstrate the usage of the Secure Hash Algorithm — 256 bits (SHA-256).

e Demonstrate the usage of the Advance Encryption Standard — 128 Bits (AES-128).

© 2023 Lattice Semiconductor Corp. All Lattice trademarks, registered trademarks, patents, and disclaimers are as listed at www.latticesemi.com/legal.
All other brand or product names are trademarks or registered trademarks of their respective holders. The specifications and information herein are subject to change without notice.

FPGA-UG-02193-0.80 8


http://www.latticesemi.com/legal
https://www.latticesemi.com/view_document?document_id=53769

Cryptographic Engine (CRE) Demo for CertusPro-NX :.ILATTICE

User Guide

3. Demo Requirements

3.1. Hardware Requirements

Hardware requirements for the demonstration:

e  CertusPro-NX Evaluation Board or CertusPro-NX Versa Board
e  USB connection for device programming

e USB connection for UART communication

3.2. Software Requirements
The following software are required for the steps outlined in this guide. Install the software in the order listed below:
1. Lattice Radiant v2022.1

https://www.latticesemi.com/Support/SoftwareArchive?ActiveTab=Downloadable+Software#_695D9FA3604D4CDA96EBSS
D98ADD31E2

2. Lattice Radiant v2022.1.1 — Service Pack

https://www.latticesemi.com/Support/SoftwareArchive?ActiveTab=Downloadable+Software#_695D9FA3604D4CDA96EBSS
D98ADD31E2

3. Lattice Radiant v2022.1.1 Control Pack CRE
Contact Technical Support for the control pack
4. Lattice Propel v2022.1

https://www.latticesemi.com/Support/SoftwareArchive?ActiveTab=Downloadable+Software#_695D9FA3604D4CDA96EBSS
D98ADD31E2

© 2023 Lattice Semiconductor Corp. All Lattice trademarks, registered trademarks, patents, and disclaimers are as listed at www.latticesemi.com/legal.
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4. Setting Up Projects

This section provides instructions on how to set up Lattice Propel software and Lattice Radiant software for Lattice CRE

Demo for CertusPro-NX devices. A complete project contains three parts:

e Lattice Propel SoC project. The hardware portion of the project builds and generates the RISC-V SoC system that
contains a CPU and peripherals that are instanced in the FPGA portion of CertusPro-NX using the Lattice Propel Builder.

e Lattice Radiant project. This portion of the project instantiates the CRE Module IP (only supported in Lattice Radiant
software) and interfaces the CRE Module IP to the SoC system generated from Lattice Propel Builder. It is also used to
synthesize, place and route, and generate the programming file to be loaded into the FPGA portion of CertusPro-NX

devices.

e Lattice Propel RISC-V project. The software portion of the project is used to develop and test software codes running

on the RISC-V processor using Lattice Propel software.

4.1. Importing an existing Lattice Propel SoC Project

To import the CRE Demo SoC project:
1. Unzip CPNX_CRE_DEMO.zip to C:\Iscc.

2. In Lattice Propel Builder, import Demo SoC Project by clicking File > Open Design > Open
C:\Iscc\CPNX_CRE_DEMO\CPNX_CRE_Demo_Eval\CPNX_CRE_Demo\CPNX_CRE_Demo.sbx.

4 Open sbx X
« M ‘ (C:\lscc\ CPMNX_CRE_DEMO\CPMX_CRE_Demo_Eval\CPNX_CRE_Demo w ] Search CPNX_CRE_Demo
Organize v New folder = [ @
I This PC 2 MName Date modified Type Size
¥ 3D Objects application File folder
I Desktop lib File folder
9/6/7022 11-26 A v nan Kl
5 Documents | | CPNX_CRE_Demo.sbx 19/6/2023 11:26 AM SBX File 1,030 KB
; Downloads
J’S Music
&= Pictures
B videos
e Windows (C)
File name: | CPNX_CRE_Demo.sbx v| Shx Files (*.shx) ~

Figure 4.1. Importing a Lattice Propel SoC Project

This SoC project uses RISC-V MC “Hello World” template with an APB Feedthrough IP to export out the APB interface
ports as CRE Module IP is only available in the Lattice Radiant software. Refer to Figure 4.2 and Table 4.1 for signals

exported out from Lattice Propel SoC Project.

© 2023 Lattice Semiconductor Corp. All Lattice trademarks, registered trademarks, patents, and disclaimers are as listed at www.latticesemi.com/legal.
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Table 4.1. Exported Signals

Figure 4.2. CRE Demo SoC Project Schematics

IP Name - Signal Name Exported Signal Name Direction | Description

PLL - clki_i pll_clki_i Input Export signal using Create Port feature, to be connected
to OSC for CRE IP in Lattice Radiant software.

PLL - clkos_o pll0_clkos_o Output Export signal using Create Port feature, to be connected
to CRE Module IP in Lattice Radiant software.

RISC-V MC = cpuO_system_resetn_o Output Export signal using Create Port feature, to be connected

system_resetn_o to CRE Module IP in Lattice Radiant software.

APB Feedthrough > apb2cre_inst_APB_MO_interface | Inout Export APB interface using Export Interface feature, to

APB_MO be connected to CRE Module IP's APB interface. Refer
to Lattice-Propel-2022-1-Builder User-Guide (FPGA-UG-
02177) for more information on the Export Interface.
Schematic Address Ay Start Page
Cell Base Address Range End Address Lock
~ cpul_inst
~ LocalMemory
«cpuD_inst/pic_timer_registers OxFFFFO000 2K OxFFFFO7FF

~ CENX_CRE_Demo/cpul_inst/riscv_shbl_m_instr_Address_Space(32 address bits: 4G)

sysmem0_inst/AHBL_S0 000000000

~ CPNX_CRE_Demo/cpu0_inst/riscv_ahbl_m_data_Address_Space(32 address bits: 4G)

apb2cre_inst/APB_S0 0x00010000
gpio0_inst/APB_SO 0x00008000
sysmem0_inst/AHBL 51 0x00000000
uart0_inst/APB_S0 0x00008400

32K 0x00007FFF
64K 0x0001FFFF [
1K 0x000083FF [
32K 0x0000TFFF
1K 0x000087FF

000000000

0x00007FFF

0x00008000
0x000083FF

0x00008400

uartd_inst/APB_S0
0x0D00B7FF

0x00010000
apb2cre_inst/APB_SO
0xDDO1FFFF

Figure 4.3. CRE Demo SoC Project Memory Address Mapping

The CRE Module IP in this demo SoC project is configured and accessed using the APB Interface. Figure 4.3 shows the
memory address mapping for the SoC project, with the APB interface designated for controlling and accessing the CRE
Module IP starts at address 0x10000.

3. Generate a Lattice Radiant Project. Refer to the Generating a Lattice Radiant Project section.

© 2023 Lattice Semiconductor Corp. All Lattice trademarks, registered trademarks, patents, and disclaimers are as listed at www.latticesemi.com/legal.
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4.2. Generating a Lattice Radiant Project
To generate a Lattice Radiant project from the CRE Demo SoC Project:

1. Launch Lattice Radiant software from Lattice Propel Builder by clicking Design > Run Radiant or clicking the = icon.

File Edit View Design Tools Window Help

= B Auto Assign L e .

o 5 Validate Design K D = T Q@ Q

? Catalog £ Generate O Schematic Address ., Start Page
o & Select Al

1P on Local ke Area select

o Module/IP on Lot %}* Locate Object

* Module Switch Verification and Soc Design
k Architecty
Arithmeti

#=| Generate Memaory Report

Memory | Run Radiant

22 Run Propel

3
3
3 Processor| ...
3

Werificatic.

Figure 4.4. Launch Lattice Radiant from Lattice Propel Builder

2. In Lattice Radiant software, Navigate to File List Hierarchy > right-click on the original top-level unit CPNX_CRE_Demo —
CPNX_CRE_Demo.v > click Unset Top-Level Unit > right-click cre_wrapper.v > click Set as Top-Level Unit.

Note: cre_wrapper.v is a module that is used to instantiate OSC for CRE IP and CRE Module IP that is only supported in
Lattice Radiant software. Its purpose is to provide an interface to the original module generated by Lattice Propel
Builder without requiring any modifications to the original module.

~ B cre_wrapper - cre_wrapper.v
» B osc_creD{osc_crel_inst) - osc_creDv
+ B creD(cre0_inst) - crelv

» B CPNX_CRE_Demo(cpnx_cre_demo_inst) - CPNX_CRE_Demo.v

File List

Figure 4.5. Setting Top-Level Unit to "cre_wrapper.v”

3. Re-run synthesize flow.

’ > Synthesize Design > Map Design > Place & Route Design | Export Files

Figure 4.6. Lattice Radiant Project Compilation

Note: Repeat steps 2 and 3 if the top-level unit is not cre_wrapper.v after any subsequent launch of Lattice Radiant software
from Lattice Propel Builder. To prevent the top-level unit from being overwritten, launch Lattice Radiant software
separately.

© 2023 Lattice Semiconductor Corp. All Lattice trademarks, registered trademarks, patents, and disclaimers are as listed at www.latticesemi.com/legal.
All other brand or product names are trademarks or registered trademarks of their respective holders. The specifications and information herein are subject to change without notice.
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4.3. Importing a Lattice Propel RISC-V Project
To import the CRE Demo RISC-V software project:

1. In Lattice Propel workspace, click File > Import.

2. Select Existing Projects into Workspace under the General group.
3. Click Next.
4

In Import Projects page, choose Select Root Directory, click Browse and select the folder
C:\Iscc\CPNX_CRE_DEMO\CPNX-CRE-DEMO-C. as shown in Figure 4.7.

uisting Eclipse projects.

|
@) Select root directory: | C:\lscc\CPNX_CRE_06152023\CPNX_CRE_D6152023\CPNX-CRE-DEMO-C Browse.
O Select a
Projects:
) CPN-CRE-DEMO-C (C:\lsce\CPNX_CRE_06132023\CPNX_CRE_06152029\CPNX-CRE-DEMO-C) || Select Al
Deselect All
Refresh
Options

n completion

[JHide projects that already exist in the workspace
Working sets

[ Add project to werking sets New..

‘) < Back Finish Cancel

Figure 4.7. Importing a Lattice Propel Project

Under Options, select Copy projects into workspace. This provides a new copy of the source files that can be modified.

Click Finish. This Lattice Propel project contains the CRE Demo RISC-V software project, which includes the main test
program, a simple driver and header file for CRE.

7. Right-click the RISC-V software project CPNX-CRE-DEMO-C in the Project Explorer tab and select Build Project.
The console window at the bottom of the screen displays the output as shown in Figure 4.8. This indicates a successful
compilation. There should be no error in the console window and warnings can be safely ignored.

& Console X ifii Registers| [£] Problems| (3 Executables| G Debugger Console| [ Memory 3@‘ &4 ¢ Evl H &H = @‘ =Rl nid
COT Build Console [CPNX-CRE-DEMO-C]
LIVORLIE. WU ALIL-W LiU33 L CaLE CISCLIE
riscwv-none-embed-objdump --source --all-headers --demangle --line-numbers --wide "CPMNX-CRE-DEMO-C.elf"™ > "CPNX-CRE-DEMO-C.lst"
Finished building: CPNX-CRE-DEMO-C.lst
Invoking: GNU RISC-V Cross Print Size
riscv-none-embed-size --format=berkeley "CPNX-CRE-DEMO-C.elf"
text data bss dec hex filename
6728 28 30608 9748 26@8c CPNX-CRE-DEMO-C.elf
Finished building: CPNX-CRE-DEMO-C.siz
Invoking: Lattice Create Memory Deployment
riscv-none-embed-objcopy -0 binary --gap-fill @ "CPNX-CRE-DEMO-C.elf" "CPNX-CRE-DEMO-C.bin"; srec_cat "CPNX-CRE-DEMO-C.bin" -Binary -byte-swap 4 -DISable Header -Output "CPNX-
CRE-DEMO-C.mem" -MEM 32
Finished building: CPNX-CRE-DEMO-C.mem

©9:84:85 Build Finished. @ errors, 18 warnings. (took 115.438ms)
Figure 4.8. Successful Project Compilation Message
8. Make sure the executable file CPNX-CRE-DEMO-C.elf is generated in C:\Iscc\CPNX_CRE_DEMO\CPNX-CRE-DEMO-

C\Debug to be used in Testing the design using Lattice Propel Debugger section. Debugger downloads the executable
file (.elf) into the target processor for software execution.

www.latticesemi.com/legal
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4.4. Programming the Board
This section provides instructions on how to program the board with the .bit files generated from Lattice Radiant software.

1. Launch Programmer from Lattice Radiant software by clicking Tools > Programmer.

Window Help
Pre-Synthe: nstraint Editor
Post-Synthesis Timing Constraint Editor
Device Constraint Editor

Metlist Ana

Physical Designer

CO Editor
Timing Analyzer
' Reveal Inserter
Reveal Analy ntroller
Power Calculator
. Programmer
SEl Editor
Standalone Timing Analyzer
stream Security Settings
Run Manager
Simulation ard
Source Template
IP Cataleg
Synplify Pro for Lattice
| ModelSim Lattice-Edition
Clear Tool Memary...

Option

Figure 4.9. Launch Programmer

2. Inthe Radiant Programmer window, ensure the Device Family, Device and Operation matches the configuration shown
in Figure 4.10. Select the .bit file generated from the Generating a Lattice Radiant Project section.
3 Radiant Programmer - impl_Taxcf * - X

File Edit View Run Tools Help

PEH S R RS B

Enable Status Device Family Device Operation File Name File Date/Time Checksum USERCODE Cable Setup & x
Detect Cable
Cable: HW-USBN-2B (FTDI)
Programming Speed Settings

@ Use defauit Clock Divider
O Use astom Clock Divider

TCK Divider Setting (0-30x):

1/0 Settings
® Use defoult 10 settngs

O Use custom 1/0 settings

INITN pin connected

DONE pin comnected

TRST pin connected

00
o SetTRSThigh
SetTRSTlow
Tis
PLCOMPUTER
FTDIUSB HOST BULD-N
DOWNLOAD CABLE PROGRAMN pin connected
oK Tus
CPUMCROPROCESSOR
ispEN pin connected
o1 LFCPIB100
™ 00 SetispeN high
RESET e SetispENlow
Debug Mode...

Figure 4.10. Radiant Programmer Configuration
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3. Inthe Cable Setup window, click Detect Cable.

— X
Cable Setup g X
Cable Settings
Detect Cable
Cable: HW-USBN-2B (FTDI)  ~
Port: FTUSB-0 i
Custom port:

Programming Speed Settings
(@) Use default Clock Divider
(O Use custom Clock Divider

TCK Divider Setting (0-30x): |1 =
I/O Settings

(@) Use default I/0 settings
() Use custom I/0 settings

INITM pin connected
DONE pin connected
TRST pin connected

Set TRST high
Set TRST low

PROGRAMN pin connected

ispEM pin connected

Set ispEM high

Set ispEM low

Debug Mode. ..

Figure 4.11. Cable Setup

4. Inthe Select Cable window, select the FTUSB-0 option as shown in Figure 4.12 and click OK.
Note: For CertusPro-NX boards, FTUSB-0 is connected to JTAG port. Refer to CertusPro-NX board schematic or diagram for
more information.

4 ] Programmer: Multiple Cables Detected ? X

Select Cable:

=. Cable 1: USB2
== FTUSB-0 (USB <-> Serial Converter A Location 0000)
% FTUSB-1 (USB <-> Serial Converter B Location 0001)
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Figure 4.12. Selecting Cable

5. Click Program Device. Status should display PASS and the console window at the bottom of the screen should display
the logs as shown in Figure 4.13. This indicates that the configuration is successful.

a
a7 B0 QR BBy
Enable Status Device Family Device Operation File Name Cabl seu 8 x
18 - LFCPNX LFCPNX-100 Fast Configuration C/lsce/CPNX_CRE_06192023/CPNX_CRE_06192023/CPNX_CRE_Demo_Eval/impl_1/CPNX_CRE_Demo_impl_1.bit Cable Settings -
Detect Cable
Cable: HW-USBN-2B (FTDI) -
Port: FTUSB-0
Custom port
Programming Speed Settings
< >
® Use default Clock Divider
0O -
> Use custom Clock Divider
1ok
TMS CK Divider Setting (0-30x) 1
PoCOMPUTER
FTDI USB HOST BUILD-IN
OWNLOAD CABLI TCK WS
CPUMICROPROCESSOR 1/0 Settings
o oy ORI @ Use default 1/O settings
REsET JTAG_EN e =
Output F x
INFO - JTAG Chain Verification. No Errors. "

INFO - Check configuration setup: Successful.
INFO - Devicel LFCPNX-100: Fast Configuration
INFO - Operation Done. No errors.

INFO - Elapsed time: 00 min : 11 sec

INFO - Operation: successful.

Output Tl Console

Figure 4.13. Programming the Device

4.5. Testing the design using Lattice Propel Debugger
1. Inthe Terminal window, click Open a Terminal, this opens the Launch Terminal window.
2. Inthe Launch Terminal window, make the following selections.
Choose terminal: Serial Terminal
b. Serial Port: COMXX, choose the larger number. For example, if you see COM1 and COM2, choose COM2.

Note: COMXX is the port on the laptop that represent UART. Refer to CertusPro-NX board schematic or diagram
for more information.

c. Baud rate: 115200

% Launch Terminal O *
Choose terminal: | 5erial Terminal ~
Settings
Serial port: | COmM14 v|
Baud rate: | 115200 V|
Data size: |8 ~
Parity: Mone ~
Stop bits: |1 w
Encoding: | Default (1S0-8839-1) w
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3. Click OK.
4.

5.

Figure 4.14. Launch Terminal Window

In Lattice Propel software, click Run > Debug Configurations

Run LatticeTools

i

6#{5‘0

©

®
%

G

Instruction Stepping Mode
Move to Line (C/C+=)
Resume at Line (C/C++)
Resume

Suspend

Terminate

Disconnect

Resume Without Signal
Step Into

Step Over

Step Return

Run to Line

Use Step Filters

Run Last Launched
Debug Last Launched
Run History

Run As

Run Configurations...
Debug History

Debug As

Debug Cenfigurations...

Breakpeint Types

Toggle Breakpoint

Toggle Line Breakpoint
Teggle Watchpoint
Toggle Method Breakpoint
Skip All Breakpaints

Remove All Breakpaints

External Tools

Window  Help

Shift+F5

Ctrl+F11
F11

Ctrl+Shift+B

Ctrl+Alt+B

Figure 4.15. Launching Debug Configurations

In the Debug Configurations window, select and double-click GDB OpenOCD Debugging. A window should appear on

the right that automatically populates the fields as shown in Figure 4.15.

© 2023 Lattice Semiconductor Corp. All Lattice trademarks, registered trademarks, patents, and disclaimers are as listed at www.latticesemi.com/legal.
All other brand or product names are trademarks or registered trademarks of their respective holders. The specifications and information herein are subject to change without notice.

FPGA-UG-02193-0.80

17


http://www.latticesemi.com/legal

Sryptggl.'jphic Engine (CRE) Demo for CertusPro-NX .l.lLATTICE
ser Guide

7 Debug Configurations a *
Create, manage, and run configurati ﬁ
EeoRXBY- Name: | CPNX-CRE-DEMO-C Debug
type filter text |_J Main, [] CableConn | %5 Debugger| = Startup B, Source| [[] Common | ‘2, SVD Path
[€] C/C++ Application Proiect
[€] C/C++ Attach to Application :
[€] C/C++ Postmortem Debugger [ CPNX-CRE-DEMO-C Browse...
[€] C/C++ Remote Application C/C++ Application:

| Debug\CPNX-CRE-DEMO-C.elf

Variables... Search Project... Browse...
Build (if required) before launching
Build Configuration: | Select Automatically bt
() Enable auto build (") Disable auto build
(®) Use workspace settings Configure Workspace Settings...
Filter matched 10 of 15 items D Apply

Figure 4.16. GDB OpenOCD Debugging Window

6. Clickon the CableConn tab.

7. Click Detect Cable and Scan Device. This automatically detects the FTUSB cable port and device. If not, check to ensure
the connections and configurations of the board are set up properly and retry.

i} Debug Configurations 0o Y
Create, manage, and run configurations ﬁ
Feo@ExX BY-

Name: | CPNX-CRE-DEMO-C Debug

type filter text | 2] Main %5 Debugger @ Startup % Source| ] Common 7. SVD Path
z C/C++ Application Cable Settings
[£] C/Ce+ Attach to Application Port: | FTUSB-0,USB2USB <-» Serial Converter A Location 0000 v
[€] C/C++ Postmortem Debugger

[£] €/C++ Remote Application Device Settings
Cij C/C++ Unit

Detect Cable
(£ GDB Hardware Debugging Device: | LFCPNX-100:0x010F4043 v
v

w [£| GDB Open0OCD Debugging )
Ta
[£] CPNX-CRE-DEMO-C Debug =
[E] GDB QEMU Debugging Channek 14

@ Launch Group Settings
(@) Use Default Clock Divider
O Use Custom Clock Divider

,I—:]

Filter matched 10 of 15 itéms i
WL Debug | I Close I

Figure 4.17. Debugger Cable and Device Settings

o

Click Apply > Close. This creates a debug configuration for the user which can be used to launch the program.
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9. Inthe Propel main window, look for Terminal window. If not available, click Window > Show View > Terminal. This
displays the output of the program through UART.

10. In the Debug Configuration window, select CPNX-CRE-DEMO-C Debug and click Debug.

ey
01 Debug Configurations

Create and run c

CEREX|BY- Name: | CPNX-CRE-DEMO-C Debug
s x ‘ Main] CableConn | 35 Debugger| [ Startup| B Source| [ Common | "2, SVD Path
[€] €/C++ Application o Project:
[©] C/C++ Attach to Application
[E] C/Ce+ Postmortem Debugger [ cPNX-CRE-DEMO-C Browse...
[©] C/C++ Remote Application C/C++ Application:
CH C/C++ Unit
R | DebughCPNX-CRE-DEMO-C.elf
[©] GDB Hardware Debugging
v [£] GDEB OpenOCD Debugging Variables... Search Project... Browse...
€] CPNX-CRE-DEMO-C Debug Build (if required) before launching
[€] GDB QEMU Debugging
R Launch Group Build Configuration: | Select Automatically ~
(C) Enable auto build () Disable auto build
(®) Use workspace settings Configure Workspace Settings...
Revert Appl
Filter matched 10 of 10 items s

@

Figure 4.18. Run Debugger

11. In the Propel SDK window, you can see messages from the demo design in the Serial Terminal.
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Starting CRE - SHA256 (DATA_SOURCE = bus)

Polling IP ready status... current reading: @xBe

ssage to be hashed: @x12345678

Hashing message

rite #1: @x00000012

rite #2: @x00000034

rite #3: 0x00000056

rite #4: ©x30000078

Pelling transaction done... current reading: @xB2

SHA Message: b2ed992186a5cb19f6668aade821f502c1d@8978dfdee35128d51bac4649916¢

Starting CRE - AES 128-bit ENCRYPTION (DATA_SOURCE = bus)
Pelling IP ready status... current reading: @xBe

ES KEY: 186ed6c84a4dd92e186ed6c84adddae

Polling AES to finish key expansion... current reading: @x1
ES WRITE: fca3a767ebef3@33a3faf2bca2201d5c

Polling AES to finish encryption... current reading: @x3
ES Message: 38c323a3223b3eb@78d@1d65ebc97blb

Pelling transaction done... current reading: @xB2

Starting CRE - AES 128-bit DECRYPTION (DATA_SOURCE = bus)
Pelling IP ready status... current reading: @xBe

ES KEY: 186ed6cB84a4dd92e186ed6c84asddaze

Polling AES to finish key expansion... current reading: @x3
ES WRITE: 38c323aa223b3eb®78d@1d65ebc97blb

Polling AES to finish decryption... current reading: @x3
ES Message: fca3a767ebef3@33a3faf2bca2201dSc

Pelling transaction done... current reading: @xB2

Run complete

Figure 4.19. Demo Design Message
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These messages show the demo design flow, demonstrating the usage of the SHA-256 encryption, AES-128 encryption, and
AES-128 decryption. The demo software does not print messages for all the procedures involved to serial terminal. For the
complete procedure and description, refer to CRE Module IP User Guide (FPGA-IPUG-02067).

For SHA-256 encryption, the demo starts by polling the CRE IP ready status, then the SHA data source is configured to be
from APB bus before initializing and starting SHA engine. Message to be hashed with SHA-256 will then be written 1B at a
time. The CRE IP will then be polled for the transaction done status before the encrypted SHA message is read and
displayed the in serial terminal.

For AES-128 encryption, the demo starts by polling the CRE IP ready status, then AES data source is configured to be from
APB bus. Next, the CRE IP is configured with the AES encryption mode and the AES key size is set to 128 bits. The AES key is
then written to memory address (0x2810) before the demo polls AES to finish key expansion and start the AES engine. The
AES message to be encrypted will then be written into the IP. Afterward, the CRE IP will be polled for the AES finish
encryption status. When encryption is done, the encrypted message will be read and displayed in the serial terminal.

For AES-128 decryption, the demo starts by polling the CRE IP ready status. The AES data source is then configured to be
from APB bus. Next, the CRE IP is configured with the AES decryption mode and the AES key size is set to 128 bits. The AES
key is then written to memory address (0x2810) before the demo polls AES to finish key expansion and start the AES
engine.

Note that if AES encryption/decryption is being run back-to-back, value in memory address for AES STAT [1] will still be 1
and will not reset, hence the poll value will be 0x3. The AES message to be decrypted will then be written into the IP.
Afterwards, the CRE IP will be polled for AES finish decryption status. Once decryption is done, the message is then read and
displayed in the serial terminal.
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Technical Support Assistance

Submit a technical support case through www.latticesemi.com/techsupport.
For frequently asked questions, refer to the Lattice Answer Database at www.latticesemi.com/Support/AnswerDatabase.
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