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Acronyms in This Document

A list of acronyms used in this document.

Acronym Definition

BMC Baseboard Management Controller

BSP Board Support Package (File with address map and driver functions automatically generated in Propel SDK for
firmware)

CFG Configuration flash sector on Mach-NX. PFR Diamond SOC design jedec file (from Diamond) is programmed to this
sector.

DICE Device Identifier Composition Engine (Security certificate optionally used in Lattice PFR Solution)

ECDSA Elliptic Curve Digital Signature Algorithm (Security algorithm optionally used in Lattice PFR Solution)

ECP5 Lattice FPGA device

FAM Flash Address Map

FCH Fusion Controller Hub (equivalent to PCH)

FPGA Field Programmable Gate Array

FST Firmware Signing Tool

FTDI Future Technology Devices International (Chip on board to communicate with Programmer via USB/UART cable)

FW Firmware

Gb Gigabit

HMAC Hash-based Message Authentication Code (Security algorithm optionally used in Lattice PFR Solution)

12C Inter-integrated circuit (communication protocol)

IP Intellectual property

JED/JEDEC Joint Electron Device Engineering Council (Type of file generated by Lattice Diamond and programmed into an FPGA)

JTAG Joint Test Action Group

Mach-NX Lattice FPGA device

PCH Platform Controller Hub

PFR Platform Firmware Resilience

PUBKEY Public Key sector of Mach-NX device

QSPI Quad Serial Peripheral Interface

RISC-V Reduced Instruction Set Computer

RoT Root of Trust

SFB SoC Function Block

SH Type of script file

SMBus System Management Bus

SoC System-on-Chip

SPI Serial Peripheral Interface

SRAM Static Random Access Memory

UART Universal Asynchronous Receiver Transmitter

UFM User Flash Memory

usse Universal Serial Bus
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1. Introduction

This document is a guide on how to set up and use the Lattice Sentry Demo Board for Mach™-NX Devices.
The topics covered are:

e Setting up the software environment and tools.

e  Setting up the Lattice Propel™ and Lattice Diamond™ projects.

e Creating or importing a workspace in the Lattice Propel Software.

e Generating a public/private key pair and signing files using the Firmware Signing Tool.

e  Programming the demo board.

e Troubleshooting common board programming issues.

e Testing the template design on the demo board.

© 2024 Lattice Semiconductor Corp. All Lattice trademarks, registered trademarks, patents, and disclaimers are as listed at www.latticesemi.com/legal
All other brand or product names are trademarks or registered trademarks of their respective holders. The specifications and information herein are subject to change without notice.
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2. Demo Requirements

2.1. Hardware Requirements

List of hardware requirements for the Lattice Sentry Demo Board for Mach-NX Devices.

e  Mach-NX LFMNX-50-5FBG484C

e ECP5™ LFE5U-85F-8BG381C

e The demo board features two ECP5 devices:
e ECP5 (BMC), which simulates the BMC (board management controllers) behavior.
e  ECP5 (PCH), which simulates the PCH (platform controller hub) behavior.

e  USB connection for device programming.

e USB connection for UART communication to PFR firmware.

e  Four 1-Gb SPI/QSPI flash devices for device configuration and firmware image storage (two flash devices per ECP5 device).

e Flexible expansion Raspberry Pi header.

e LEDs, switches, and push buttons for FPGAs.

2.2. Software Requirements

The following software are required for the steps outlined in this guide.

2.2.1. Lattice Software Tools

To ensure correct functionality between software, uninstall Lattice Diamond 3.12 and Lattice Propel 1.1 if they are already
installed on your machine.

Install the software in the following order:
Lattice Diamond Software:
1. Lattice Diamond Software.
Lattice Diamond ver. 3.12.0.240.2.
b. Lattice Diamond Service Pack ver. 3.12.1.454.2.

c. Lattice Diamond Patch 3.12.1.1006.0. This is only required for Intel Processors 11th gen onwards.
e If the Lattice Diamond still shows error code 9 during synthesis, troubleshoot by replacing Ifmnx.v file in
C:\Iscc\diamond\3.12\synpbase\lib\lucent

d. Lattice Diamond Security Encryption Pack ver. 3.12.1.454.2.

Note that the Lattice Diamond Security Encryption Pack ver. 3.12.1.454.2 must be the last patch installed. If another patch
is installed after it, it must be reinstalled.

2. Lattice Diamond Programmer.
a. Lattice Diamond Programmer ver. 3.13.0.56.
b. Lattice Diamond patch 3.13.0.56.2 131818.

c. Lattice Diamond Programmer Encryption Security Patch ver. 3.13.0.56.

3. Lattice Propel Software.

a. Lattice Propel ver. 1.1.

b. Lattice Sentry Propel ver. 1.1 patch to enable the Mach-NX device.
Please contact Lattice FAE or Apps for a patch.

www.latticesemi.com/legal
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2.2.2. Firmware Signing Tool Software Requirements

The Firmware Signing Tool (FST) utility is available upon request. The FST utility is used to generate the signed software
image for the RISCV and the signed config files, as outlined in Section 3.4 and in the Firmware Signing Tool User Guide.

Dependencies:
e  Windows 10 or above or suitable Bash shell environment.
e Cygwinb4 Terminal can provide a shell environment for Windows: https://www.cygwin.com/install.html
e This guide used Cygwin 3.4, x86_64-pc-cygwin
e Python 3.6 or above: https://www.python.org/downloads/
e Install Python 3 during Cygwin64 installation.
e  OpenSSL available in path (tested with OpenSSL 1.1.1f).
e OpenSSL22.0.0
e Install OpenSSL during Cygwin64 installation.

2.2.3. Firmware Signing Tool Files

The FST utility is a collection of Python scripts and bash scripts, which together are used to sign the firmware and bit file
images. The Python scripts are not run by the user but are included in the two Bash scripts. The FST utility is used by
running the two Bash scripts in a shell environment, such as Cygwin.

Table 2.1. Files Included in the FST Utility

File name Type Description

cfg_bin_sig_replace.py Python script Replace signature in full config bin and bit image
cfg_binjed_sig_replace.py Python script Convert insert bin signature to jed files
combine_fw_and_sig.py Python script Combine firmware bin files and signature
convert_bit_to_sign_bin.py Python script Convert bit files to binary files that can be signed
convert_fw_mem_to_bin.py Python script Convert mem files to binary files that can be signed
convert_jed_to_bin.py Python script Convert jed files to binary files that can be signed
openssl_DER_sig_to_raw.py Python script Convert OpenSSL output DER files to raw binary signature files
sign_sentry_firmware_ecdsa.sh Bash script Sign batch File for ECDSA
sign_sentry_firmware_hmac.sh Bash script Sign batch File for HMAC

README_ECDSA.md Text readme Readme File for ECDSA

README_HMAC.md Text readme Readme File for HMAC

FW Signing Tool User Guide PDF User Guide

2.3. Required Licenses

The required list of licenses are shown in Table 2.2.

Table 2.2. Required Licenses

License String Description OPN Device
LSC_CTL_LFMNX-50 Device License N/A Mach-NX
LSC_SW_LFMNX_HARDIP_ESBA Feature License N/A Mach-NX
LSC_SW_LFMNX_SECURITY_LOCK Feature License N/A Mach-NX
LSC_SW_LFMNX_SECURITY_ENCRYPT Feature License N/A Mach-NX
LSC_IP_sfb_if_pfr_mnx SFB Interface IP License SENTRY-PFR-LFMNX-U/ Mach-NX
SENTRY-PFR-LFMNX-UT
LSC_IP_i2c_filter_pfr_mnx SMBus/12C Filter IP License SENTRY-PFR-LFMNX-U/ Mach-NX
SENTRY-PFR-LFMNX-UT
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License String Description OPN Device

LSC_IP_smbus_mb_pfr_mnx SMBus Mailbox IP License SENTRY-PFR-LFMNX-U/ Mach-NX
SENTRY-PFR-LFMNX-UT

LSC_CTL_PROPSDK_PFR Feature License to enable Propel in PFR N/A All

2.4. Required Files

Several pre-generated files provided for the demo setup are shown in Table 2.3.

Table 2.3. Required Demo Files

File Name

Description

BMC_384_1GB.bit

Bitstream to configure ECP5 as test BMC! device

PCH_256_1GB.bit

Bitstream to configure ECP5 as test PCH2 device

manifest.jed

Manifest file that contains keys, QSPI monitor setup information, SMBus filter setup information,

and others3

machnx_jtagenset_hi_new.bit

Image to enable programming of a blank Mach-NX part

machnx_jtagenset_hi_signed.bit

Image to enable programming of an otherwise blank Mach-NX part with programmed ECDSA key

sfb_prod_secured.bit

Secure Function Block image

FAM.jed Flash Address Map contains primary and secondary locations of SFB image and RISCV firmware
image stored in external SPI flash
Notes:
1. BMC (Baseboard Management Controller) is an out-of-band server management device. It enables platform administrators to

manage a platform without requiring the host operating system to be running. The BMC_384_1GB.bit file is not a full feature BMC,

but acts as a placeholder to demonstrate how the Lattice Sentry solution interacts with a BMC in a server system.
PCH (Platform Controller Hub) is a controller in the server which can provide in-band updates. PCH is an Intel chip, whereas FCH

(Fusion Controller Hub) is an AMD chip. Both provide control functions in the server. The PCH_256_1GB.bit file is not a full feature
PCH/FCH, but acts as a placeholder to demonstrate how the Lattice Sentry solution interacts with a PCH/FCH in a server system.

the IP functionality accordingly. It can be created using the Lattice Manifest tool in Lattice Propel Software.

The manifest contains information for configuring the 12C Filter and SPI Monitor Address Space with access controls for setting up
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3. Setting up Projects

This section covers the setup of a Lattice Propel Workspace and a Lattice Diamond Project for the Lattice Sentry Demo
Board for Mach-NX Devices. A complete design project contains three parts:

Propel SoC project. This hardware portion of the project is used to define the peripheral components of the RISCV SoC
that are instanced in the FPGA portion of the Mach-NX device.

Propel RISCV project. This software portion of the project is used to develop and test code executed on the RISCV
processor.

Lattice Diamond project. This portion of the project is used for synthesis, fit and route, and generation of the
programming file to be loaded into the FPGA portion of the Mach-NX device. The Diamond project is generated from
the Propel SoC project.

Each of the project components can be imported from an existing project or created from a template design.

3.1. Setting up a Propel SoC Project

3.1.1. Creating a New SoC Project from Template

To create a New SoC project from a template:

1.
2.

3.

Open Propel 1.1 by clicking Start > Lattice Propel 1.1 >Lattice Propel 1.1.

The Lattice Propel Launcher opens, as shown in Figure 3.1. Enter a directory or click Browse to indicate the folder or
workspace where the project files will be created. For best results, the directory should be stored locally on your
computer and not on a network. For example, use C:\MachNX_workspace for this demo.

7% Lattice Propel Launcher X

Select a directory as workspace

Lattice Propel uses the workspace directory to store its preferences and development artifacts.

Workspace: | C:\MachNX workspace v| | Browse...

[ ] Use this as the default and do not ask again
» Recent Workspaces

Launch Cancel

Figure 3.1. Lattice Propel Launcher

Click Launch. The workspace window opens, as shown in Figure 3.2.
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9% import_061323 - Lattice Prop

m

File Edit Source Refactor Mavigate Search Project Run

rj'v By -

LatticeTools  Window

R AR ACRACRSE R R RS =

7 Project Explorer 3 = d
ES Y &

There are no projects in your workspace,
To add a project:

Create a new Lattice C project

Create a new Lattice SoC Design
Project

rﬁ Create a project...
E21 Import projects...

Figure 3.2. Propel Workspace

4. Click File -> New -> Lattice SoC Design Project.

5. The Soc Project wizard opens, as shown in Figure 3.3.

171 SaC Praject O *

Create SoC project s
Create 50C project of selected template |

Project name: | MachMNX_design

Use default location

Location: | Chdesigns\Facebookihack\dect_drop_workspaces\7.18_gquanta\MachNX Browse...
Choose file systern: |default

Template selection

Processor: | RISC-V MC ~ | Famnily: LFMMNE ~

Device: LFMNX-50 ~ | Performance: |5 ~

Package: |FBG424 ~ | Board: Lattice Sentry Deme Board for Mach-NX (484)

Template Design

EmEE Project Lattice Sentry RoT Project (484) on Lattice Sentry Demo Board for -
Mach-MNX, Compenents included:

a) 5FB

b} SFB interface
c) PIC

d) CPLD interface
) UART

f) GPIO

®

Figure 3.3. Create SoC Project Page

6. Inthe Create Soc Project page, enter a project name.

Note: Do not include periods, colons, or spaces in the project name. For this demo, use MachNX_design.

© 2024 Lattice Semiconductor Corp. All Lattice trademarks, registered trademarks, patents, and disclaimers are as listed at www.latticesemi.com/legal.
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7. Select the following options:
e  Processor — RISC-V MC
e Family — LFMNX
e Device — LFMNX-50
e Performance -5
e Package —FBG484
e Board — Lattice Sentry Demo Board for Mach-NX
e Template Design — Lattice Sentry RoT Project
8. Click Finish. The SoC design project is created on the workbench, and its design is opened and displayed in Propel
Builder, as shown in Figure 3.4.

A Propel Builder [CA\D: Propel_Desi BKC 3.2 BKC_SoC\MachNX_BKC_SoC/MachNX_BKC SoCsbx] Device: LFMNX-50-5FBGA484C - a8 x
File Edit View Design Window Help
L] ama . “e

MachNX_BKC_SoC
Instances

Ports
Nets

Components
CPLD.interface0:1.1.0
CPLD interface0:1.3.0
GPIO1:15.0
12€ filter0:1.0.0
12€ filter1:1.0.0
PICO:1.0.0
SFB0:1.0.0
SFB_interface0:1.0.0
SMBUS_Mailbox2:1.0.0
SMBUS_Mailbox3:1.0.0
UART0:1.1.0
AHBLO:1.12
AHBL2APB BRGO:1.0.4
APBO:1.0.4

Figure 3.4. Propel Builder

9. Click File > Save to save the project.

10. Click Design > Generate to generate the project files.

© 2024 Lattice Semiconductor Corp. All Lattice trademarks, registered trademarks, patents, and disclaimers are as listed at www.latticesemi.com/legal
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3.1.2. Importing an Existing Propel SoC Project

To reuse or modify an existing project that you did not create, you need to import the workspace. Lattice provides

workspaces in .zip format that contains two projects, the SoC and the Software. These projects need to be imported and the

Propel tool needs to generate new metadata for the working directory.

To import an existing SoC project:

1.

w

N o u &

Extract the contents of the workspace .zip file.

Note: The workspace .zip contains the SoC project folder and the Software project folder. There may also be a
metadata directory. This metadata is not needed since new metadata is generated during the import process.

v % | BKC_3.2.0_Regression_Test_suit
Home Share View

Cut 1) New item ¥ Open ~  FH selectall
X v
W= Copy path f Easy access ¥ Edit Select none
Pin to Quick Copy Paste S o Move Copy Delete Rename New Properties . O .
s | Paste shortcut o~ to . folder - & History i~ Invert selection
Clipboard Organize New Open Select
&« v 3 > This PC > Windows (C:) > Data > PFR_WS_ZIPS > BKC_3.2.0_Regression_Test_suit
Name Date modified Type Size
7 Quick access
MachNX_BKC_SoC 6/16/2022 3:09 PM File folder
m Desktop
MachNX_BKC_SW 6/16/2022 3:08 PM File folder
4 Downloads
2 Documents
= Pictures

Figure 3.5. Existing Propel Project

Open Propel 1.1 by clicking Start > Lattice Propel 1.1 > Lattice Propel 1.1.

The Lattice Propel Launcher opens. Enter a directory or click Browse to indicate the folder or workspace where the
project files will be created. For best results, the directory should be stored locally on your computer and not on a

network. For example, use C:\MachNX_workspace for this demo. See Figure 3.1.
Click Launch.

In the workspace window, click File > Import.

The Import wizard opens, as shown in Figure 3.6.

In the Select page, select Existing Projects into Workspace under the General group.
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o Import Cl K

Select @

Create new projects from an archive file or directory.

Select an import wizard:

type filter text

v = General
{& Archive File
¥ Existing Projects into Workspace
2 File System
Tl Preferences
2 Projects from Folder or Archive
& C/CH+
= Git
= Install
(= Lattice Propel
= Oomph
= Run/Debug
= SVEditor
= Tasks
= Team

i @ < Back Finish Cancel

Figure 3.6. Select Page

8. Click Next.
9. The Import Projects page opens. In Select root directory, click Browse and select the folder where the SoC project
folder and the Software project folder are located.

© 2024 Lattice Semiconductor Corp. All Lattice trademarks, registered trademarks, patents, and disclaimers are as listed at www.latticesemi.com/legal.
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£ timport o X

Import Projects ; = ;5
Select a directory to search for existing Eclipse projects. <

@ Select root directory: C:\Data\PFR_WS_ZIPS\BKC_3.2.0_Regression_Test_su Browse...

O Select archive file: Browse...

Projects:

MachNX_BKC_SoC (C:\Data\PFR_WS_ZIPS\BKC_3.2.0_Regression_Test_suit\! Select All
D MachNX_BKC_SW (C:\Data\PFR_WS_ZIPS\BKC_3.2.0_Regression_Test_suit\M

Deselect All
Refresh

< >

Options

[[]search for nested projects

Copy projects into workspace

[] Close newly imported projects upon completion

[]Hide projects that already exist in the workspace

Working sets

[[]Add project to working sets New...

Select...

@ < Back Next > Cancel

Figure 3.7. Import Projects Page

10. Check the Copy Projects into Workspace check box so that the source files remain unchanged.

11. Click Finish. The Propel project contains the SoC project, as well as a metadata folder generated for your system.
12. Click Launch to create the empty workspace.

13. In Propel, highlight the SoC project in the Project Explorer tab.

14. Click Lattice Tools > Open Design in Propel Builder. This opens the SoC project in Propel Builder.

© 2024 Lattice Semiconductor Corp. All Lattice trademarks, registered trademarks, patents, and disclaimers are as listed at www.latticesemi.com/legal
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3% import_D61323 - Lattice Propel
File Edit Socurce Refactor MNavigate Search Project Run | LatticeTools  Window  Help
Y v @S e [ E i 4. Open Design in Propel Builder 1 ki o

# ienerate and Open Diamond Project

5 Project Explorer 53 = " Generate and Open Radiant Project
= & 7 8 Lattice Sentry Tools for MachXO3D »
= I B
=t MACHNX_50C Lattice Sentry Tools for Mach-MNX »

== MACHNX_SW

Figure 3.8. Lattice Tools Options — Open Design

15.Click File > Save, to save the project.

16. Click Design > Generate to generate the project files.

3.2. Generating Diamond Project

To generate a Diamond project:

1. In Propel interface, click LatticeTools > Generate and Open Diamond Project.
Note: You can also click Design > Run Diamond from the Propel Builder interface.

ﬁ MachMNX_workspace - Lattice Propel
File Edit Source Refactor Mavigate Search Project Run | LatticeTools  Window Help
W | 5w > m: BB . ‘i % Open Design in Propel Builder p=!

L]
[P\ Braiect Enlagecs? +  Generate and Open Diamond Progjct

1= MachNX_design Generate and Open Radiant Proejct
=5 MachMx_SW Lattice Sentry Tools for MachX03D »
Lattice Sentry Tools for Mach-NX ]

Figure 3.9. Lattice Tools Options — Generate
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2.

File List

q X

A @ MachMX_design
i LFMMNX-50-3FBG434C

v Strategies

F—ié,‘” Area

FE}‘ I/ Assistant

¥ Quick

Timing

Strategy1

v [EH impl1
W

Input Files

E MachMNX_design/customize/ICCREG_syn_header.v
¥ MachNX_design/customize/pli.v
E MachNX_design/MachNX_design_Top.v
¥ MachMx_design/MachMX_design.v
Wi MachMX_design/customize/cpld_demo.v
Synthesis Constraint Files
hd LPF Censtraint Files
Y MachMX_design.ipf
Debug Files
Script Files
Analysis Files

Pregramming Files

Figure 3.10. Diamond File List

The project is open in Diamond. The File List tab shows the Verilog files generated by Propel, defining the SoC.

© 2024 Lattice Semiconductor Corp. All Lattice trademarks, registered trademarks, patents, and disclaimers are as listed at www.latticesemi.com/legal.
All other brand or product names are trademarks or registered trademarks of their respective holders. The specifications and information herein are subject to change without notice.

FPGA-UG-02167-1.1

19


http://www.latticesemi.com/legal

Lattice Sentry Demo Board for Mach-NX Devices
User Guide

= LATTICE

3.

Click Tools > Spreadsheet View and select the Global Preferences tab. Make sure that your project settings are the
same as the settings shown in Figure 3.11.

Gtart Page

,-{f Spreadsheet View @

Preference Mame

Preference Value

Junction Temperature (T])C) a5
Vaoltage (V) 2375
SYSTEM_JITTER(ns) Default
“ Block Path
Block Asynchpaths oM
Block Resetpaths oM
Block RD During WR Paths OFF
Block InterClock Domain Paths OFF
Block Jitter OFF
v sysConfig
SDM_PORT DISABLE
SLAVE_SPI_PORT CISABLE
I2C_PORT EMABLE
COMPRESS_CONFIG oM
MY_ASSP OFF
CONFIG_SECURE OFF
EMNABLE_TRAMSFR DISABLE
SHAREDEBRIMNIT CISABLE
PRIMARY_BOOT IMAGE_D
SECONDARY_BOOT IMAGE_1
SLAVE_IDLE_TIMER 0
CUR_DESIGN_BOOT_LOCATION  IMAGE_D
INBUF oM
ROLLBACK_CONTROL CISABLE
v User Code
UserCode Format Hex
UserCode 13572468
v TRACEID
Trace 1D 00000000
v CUSTOM_IDCODE
Custom IDCode

Custom IDCode
v Derating
VCCIO

Format Binar

MOMIMAL

Global SetiReset Met

~ Bank VCCIO
Bank0 (V)
Bank1 (V)

Bank2 (V)

Auto
Auto

Figure 3.11. Global Preferences

Note that the UserCode is an optional user-accessible field that can be used for version number data. It does not have
to match Figure 3.10, as it will depend on the design requirements.

Select Security Setting from the Tools menu.
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File

Process

View

# Lattice Diamond - Spreadsheet View
Edit

A-E-Hdg 8
YREROCEEB

Project  Design

L

v % Synthesize Design

%L Synplify Pro
%L Translate Design

%L Map Design

.

HinIn
n 3ty

ity

=
L 4

=]

p

fLutut

REROOOz OO

Map Trace
Verilog Simulation File
VHOL Simulation File

%L Place & Route Design

Place & Route Trace
I/0 Timing Analysis

rt Files

IBIS Model

Verileg Simulation File
WHDL Simulation File
Bitstream File

JEDEC File

Tools
4 | 2
GG EED

B BE 88 K ¢ME D

0 £ W

NG @2

Window  Help

Spreadsheet View
Package View
Device View
Metlist Analyzer
Metlist View

MNCD View

[Pexpress

Reveal Inserter

Reveal Analyzer

Floorplan View

Physical View

Timing Analysis View
Power Calculator
ECO Editor

Programmer

Synplify Pro for Lattice
ModelSim Lattice-Edition

Security Setting

Run Manager

Simulation Wizard
Clear Tool Memory

Options...

Figure 3.12. Security Settings

In the Security Settings dialog box, click the checkbox for ECDSA Authentication.

Load the keys:

a. If a key pair does not yet exist (this will be the case for a design generated from a template), click the Auto

Generated Key Pair button.

b. If a key pair already exists, select Load From File and select the appropriate keys for public and private keys. This
may be the case for an imported design.

8. Click OK. The selected key pair is used to sign the .jed and .bit files as a placeholder signature. Later, the FST tool will re-
sign these files with the customer key pair, as described in Section 3.4.

© 2024 Lattice Semiconductor Corp. All Lattice trademarks, registered trademarks, patents, and disclaimers are as listed at www.latticesemi.com/legal
All other brand or product names are trademarks or registered trademarks of their respective holders. The specifications and information herein are subject to change without notice.

FPGA-UG-02167-1.1

21


http://www.latticesemi.com/legal

Lattice Sentry Demo Board for Mach-NX Devices
User Guide

= LATTICE

* Security Settings

Security Settings Signature Authentication

[[] Flash Protection {Device Password)

Key: ASCII

Format: Load from File...

[] AES Encryption

Key: ASCIT

Format: Load from File...

ECDSA Authentication

Default Key

Auto Generated Key

(@) Public key and private Key () Public key and SHA256 signature Format: |Hex

- |Auto Generated Key Pair

Public key: |5.26C14F?3DEDE?BZQQB42A6EDBBGFZ3?B53?‘9DC996AFZDDD92AA4?DDA4F1815.&50159#\8{ Clicklto use auto
! 5

generated py

Mote: SHAZ256 digest is used to verify public key and signature, and will not be saved.

Private key: |EF?‘BBEE85656DEDBE‘IC652F4B 1FEC44EN2 13043E4F 50 19DD6 TEOSBENB 23EFF 23 | Load from File...
SHAZ256 signature: Load from File...
SHAZ56 digest: Veerify

Cancel

Figure 3.13. Security Settings Dialog Box

Select the Process tab, as shown in Figure 3.14.
10.
11.

Select the Place & Route Trace and the JEDEC File options.
Right-click on the text and select Run. The MachNX_design_impl1_a.jed is generated.

Note: This .jed file will be signed by the FST utility, described in Section 3.4, and then that signed file is programmed

into the CFGO of Mach-NX device.
Note: The file path is <Workspace file path>/<SoC Project>/impl1/MachNX_design_impl1_a.jed.
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# Lattice Diamond - Start Page
A-B-dIBSwaydn

Process

File Edit View Project Design Process Tools

Window  Help
BEBR

EDEESCEGSCEEGREUYS

[

v 2 Synthesize Design

2 Synplify Pro
= Translate Design
= Map Design
Map Trace
Verilog Simulation File
VHDL Sirmulation File
v 2 Place & Route Design

: Place & Route Trace

[0 22 170 Timing Analysis
e

NN
ity

¥ = ExportFiles

[] & IBIS Model

[ : Verilog Simulation File

[0 2 vHDL Simulation File

:: Bitstream File

= JEDEC -

= Run
Rerun
Rerun All
@ Stop
Clean Up Process

File List Process Hierarchy

Figure 3.14. Process Tab
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3.3. Setting up a Propel SW Project

3.3.1. Creating a New SW Project from Template

This section provides the procedure in creating the software project to accompany the SoC project.

To create a new software project from template:

1. Inthe Lattice Propel 1.1 workspace, click File -> New -> Lattice C Project. This opens the C Project wizard Load system

and bsp page, as shown in Figure 3.15.

3 C Project

Load system and bsp

Correct system environment file and get toelchain parameter

Select system environment file and bsp package

S S RNICRENC:\ MachNX_workspace\MachMNX_Designisgelsys_env.xml

Select the core type to create C Project

Core selected: | riscv_cpu_inst

System information
Device Family CPU Mame Instance Mame

LFMME riscv_mc riscv_cpu_inst

Cancel

Figure 3.15. C Project Options

2. The System env field shows the sys_env.xml file in <Workspace location>\<SoC project folder>\sge\sys_env.xml. Enter

this directory path if needed.
3. Click Next. This opens the C Project page.
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4.
5.
6.

S C Project
C Project

Create C project of selected type

Project name: | MachNX_SW

Use default location
Location: | CA\MachNX_workspace\MachNX_SW
Choose file systern: | defaul

Project type:

Browse...

= GNU Autotools
v = Executable
& Empty Project
@ Lattice C Project
& Hello World RISC-V C Project
@ Hello World ANSI C Project
== Shared Library
(= Static Library
== Makefile project

RISC-V Cross GCC

Show project types and toolchains only if they are supported on the platform

@ < Back Finish

Cancel

Figure 3.16. C Project Page

Enter a name for your project in Project name. For this demo, use MachNX_SW
Under Project type, select Lattice C Project and RISC-V Cross GCC for toolchain.
Click Next. This opens the Lattice toolchain setting page.

3 C Project

Lattice toolchain setting

Configuration: | Debug

Lib Setting  C Compiler C Linker

(O Mo default libraries(-nodefaultlibs)
(O Newlib
(® Mewlib-nano

®

Cancel

Figure 3.17. Lattice Toolchain Setting Page
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7. Select Debug in Configuration.
8. Select Newlib-nano for Lib setting.

9. Click Finish. A second project folder opens in the Project Explorer tab.

3.3.2. Importing an Existing SW Project

To import an existing SW project:

1. Inthe Lattice Propel 1.1 workspace, click File > Import.

2. Select Existing Projects into Workspace under the General group, as shown in Figure 3.18.
3. Click Next.

Select an import wizard:

| type filter text

w [ General ~

& Archive File
=% Existing Projects into Workspace
[} File System
[T Preferences
[ Projects from Folder ar Archive

= C/C++

= Git

= Install

(= Lattice Propel

= Oomph

= Run/Debug

(= SVEditor

= Tasks

T Temume

?\ < Back Mext = Finish Cancel

Figure 3.18 Select Import Wizard
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4.

5.

6.

The Import Projects page opens. In Select root directory, click Browse and select the folder where the unzipped Source
and Project Files are located. See Figure 3.19.

mport
Import Projects

Select a directory to search for existing Eclipse projects.

(@ Select root directory: | C:\Data\PFR_WS_ZIPS\BKC_3.2.0_Regression_Test_su *
O Select archive file:
Projects:

D MachNX_BKC_SoC (C:\Data\PFR_WS_ZIPS\BKC_3.2.0_Regression_Test_suit\!
MachNX_BKC_SW (C:\Data\PFR_WS_ZIPS\BKC_3.2.0_Regression_Test_suit\M

< >

Options

[[] search for nested projects

Copy projects into workspace

[[] Close newly imported projects upon completion

[[]Hide projects that already exist in the workspace
Working sets

[[]Add project to working sets

®

-

Browse...

Browse...

Select All
Deselect All

Refresh

New...

Select...

Cancel

Figure 3.19. Import Projects

Under Options, select the Copy projects into workspace. This provides a new copy of the source files that can be

modified.

Click Finish. The Propel project contains the SoC project, as well as a metadata folder generated for your system.
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3.3.3. Building and Updating the Software Project

After creating or importing a software project, this section describes how to build the project, and how to associate new

hardware changes with the project.

1. Build the project. Right-click the software project in the Project Explorer tab and select Build Project. The console
window at the bottom of the screen displays the output, as shown in Figure 3.20. This indicates a successful

compilation.

File Edit
= -

Source

17 Project Explorer &5

=+ MachMX_Design
=% MachNX_5W

E\ [/

Q MachMX_workspace - Lattice Propel
Refactor
Y |®"’$*_miait*i

MNavigate

BES YV 8

MNew

Go Into

Open in Mew Window

Show In

Copy

Paste

Delete

Remaove frem Context
Source

Move...

Rename...

Import...
Export...

Build Project

Claam Droioet

= 8

Search  Project

I

-

Run

@6 e

Alt+Shift+W >
Ctrl+C
Ctrl+V
Delete
Ctrl+Alt+ Shift+ Down

F2

LatticeTools Wi

-

Figure 3.20. Build Project Option

2. The .mem file is created when the project is built. The directory path is <Workspace file path>/<SW

Project>/Debug/MachNX_SW.mem.

1#] Problems 4] Tasks | E) Console &2
CDT Build Console [MachNX_SW]

[£] Properties| 48 Terminal

Inveking: GNU RISC-V Cross Create Listing
Finished building: Machlx_sW.lst
Invoking: GNU RISC-V Cross Print Size
riscv-none-embed-size --format=berkeley "MachNX_sW.elf"
text data bss dec hex filename
37700 1e4 16588 54304 d428 MachNX_SW.elf
Finished building: MachNX_SW.siz
Invoking: Lattice Create Memory Deployment

Finished building: MachNX_SW.mem

17:12:85 Build Finished. @ errors, 2 warnings. (took 24s.826ms)

riscv-none-enbed-objdump --source --all-headers --demangle --line-numbers --wide "MachMX_SW.elf" > "MachhX_sw.lst"

riscv-none-embed-objcopy -0 binary --gap-fill @ "MachNX_SW.elf"™ "MachNX_SW.bin"; srec_cat "MachNX_SW.bin" -Binary -byte-swap 4 -DISable Header -Output "MachNX_SW.mem" -MEM 32

Figure 3.21 Console Output
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3.3.3.1. Updating the software project

If changes have been made to the project hardware in Propel Builder, such as changes to the memory map or
deleting/adding new IP, these changes must be re-associated with the software project with the following steps:

1. Highlight the software project in the Project Explorer tab, right click, and choose Update Lattice C Project.

mil | ® -~ Q- @ B!
{7 Project Explarer &2

T=F MACHNX_S0C

i MACHMY <
Mew

Go Into

Open in Mew Window

Show In
5 Copy
Paste
¥ Delete
Remove from Context
Source
Move...
Rename...
ix  Import..
g Export..
Build Project

Clean Project

Refresh

Close Project

Close Unrelated Project

Build Configurations
Build Targets

Index

Profiling Teals
Run As
Debug As
Profile As

% 0

Restore from Local History...

Update Lattice C Project...
'%}‘ Run C/C++ Code Analysis

Team

Compare With

Configure

Source

Validate

Properties

Q import_061423 - MACHNX_SW/src/main.c - Lattice Propel
File Edit Source Refactor Mavigate Search Project Run  LatticeTools  Windol

R MM

EE Y 8§ = O

Alt+Shift+W »

Ctrl+C
Ctrl+V
Delete
Ctrl+ Alt+Shift+ Down

F2

F3

Alt+Enter

Figure 3.22. Update Lattice C Project
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2. Browse to the sge directory generated by Propel Builder and select sys_env.xml.
£ Open *
« v A <« machnx_projects » import_061423 » MACHMX_S0C » sge v | O Search sge
Organize « Mew folder = OO @
I Deskto ™ MName Date modified Type ge:[l'::roﬂ-ld‘l ;Sisaggfgl”/‘g .
= <lattice:systemEnv
& Docun application File folder xm]ﬂg;-ipxa}ér_:“http;//
Micros - X www. accellera. org/XML
bsp Fllefolds Schema,/IPXACT/1685-20
&=/ Picture soc_svd File folder 14"
- xmlns:lattice="http:
steppe || sys_envaml XML Document Jwww. Jatticesemi. cgmj
lattice"s
@ This PC <lattice:system
_J 3D Ohj <lattice:general>
B Deskte =lattice:vendor:
Tattice</lattice:vend
= Docun ors>
¥ Douwnl <lattice:Tibrary>
J’ Music PGE</lattice:Tibrary=
= pi <lattice:name>
| Picture v ¢ MACHNY Snce/latticas-n ¥
File name: | sys_envaml *aml ~

3.
4.

5.

Figure 3.23. sys_env.xml File in Directory

Check Regenerate toolchain parameters and linker script checkbox.

Do NOT check Update bsp package checkbox. Checking this box will revert all drivers to released versions, which will
overwrite any software updates that have been made.

ﬁ C Project

Update system and bsp

Select system environment file and bsp package

System env: | Chlscc\machmni_projects\import_061423\MACHNX_SOC\sge\sys_envax

[ Update bsp package

Re-generate toolchain parameters and linker script

Update

Browse...

Cancel

Figure 3.24. Update System Dialog Box

After making these changes, follow Steps 1-2 of Section 3.3.3 to rebuild the project and generate an updated .mem file.
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3.4. Generating Board Files

The Firmware Signing Tool (FST) is used to sign the .mem file created by Propel and convert it to a .bin file, which will be
programmed into an external SPI Flash as the desired FW address location.

The FST is also used to sign the .jed and .bit files created by Diamond with the private key from the user’s key pair. Follow
the steps below in generating board files.

1. Open the Cygwin terminal and navigate to the FST directory.

2. Set up the keys:

a. To generate new keys.

./sign_sentry firmware_ecdsa.sh -s key

e  This will produce.

keys/ECDSA_prv.pem and keys/ECDSA_pub.pem

b. To use existing keys.

e Create a directory named keys.

mkdir keys

e  Copy the pem files into that directory according to the names below:

p my_private.pem keys/ECDSA_prv.pem

cp my_public.pem keys/ECDSA pub.pem

3. Copy the following Diamond and Propel generated files to the FST directory. Note that your file names may differ
depending on how you named your project.
e <Workspace file path>/<SW Project>/Debug/MachNX_SW.mem
e <Workspace file path>/<SoC Project>/impl1/MachNX_design_impl1_a.jed
e  <Workspace file path>/<SoC Project>/impl1/MachNX_design_impl1.bit

4. Sign the generated files with your keys:

./sign_sentry firmware_ecdsa.sh -s sign -m MachNX_SW.mem -j
MachNX design impll a.jed -b MachNX design implil.bit

5. This produces three signed files in the result directory:

Table 3.1. Files Generated by FST Utility

File name

Description

result/CFGO_signed.bit

Signed Config File for Mach-NX (not used in this walkthrough)

result/CFGO_signed.jed

Signed Config File for Mach-NX to program into CFGO (and optionally CFG1)

result/RiscVIimage_signed.bin

Signed RiscV image to program into Flash.
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4. Setting up the Board

This section covers programming the board with the required files. Table 4.1 shows the required files, how they are
generated, and where they are to be programmed.

Table 4.1. Programming Files

= LATTICE

File Name

Description/Purpose

File Source

Programming Location

CFGO_signed.jed

PFR hardware other than SFB, SFB
interface, and customer logic

Generated and signed in
Diamond, then re-signed
by FST using the same
key pair that is used to
sign the FW image

CFGO sector of Mach-NX

manifest.jed

Sets up White, Gray, and Black
spaces

Included with demo files

UFMO sector of Mach-NX

FAM.jed

SFB authentication information,
SPI Flash settings, external SPI
address locations, PFR FW
bitstreams

Included with demo files

FAM sector of Mach-NX

BMC_384_1GB.bit

Baseboard Management
Controller firmware

Included with demo files

0x00000000-0x00210000 of Flash C

RiscVImage_signed.bin

PFR Firmware

Generated by FST using
.mem file that was
generated by Propel SDK

0x03690000-0x036A0000 (primary) and
0x03B60000-0x03B70000 (backup) of
Flash C

sfb_prod_secured.bit

SFB hardware

Included with demo files

0x036C0000-0x037D0000 (primary) and
0x03B90000-0x03CA0000 (backup) of
Flash C

PCH_256_1GB.bit

Platform Controller Hardware
firmware

Included with demo files

0x00000000-0x00200000 of Flash A

The demo board has several jumpers that connect one or more of the FPGAs on the board in a JTAG chain. Table 4.2 shows
the jumper settings to connect each of the FPGAs to the JTAG programming port individually.

Table 4.2. JTAG Jumper Settings

P24 JP25 JP26 JP20 JP21 P22 J20 J21 J23
Mach NX Closed Open Open Closed Open Open 1:2 3:4 Open
BMC Open Closed Open Open Closed Open 3:4 Open 1:2
PCH Open Open Closed Open Open Closed Open 1:2 3:4

Table 4.3. Flash Jumper Settings

Target Flash Programming JP19 JP17 JP18 JP42 and JP44 | JP43 JP41
Flash A—PCH Primary Open Open Open Closed Closed Open
Flash B — PCH Backup Open Open Open Closed Open Closed
Flash C— BMC Primary Closed Open Open Open Open Open
Flash D — BMC Backup Closed Closed Closed Open Open Open
PFR Demo Open Open Open Open Open Open

Note that there are four SPI flash devices on the board. Two for the ECP5, acting as the BMC, and two for the ECP5, acting
as the PCH. For this walkthrough, only Flash A for the PCH and Flash C for the BMC are used.
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The Lattice Sentry Demo Board for Mach-NX Devices supports various JTAG chain options to scan individuals or certain

combinations of devices. The jumper setting to scan all devices in the JTAG chain is shown in Figure 4.1. The configuration
to scan the Mach-NX device is shown in Figure 4.2.

N
o

4

P
0
-

s
2

go-

Figure 4.2. Mach-NX JTAG Chain Jumper Setting
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Some useful JTAG jumper settings are provided in Figure 4.3 and Table 4.4.

Mach-NX

Mach-NX

TIRle alle
Thik il

J23

J21 )23

o0 o
[ ]

J20
o ®
([ J [ J
o
([ J
ECP5 LEMNX ECP5
(BMC) (BMC)

Figure 4.3. JTAG Chain Jumper Diagram

—

Mach-NX ECP5 Mach-NX
(BMC)
ECP5 (PCH)

Table 4.4. JTAG Chain Jumper Settings

ECP5 (PCH)

0

Jumper Function Description

120 Mach-NX TCK Placing jumper allows board TCK to drive Mach-NX TCK
121 ECP5 (BMC) TCK Placing jumper allows board TCK to drive BMC TCK

122 ECP5 (PCH) TCK Placing jumper allows board TCK to drive PCH TCK

124 Mach-NX TMS Placing jumper allows board TMS to drive Mach-NX TMS
125 ECP5 (BMC) TMS Placing jumper allows board TMS to drive BMC TMS

126 ECP5 (PCH) TMS Placing jumper allows board TMS to drive PCH TMS
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4.1. Programming the Mach-NX Files

4.1.1. Programmable Sectors of the Mach-NX

The Mach-NX device contains the following programmable sectors:

e CFGO: Primary boot location if dual boot is used; only boot location if dual boot is not used. This image contains the SFB
interface and user logic.

e UFMO: Manifest information, including white, gray, and black address spaces for SPI filtering, I12C whitelisting, etc.

e CFG1: Secondary boot location if dual boot is used. Same contents as CFGO if dual boot is used. Empty or ignored if dual
boot is not used.

e  UFM1: Backup manifest location or unused.

e UFM2: Location of the UDS certificate used for DICE attestation. UFM2 with a dummy UDS certificate from Lattice is
required. Optional, if UDS certificate or DICE is not used. This sector is also used to log the Mach-NX boot errors and
PFR FW log data.

e FAM: SFB authentication information, SPI Flash settings, and external SPI address locations for SFB and PFR firmware
images. Also called UFM3.

Note that the instructions in this section describe programming a basic use case and will work with the template design or
the Sentry demo design. Refer to the details of your own design if you need to program other sectors of the Mach-NX
device.

4.1.2. Connecting to the Mach-NX
To connect to the Mach-NX board in Diamond Programmer:
1. Connect the Mach-NX to the JTAG chain. Refer to Table 4.2 or Figure 4.4.

o

O A R

]
*
*
>
2
2
2
L]
L)
‘o
a

Figure 4.4. Mach-NX Jumper Settings
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2. Connect power to the board at J25.
3. Connect the FTDI interface at the top of the board (J1) using a USB cable.

= LATTICE

4. Open the Diamond Programmer. In the Getting Started dialog box, select Create a new project from a JTAG scan.

Select an Action

@ Create a new project from a JTAG scan

Cable: HW-USBN-2B (FTDI) ¥ | Port:

TCK Divider Setting {0-30x):

i) Create a new blank project

l::l Open an existing programmer project

FTUSE-O

Detect Cable

Cancel
Figure 4.5. Getting Started
5. Click OK.
6. Inthe main interface, the scanned Mach-NX is listed, as shown in Figure 4.6.
il el = i S
Enable Status Dewvice Family Device Operation
1 LFMMNX LFMMX-50 SRAM Fast Configuration

Figure 4.6. Scanned Mach-NX Device

Note: If the LFMNX device does not appear upon scanning the board, see Section 6 for troubleshooting instructions.

4.1.3. Erasing the Mach-NX Public Key

The Lattice Sentry Demo Board for Mach-NX Devices is shipped with the factory .pub key programmed into the Mach-NX
PUBKEY sector. This is the public key of the ECDSA key pair.

To change keys, the Lattice Diamond tools or the Lattice FST utility can be used to generate a new key pair. Please keep the
newkey.prv (Diamond generated key pair) / ECDSA_prv.pem (FST generated key pair) secure and use it to sign both CFG
and FW images. After programming CFG and FW images into the CFG (CFGO/1 internal flash sector) and the FW (external
SPI flash), erase the PUBKEY sector and program the newkey.pub (Diamond generated key pair) or ECDSA_pub.pem (FST
generated key pair) into the PUBKEY sector as the final step in the programming sequence.

To erase the factory key:

1. Follow the steps in Section 4.1.2 to connect to the Mach-NX board in Diamond Programmer.

2. Double-click on the Operation field to open the Device Properties dialog box.

3. In Device Properties, select Advanced Security Keys Programming, then Security Erase Public Key.
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i LFMMX - LFMMX-50 - Device Properties ? bt
General Device Information
Device Operation
Access mode: Advanced Security Keys Programming -
Port Interface: ITAG Interface -
Operation: Security Erase Public Key -
[] Password Protection Options (Provide key file if password protection enabled)
e
Figure 4.7. Mach-NX Erase Public Key
4. Click OK.

5. Inthe main interface, choose Design -> Program.

6. Check the output log for a success message.

Output
INFO - Check configuration setup: Start.

INFO - JTAG Chain Verification. Mo Errors.
INFO - Check configuration setup: Successful,

INFO - Device 1 LFMNX-50: Security Erase Public Key

Total erase time: 220 ms.
INFO - Operation Done. Mo errors.
INFO - Elapsed time: 00 min : 03 sec

INFO - Operation: successful,

Output Td Console

Figure 4.8. Mach-NX Erase Public Key Output Log Message

4.1.4. Programming the Mach-NX files

To program the Mach-NX internal flash:

1. Follow the steps in Section 4.1.2 to connect to the Mach-NX board in Diamond Programmer.
2. Double-click on the Operation field to open the Device Properties dialog box.

3. Select the following options under Device Operation
e Access mode — Flash Background Mode
e Port Interface — JTAG Interface
e Operation — XFLASH Erase, Program, Verify
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b LFMNX - LFMMNX-50 - Device Properties ? P4

General Device Information

Device Operation

Access mode: Flash Background Mode -
Port Interface: JTAG Interface hd
Operation: ¥FLASH Erase,Program, Verify -

[] Password Protection Options (Provide key file if password protection enabled)

CFG0 Programming Options

Programming file: bning_Toova 1.3_ECDSA/sign_sentry_firmware_1, 3/result/CFGO_signed. jed| | s

UFMQ Programming Options

Programming file: l’l‘ﬂad‘nNX_Board_Debug,’AprillD23_SentryBoardFiIesfMACH_NXfmanif‘est.jed

|:| CFG1 Programming Options
Programming file:

|:| UFM1 Programming Options
Programming file:

UFM2/FAM Programming Options

[ UFM2 Programming file:

FAM Frogramming file: I_DebungpriIZCI23_5enh’yBDardFiIesﬂdACH_N?Cffamjrod_new.jed |

Cancel

Figure 4.9. Mach-NX Erase, Program, Verify

4. Select CFGO Programming Options. In Programming file, enter the .jed file created in Section 3.2 and then signed by
the FST in Section 3.4.

5. Select UFMO Programming Options. In Programming file, enter the manifest.jed file included in the demo package
folder.

6. Select UFM2/FAM Programming Options. Select also FAM Programming file. Enter the FAM.jed file included in the
demo package folder.
Click OK.
In the main interface, click Design > Program.
After the operation is completed, the log windows shows that the device has been programmed successfully.
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INFO - Device 1 LFMMX-50: XFLASH Erase,Program, Verify

"Programming Flash CFG0™

Total erase time: 2550 ms,

"Programming Flash LIFMO™

Total erase time: 950 ms,

"Programming Flash FAM™

Total erase time: 200 ms.,
INFQ - Qperation Done, Mo errors.,
INFQ - Elapsed time: 00 min : 32 sec

INFO - Operation: successful,

Figure 4.10. Log Output Success Message After Programming Mach-NX

4.2. Programming the BMC Flash

The BMC's configuration image is stored on an external SPI flash chip, labeled flash C, along with the RISC-V image and the
SFB image.

To program the BMC flash:
1. Connect BMC to the JTAG chain. Refer to Figure 4.1 or Table 4.2.
a. Connect the FTDI interface at the top of the board (J1) using a USB cable.
b. With power disconnected, attach the yellow labeled jumpers (JP24, JP25, JP26, JP21, JP20, JP22, J20(3:4), J23(1:2), JP4.
c. Power on the board by connecting J25 to power.
d. Attach the orange labeled jumper, JP19.
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Figure 4.11. BMC Jumper Settings

2. Scan the board in Diamond Programmer. The LFE5U-85F device is highlighted in yellow.
3. Select Device as LFE5U-85F if it is not already selected.

4. Double-click on the Operation field to open the Device Properties dialog box, as shown in Figure 4.12.
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General Device Information
Device Operation
Access mode:

Operation:

Programming Options

. ECP5U - LFESU-85F - Device Properties 7

SPI Flash Background Programming

SPI Flash Erase, Program, Verify

Programming file: |C:MaﬁNX_ﬁlesBMC_FlasthMC_384_IGB.hitl | | OxASIE

SPI Flash Options

Family: SPI Serial Flash Custom

Vendor: Micron

Device: MT250L01GEEB

Package: 16-pin SOP2

SPI Programming
Data file size (Bytes): | 2228224 Load from File
Start address (Hex): 0x00000000 -
End address (Hex): 0x00210000 -
|:| Erase SPI part on programming error
[ secure SPI flash golden pattern sectors

Cancel

Figure 4.12. Device Properties for BMC

5. Select the following options under Device Operation.
e Access mode — SPI Flash Background Programming

e Operation — SPI Flash Erase, Program, Verify

6. Under Programming Options in the Programming file, select the BMC image file BMC_384_1GB.bit from the demo

package.

7. Select the following options under SPI Flash Options.

e  Family — SPI Serial Flash
e Vendor — Micron
e Device - MT25QL01GBBB
e Package - 16-Pin SOP2
8. Click OK.

9. Inthe main interface, click Design > Program.

10. Make sure the output log shows a success message.

11. Program the RISCV image into the flash. Reopen the Device Properties dialog box.
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i ECP5UMSG - LFESUM5G-85F - Device Properties ? *

General Device Information
Device Operation
Access mode: SPI Flash Background Programming -

Cperation: SPI Flash Erase,Program, Verify -

Programming Options

Programming file: L’sign_senh'y_ﬁrmu\'are_l. 3/result/RiscvImage_signed. bin | \ee| | OX2CBF
SPI Flash Options

Family: SP1 Serial Flash -

vendor: Micron -

Device: MT25QL01GEEB -

Package: 16-Pin SOP2 -

SPI Programming

Data file size (Bytes): |4D 176 Load from File
Start address (Hex): 0x03620000 -
End address (Hex): 0x036A0000 -

] Turn off addresses auto updating
|:| Erase SPI part on programming errar

[] Secure 5PI flash golden pattern sectors

Cancel

Figure 4.13. Programming Settings for RISC-V Image

12. In Programming file, select the signed RiscV image which was generated by the FST utility (RiscVImage_signed.bin).
13. In Start Address (Hex), enter 0x03690000.

14. In End Address (Hex), enter 0x036A0000.

15. Click OK.

16. In the main interface, click Design > Program.

17. Make sure the output log shows a success message.

18. Program the SFB image into the flash. Reopen the Device Properties dialog box.
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i, ECPSUMSG - LFESUMSG-85F - Device Properties ? X

General Device Information
Dewvice Operation
Access mode: SPI Flash Background Programming -

COperation: SPI Flash Erase,Program, verify -

Programming Options

Programming file: |Ebug,.'ApriIZD23_SentryBoardFiIes;’BMCfsbe:rod_secured. vee| 10X

SFI Flash Options

Family: SPI Serial Flash -
Vendor: Micron -
Dewvice: MT25QL01GEEE b
Package: 16-Pin SOP2 ~

SPI Programming

Data file size (Bytes): | 1164938 Load from File
Start address (Hex): 0x036C0000 -
End address (Hex): 0x03700000 -

[ Turn off addresses auto updating
|:| Erase SPI part on programming error

[] secure SPI flash golden pattern sectors

Cancel

Figure 4.14. Programming Settings for SFB Image

19. In Programming file, select SFB image from the demo package (sfb_prod_secured.bit).
20. In Start Address (Hex), enter 0x036C0000.

21. In End Address (Hex), enter 0x037D0000.

22. Click OK.

23. In the main interface, click Design > Program.

24. Make sure the output log shows a success message.

25. Remove JP19.
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4.3. Programming the PCH Flash
The configuration image for the PCH is stored on flash A.
To program the PCH flash:
1. Connect PCH to the JTAG chain. Refer to Figure 4.15 or Table 4.2.
a. Connect the FTDI interface at the top of the board (J1) using a USB cable.
b. With power disconnected, attach the yellow labeled jumpers (JP24, JP25, JP26, JP21, JP20, JP22, J21(1:2), J23(3:4), JP4.
c. Power on the board by connecting J25 to power.
d. Attach the orange labeled jumpers, JP42, JP43, JP44,
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Figure 4.15. PCH Jumper Settings

2. Scan the board in Diamond Programmer. The LFE5U-85F device is highlighted in yellow.
3. Select Device as LFE5U-85F if it is not already selected.
4. Double-click on the Operation field to open the Device Properties dialog box, as shown in Figure 4.16.
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b

General Device Information

Device Operation
Access mode: SPI Flash Background Programming

COperation: SPI Flash Erase,Program, Verify

Programming Options

Programming file: |C:,’Mad‘nNK_workspacefdemo_ﬁlesfPCH_ZSS_lGB.bit e | Dx3C27
SFI Flash Options

Farnily: SPI Serial Flash

Vendor: Micran

Device: MT25QL01GEEE

Package: 16-Fin SOP2

SPI Programming

Data file size (Bytes): | 2162688 Load from File
Start address (Hex): 0x00000000 -
End address (Hex): 0x00200000 -

] Turn off addresses auto updating
|:| Erase SPI part on programming error

[] secure 5PI flash golden pattern sectors

Figure 4.16. Device Properties for PCH

5. Select the following options under Device Operation.
e  Access mode — SPI Flash Background Programming
e Operation — SPI Flash Erase, Program, Verify

Cancel

6. Under Programming Options in Programming file, enter or locate the PCH image file PCH_256_1GB.bit in the demo

package folder.

7. Select the following options under SPI Flash Options.
e  Family — SPI Serial Flash

e Vendor — Micron

e Device - MT25QL01GBBB
e Package —16-Pin SOP2

In Start Address (Hex), enter 0x00000000.

In End Address (Hex),
10. Click OK.

enter 0x00200000.

11. In the main interface, click Design > Program.

12. Make sure the output
13. Power OFF the board.

log shows a success message.

14. Remove jumpers from JP4, JP42, JP43, and JP44.
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4.4. Programming the Mach-NX Public Key

The Mach-NX device must be programmed with the public key of the key pair that was used to sign the CFGO and RISC-V
image files. This key pair can be generated by the FST utility, as described in Section 3.4.

To program the Mach-NX Public key:
1. Follow steps 1-6 of Section 4.1.2 to set up the Mach-NX device for programming.
2. Double click on the Operation field to open the Device Properties dialog box.

3. In Device Properties, select Advanced Security Keys Programming under Access Mode. Select Security Program Public
Key under Operation.

General Device Information

Device Operation

Access mode: Advanced Security Keys Programming -
Port Interface: JTAG Interface -
Operation: Security Program Public Key -

[] Password Protection Options {Provide key file if password protection enabled)

Public Key Options

Load Key...
Public key: |6C80722C44203569090BE 148500904805300DDCBC32AF73BED 7541
Save Key...
oK Cancel

Figure 4.17. Programming Public Key

Click Load Key and select the ECDSA_pub.pem file in the keys directory of the FST utility.
Click OK.

In the main interface, click Design -> Program.

N o uos

After the operation is completed, the log windows shows that the device has been programmed successfully.
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INFQ - Device 1 LFMMX-50; Security Program Public Key

Total erase time: 220 ms.

"Programming the Public Keys...”

“Verify the Public Keys...”

"Programming and Verify the AUTH_EM2 and ALUTH_EM1 Fuses...”
IMFO - Operation Done. Mo errors.
INFQ - Elapsed time: 00 min : 03 sec

INFO - Operation: successful,

Figure 4.18. Log Output Success Message After Programming Public Key

8. Programming the public key will trigger a soft reboot of the device. After 20—-30 seconds, the board LEDs should turn on
or blink, according to the design.

9. |If the soft reboot does not occur, power cycle the board.
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5. Debugging Propel

Debugging in Propel with the GDB OpenOCD Debugger allows the designer to check and fine-tune the firmware. If the
board already has firmware programmed onto it, running this debugger will temporarily replace this firmware with the
current code in the software workspace.

To debug the firmware using Propel:
1. Open Propel, then double click main.c to open it.
2. Look for the following line and make sure it is not commented out. (Otherwise, uncomment it and rebuild the project.)

dev_jtag cntl(pfr_inst, JTAG_GDB_EN);

3. Make sure the Mach-NX and BMC sections of the board are programmed, as described in Section 4.1 and Section 4.2.
e If the project was rebuilt following Step 2, re-program the BMC Flash with the updated PFR firmware.

Ensure that the JTAG jumpers are set so that Mach-NX is in the JTAG chain. Refer to Table 4.2.
Ensure that the flash jumpers are set for the PFR Demo. Refer to Table 4.3.
Connect the machine running Propel to the board through the primary USB port (J1).

Create a debug configuration. Click Run > Debug Configurations from the Propel main interface toolbar. This opens the
Debug Configurations window, as shown in Figure 5.1.
Note: The fields are automatically populated. If they are blank, click Browse and select the current software project.

N o vk

8 Debug Configurations

Create, manage, and run configurations

B ¢ = x| Y~ Name: | MachM¥_Design ‘
‘t}'PEf”tEFtEXt | [£] Main . [Z] CableConn| %% Debugger| @ Startup| & Source| [] Common| &, SVD Path

[€] C/C++ Application o Project:

[E] C/C++ Attach to Application

[€] €/C++ Postmortem Debugger | MachMNX_SW ‘ E Browse... 1

[€] C/C++ Remote Application C/C++ Application:

C o

% EDCB: Ud”‘t Debuaci [ Debug\MachNX_Sw.eif |

ardware Debugging

v pen ebugging Variables... earch Project... Towse..,
GDB OpenOCD Debuggi Variabl Search Proj B

[ ] MachMNX_Design

R Launch Group

Build (if required) before launching

= Launch Group (Deprecated) Build Configuration: | Use Active ~
(C) Enable auto build () Disable aute build
(®) Use workspace settings Configure Workspace Settings...

Revert Appl
Filter matched 10 of 10 items = PPl

'f?:' Debug Close

Figure 5.1. Debug Configurations
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Select the CableConn tab as shown in Figure 5.2.

Click Scan Device.

10. Select LFMNX-50 from the device list.

11. Click Debug.

8 Debug Configurations

Create, ge, and run confi

CFe2EX BV~

[E] C/C++ Attach to Application
[E] C/C++ Postmortem Debugger
[£] C/C++ Remote Application
Cij C/C++ Unit
[£] GDB Hardware Debugging
+ [£] GDB OpenOCD Debugging
[t ] MachNX_Design
& Launch Group
= Launch Group (Deprecated)

Filter matched 10 of 10 iterns

Name: | MachMX_Design
| type filter text | Main CableConn %% Debuggea [~ Startupw 7 Source} = gommonw &, SVD Pathw
[£] C/C++ Application Cable Settings

Port: FTUSB-0

Device Settings
Device: | LFMNX-50:0x412E3043
Speed Settings

(®) Use Default Clock Divider
(7) Use Custom Clock Divider

TCK Divider Setting (0-30<) (1 5

~ | | Detect Cable

~ | [ Scan Device

Revert Apply

)

Debug Close

Figure 5.2. CableConn Settings

12. Switch perspective to debug when prompted. The software project is downloaded into the Mach-NX and halted at a

breakpoint at the beginning of main(). At this point, the demonstration code can be stepped through with standard
debugger controls (start, pause, step over/through, and others).

© 2024 Lattice Semiconductor Corp. All Lattice trademarks, registered trademarks, patents, and disclaimers are as listed at www.latticesemi.com/legal.
All other brand or product names are trademarks or registered trademarks of their respective holders. The specifications and information herein are subject to change without notice.

FPGA-UG-02167-1.1

49


http://www.latticesemi.com/legal

Lattice Sentry Demo Board for Mach-NX Devices .l.lLATTICE

User Guide

£t MachNX_workspace - MachNX_SW/src/main.c - Lattice Propel — O x
File Edit Source Refoctor MNavigate Segrch Project Run LatticeTools Window Help
CrEHA R (eS| SO0IREEN -0 A ISD H-f-ee-2- Q i G
45 Debug 52 [ Project Explorer | = 8 |18 mainc 22 = 0 |[@=vari 2 % Bre |6 Exp| B Mo | Ty Pei| = O
*‘ i § 962 ?nsigned int entry_num; ~ 1|8 ‘ et 8
MachNX_Design [GDB OpenQCD Debugging] ggj ::: ;’::EE::::’: S:;tusisec; Name Tpe Value
v i MachNXC S ! ] 65 dint flashl - 6, flashz = 8; - unsignedint  <optimized out>
v o Thread #1 (Suspended : Signal : 0:Signal 0) ggg structejtiifriinsta;c\ecfz?s‘;iinst = 8pfr_instance; @ detcnt  unsignedchar 00"
= main( at main.c:968 0x3150 unsigned char page bu B .
& Dpemcdﬂoa 963 pfr_instance create(pfr_inst); 6= entry_num _ unsignedint 0
969 platform_init(pfr_inst); 9= images_nurr int o
o riscy-none-embed-gdb 270 (- status_pri int <optimized out>
971 #if (IRTL_SIM) ©9: status_sec  int <optimized out>
972 printf("\n*** Raptor PFR3.@ %d.%d ***\r\n", VERSION_MAJOR, o @ pinst  structstpfrinst. Ox6c18 <pfrinst..
973 VERSION_MINOR);
974
975 printf("Build Time : %@4d-¥e2d-¥e2d ¥e2d:%e2d:Xezd\rin”,
976 BUILD_YEAR, BUILD_MONTH, BUILD_DAY, BUILD_HOUR, BUILD_MIN,
977 BUILD_SEC);
978 #endif
979
980 mfst_ufm_read(&manifest, pfr_inst->spi_monitor_inst, pfr_inst->uab_inst);
981
982 for (i = @; i < manifest.num_images; i++) {
983 DEBUG_PRINTF ("Image ¥d Startup\r\n®, i);
984
985
986 //Check Primary image
987 status_pri =
988 authenticate image(&manifest, pfr_inst->uab_inst,
989 pfr_inst->spi_monitor_inst,
990 pfr_inst->spi_streamer_inst,
991 pfr_inst->esb_inst, i, 1);
992 #if (IRTL_SIM)
993 status_sec =
904 authenticate_image(&manifest, pfr_inst-suab_inst,
995 pfr_inst->spi_monitor_inst,
996 pfr_inst->spi_streamer_inst,
997 pfr_inst-vesb_inst, i, 2);
998 #else e
2 Console &2 Reg.starﬂ@TermmaﬂE Pmblamﬂ Q Executables] G2 Debugger Ccmso@ i Mammﬂ Bk BERSE r2-3-r=0
MachhX_Design [GDE OpenOCD Debugging] openocd.exe
(3138) time (/32) ~
(3139) instret (/32)
(3265) cycleh (/32)
(3266) timeh (/32)
(3267) instreth (/32)
(3922) mvendorid (/32)
(3923) marchid (/32)
(3924) mimpid (/32)
v
| \ \ R oo %

Figure 5.3. Propel Debugger View
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6. Troubleshooting

This section covers troubleshooting procedures when programming a demo board that Diamond Programmer is unable to
scan properly.

i} Diamend Programmer *
File Edit View Design Help

BEd 8 b O B
Enable Status Device Family Device Operation
1 Generic JTAG Device JTAG-NOP Bypass

Figure 6.1. Generic JTAG Device

If scanning the board results in a generic JTAG device, as shown in Figure 6.1, you will need to reconnect the JTAG chain.
There are two steps to reconnecting the JTAG chain: blind erasing the public key and programming a bypass pattern into the
SRAM.

The bypass pattern provided with the demo package, raptor_download_impl1_jtagenset_hi_new.bit, will only work if the
public key has already been erased, so the steps must be followed in the correct order. If the Mach-NX PUBKEY sector is not
programmed with a key, then the PUBKEY does not need to be erased.

6.1. Blind Erasing the Public Key

The Lattice Sentry Demo Board for Mach-NX Devices has two FTDI chips (FT2232H) to communicate with the various FPGAs
on the board over JTAG and UART. When programming the FPGAs, only the FTDI chip marked U1 (connected to USB port J1)
should be connected. Make sure that no other FTDI chips are connected by USB to the computer performing the
programming.

Connect the Mach-NX to the JTAG chain by setting the jumpers as shown in Figure 4.4.

The public key will be erased blindly from the Mach-NX. In Device Family, select LFMNX. In Device, select LFMNX-50.

In the Diamond Programmer main interface, click Edit > Settings to open the Settings dialog box, as shown in Figure 6.2.
In the Programming tab, select Continue download on error.

In the Programming tab, deselect Check cable setup before programming.

Click OK.

S T o
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il Settings 7 x

General Programming
Programming Mode

() Turbo mode (®) Sequential mode

JTAG State Settings

(@) Use default JTAG states (TLR/TLR)
() Awvoid test logic reset {TLR) state
O Use custom JTAG states

Initial TAF state: TLR

Final TAP state: TLR

[] check cable setup before programming
Continue download on error

Cancel

Figure 6.2. Diamond Programmer Settings for Blind Programming

7. Double-click on Operation to open the Device Properties dialog box, as shown in Figure 6.3.

8. In Device Properties, select Advanced Security Keys Programming, then Security Erase Public Key.

i LFMPNK - LFMNX-50 - Device Properties ? >

General Device Information

Device Operation

Access mode: Advanced Security Keys Programming -
Port Interface: JTAG Interface -
Operation: Security Erase Public Key -

[] Password Protection Options (Provide key file if password protection enabled)

Cancel

Figure 6.3. Mach-NX Erase Public Key

9. Click OK.
10. In the main interface, click Design > Program.

11. Once programming is completed, follow the procedure in Section 6.2 to program a bypass pattern into the SRAM.
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6.2. Programming a bypass pattern into SRAM

The Lattice Sentry Demo Board for Mach-NX Devices has two FTDI chips (FT2232H) to communicate with the various FPGAs
on the board over JTAG and UART. When programming the FPGAs, only the FTDI chip marked U1 (connected to USB port J1)
should be connected. Make sure that no other FTDI chips are connected by USB to the computer performing the
programming.

1.

vk W

A recovery image will be programmed blindly into the Mach-NX. In Device Family, select LFMNX. In Device, select
LFMNX-50.

In the Diamond Programmer main interface, click Edit > Settings to open the Settings dialog box, as shown in Figure 6.2.
In the Programming tab, select Continue download on error.

In the Programming tab, deselect Check cable setup before programming.
Click OK.

i} Settings 7 X

General Programming
Programming Mode

() Turbo mode (®) Sequential mode

JTAG State Settings

(®) Use default TTAG states (TLR/TLR)
() avoid test logic reset {TLR) state
O Use custom JTAG states

TLR

TLR

[] chedk cable setup before programming

Continue download on error

Cancel

Figure 6.4. Diamond Programmer Settings for Blind Programming

Double-click on Operation to open the Device Properties dialog box, as shown in Figure 6.5.

Select the following options under Device Operation

e Access mode — Static RAM Cell Mode

e Port Interface — JTAG Interface

e  Operation — SRAM Fast Configuration

Under Programming Options in Programming file, enter the file raptor_download_impl1_jtagenset_hi_new.bit from
the demo package folder.

Click OK.
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rmEs eee e e

Enable Status Device Family Device Operation
1 LFMNX LFMNX-50 SRAM Fast Configuration
b LFMNX - LFMNX-50 - Device Properties ? x
General  Device Information

Device Operation

Access mode: Static RAM Cell Mode A
Port Interface: ITAG Interface A
Operation: SRAM Fast Configuration A

Programming Options

Programming file: ‘C:fMachN.‘i_workspacaj’demo_ﬁlesj’rapmr_download_\mpl1_1tagenset_h|_naw.b\t

[ Password Protection Options (Provide key file if password protection enabled)

Coce

Figure 6.5. Programming Recovery File

10. In the main interface, click Design > Program.

11. Once programming is completed, rescan the board. The device is indicated under Device Family and Device, as shown
in Figure 6.6.

vl s ig i3 it & [EE

Enable Status Device Family Device Operation

1 LFMIMNX LFMIMNX-50 SRAM Fast Configuration

Figure 6.6. Scanned Mach-NX Device

12. Revert the programming settings to default:

a. Inthe Diamond Programmer main interface, click Edit > Settings to open the Settings dialog box, as shown in
Figure 6.7.

b. Inthe Programming tab, select Check cable setup before programming.
In the Programming tab, deselect Continue download on error.
d. Click OK.

© 2024 Lattice Semiconductor Corp. All Lattice trademarks, registered trademarks, patents, and disclaimers are as listed at www.latticesemi.com/legal
All other brand or product names are trademarks or registered trademarks of their respective holders. The specifications and information herein are subject to change without notice.

FPGA-UG-02167-1.1 54


http://www.latticesemi.com/legal

I':JatticGe S'Zntry Demo Board for Mach-NX Devices .l.lLATTICE
ser Guide

iF Settings ? et

General Prograrmming
Programming Mode

() Turbo mode (® Sequential mode

JTAG State Settings

(@ Use default TTAG states (TLR/TLR)
() Awvoid test logic reset (TLR) state
O Use custom JTAG states

Initial TAP state: TLR -

Final TAP state: TLR v

Check cable setup before programming

] continue download on error

Cancel

Figure 6.7. Programming Settings Restored to Default Settings

13. To complete the recovery, program a valid image into the CFGO flash sector, as described in Section 4.1.4, and program
the public key into the PUBKEY sector of the Mach-NX device, as described in Section 4.4.
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6.3. Unlocking UFM2

If the system boots and finds a valid FAM, but the SFB is invalid, corrupted, or missing, it will lock UFM2. There will be an
error message in Diamond Programmer saying UFM2 is erase locked, as shown in Figure 6.8.

INFO - Check configuration setup: Successful.

INFO - Devicel LFMMNX-50: FLASH Erase, Program,Verify

“Frogramming Flash CFG0"

Total erase time: 2510 ms.

“Programming Flash UFMO"

Total erase ome: 1000 ms.

“Programming Flash UFMZ"

“Current Sector Erase Lock is set. Cannot continue.”
ERROR - Process Operation Failed.
INFO - Elapsed time: 00 min : 35 sec
ERROR. - Operation: unsuccessiul.

ERROR - Programming failed.

Figure 6.8. Programming Settings Restored to Default Settings

6.3.1. Erase and Restore the SFB image

To unlock the UFM2 Sector Erase Lock, first restore the SFB image.

1. Connect to the BMC Flash by following Step 1 of Section 4.2.

Scan the board in Diamond Programmer. The LFE5U-85F device is highlighted in yellow.
Select Device as LFE5U-85F if it is not already selected.

Double-click on the Operation field to open the Device Properties dialog box, as shown in Figure 6.9.

v W

Switch to SPI Flash Background Programming mode; SPI Flash Erase All. Click OK and then use the configuration button
to program.
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i..b ECPSUMSG - LFESUMSG-85F - Device Properties 7 x

General Device Information

Device Operation

Access mode: SPI Flash Background Programming -
Operation: SPI Flash Erase All -
SPI Flash Options
Family: SPI Serial Flash -
Vendor: Micron -
Device: MT25QL01GEEB -
Package: 16-Pin SOP2 -

SPI Prograrnming

Data file size (Bytes): | 1164998 Load from File
Start address (Hex): 0x036C0000
End address (Hex): 0x037D0000

[] Turn off addresses auto updating
|:| Erase SPI part on programming error

[] secure 5PI flash golden pattern sectors

Carcel

Figure 6.9 BMC Flash Erase All

6. After a successful erase, reprogram the Flash by following Steps 4-25 in Section 4.2.

6.3.2. Erase and Restore CFGO, UFM2, and FAM

If following the steps in Section 6.3.1 was unsuccessful and the UFM2 sector is still locked, follow these steps to restore the
UFM and FAM:

1. Set up the jumpers to connect the JTAG chain to Mach-NX, as shown in Figure 4.4.

2. Scan the board. If LFMNX does not appear, follow the steps in Section 6.1 and Section 6.2 to reconnect the JTAG chain.
Note that if the public key is erased, it will need to be reprogrammed onto the board at the end of these steps.

3. Double click Device Properties and choose Flash Background Mode, XFLASH Erase, Program, Verify. Click only the
checkbox next to CFGO. Click the three dots to browse for the file and choose Sentry22_484 impll_a_factory.jed. Click
OK and use the configuration button to program.
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4.

fudf LFMMNX - LFMNX-50 - Device Properties

General Device Information
Device Operation
Access mode: Flash Background Mode -
Port Interface: JTAG Interface -

Operation: ¥FLASH Erase,Program, Verify hd

[ Password Protection Options (Provide key file if password protection enabled)

CFGO Programming Options

Programming file: |3_RC7_PROD_Program_Files/MACH_MX/Sentry22_484_impll_a_factory.jed | ...

|:| UFMO Programming Options

Programming file:

D CFG1 Programming Options

Programming file:

|:| UFM1 Programming Options

Programming file:

|:| UFM2/FAM Programming Options

UFM2 Programming file:

FAM Programming file:

Cancel

Figure 6.10. Programming Settings to Reprogram CFGO

Choose Flash Background Mode, then XFLASH Erase Only. Check the checkbox next to UFM2/FAM Programming
Options, and then check only the checkbox next to FAM. Click OK and use the configuration button to program.
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General Device Information

Device Operation

Access mode: Flash Background Mode -
Port Interface: JTAG Interface -
Operation: XFLASH Erase Only -

[[] Password Protection Options {Provide key file if password protection enabled)
|:| CFGO Programming Options
|:| UFMO Programming Options
|:| CFG1 Programming Options
|:| UFM1 Pregramming Options

|UFM2,/FAM Programming Options

1 urmz

FAM

Cancel

Figure 6.11. Programming Settings to Erase FAM Table

Power on and off the device to restart. UFM2 should now be unlocked, but the system will not have booted.
Scan the board. If LFMNX does not appear, follow the steps in Section 6.1 and Section 6.2 to reconnect the JTAG chain.

Choose Flash Background Mode, XFLASH Erase, Program, Verify. Check the checkbox next to UFM2/FAM Programming
Options, and then check the checkboxes for both UFM2 Programming file and FAM Programming file. Choose
ufm2_w_cert.jed for UFM2 and fam_prod_new.jed for FAM. Click OK and use the configuration button to program.
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b LF - LFMMN-50 - Device Pro ?
General Device Information
Device Operation
Access mode: Flash Background Mode -
Port Interface: JTAG Interface -
Operation: XFLASH Erase,Program, Verify -
[ Password Protection Options (Provide key file if password protection enabled)
|:| CFGO Programming Options
Programming file:
|:| UFMO Programming Options
Programming file:
|:| CFG1 Programming Options
Programming file:
|:| UFM1 Programming Options
Programming file:
UFM2/FAM Programming Options
UFMZ Programming file: lriI_ZD}‘j_RCT_PROD_Program_FilesMACH_NP(Iuﬁﬂ}‘__w_cert.jed |
FAM Programming file: }iI_?_[)23_RC?'_PROD_Program_FilesfMACH_NX!famjrod_new.jed |
Concel
Figure 6.12. Reprogramming UFM2 and FAM
8. If the public key was erased to restore the JTAG chain, reprogram the public key as described in Section 4.4.

9.

Power on and off the device to restart. The board should now boot successfully.
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References

The following reference documents will provide further information about the Lattice Sentry solution and the Lattice Sentry
Demo Board for Mach-NX Devices:

e  Mach-NX web page

e  Mach-NX Family datasheet (FPGA-DS-02084)

e Lattice Sentry Solution Stack web page

e Llattice Sentry Demo Board for Mach-NX User Guide (FPGA-EB-02045)

e Lattice Sentry Firmware Signing and Update Guide (FPGA-TN-02351)

e Embedded Security and Function Block User Guide for MachXO5-NX Devices (FPGA-TN-02320)
e Enhanced Embedded Security Block (FPGA-IPUG-02167)

e Lattice Propel 1.0 User Guide

e Lattice Proper 2023.1 Builder User Guide

e Lattice Diamond User Guide

e Lattice Propel FPGA design software

e Lattice Diamond FPGA design software

e Lattice Insights for Lattice Semiconductor training courses and learning plans
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Technical Support Assistance

Submit a technical support case through www.latticesemi.com/techsupport.
For frequently asked questions, refer to the Lattice Answer Database at www.latticesemi.com/Support/AnswerDatabase.
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Revision 1.1, March 2024
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Section

Change Summary

All e Changed the title from Lattice Sentry Demo Board for Mach-NX Walkthrough to Lattice Sentry Demo
Board for Mach-NX Devices.
e Minor editorial fixes.
Disclaimer Updated this section.

Demo Requirements

e Updated the list of hardware requirements for the Lattice Sentry Demo Board for Mach-NX Devices
in Subsection 2.1.

e  Updated main bullet no.6 to, Four 1-Gb SPI/QSPI flash devices for device configuration and
firmware image storage (two flash devices per ECP5 device).
e  Updated the Lattice Diamond Programmer checklist in Subsection 2.2.1.
e  Updated the Lattice Diamond Programmer to v.3.13.0.56.
e  Updated the Lattice Diamond Programmer Encryption Security patch to v.3.13.0.56.
e  Added the Lattice Diamond patch v.3.13.05.56.2 131818.

e  Removed the statement, Note that although Lattice Diamond Programmer is included with
installation of Lattice Diamond, the standalone version of Lattice Diamond Programmer is required
for programming Lattice Sentry.

Setting up Projects

e Updated the steps to import an existing SoC project in Subsection 3.1.2 Importing an Existing Propel
SoC Project.

e Updated the steps to generate a Diamond project in Subsection 3.2 Generating Diamond Project.

e Updated the steps to create a new software project from template in Subsection 3.3.1 Creating a
New Software Project from Template.

e  Updated the steps to import existing software project in Subsection 3.3.2 Importing an Existing
Software Project.

e  Added Subsection 3.3.3 Building and Updating the Software Project to this section.
e  Reworked contents of Subsection 3.4 Generating Board Files.

Setting up the Board

e  Reworked contents of Table 4.1. Programming Files.

e  Reworked contents of Subsection 4.1 Programming the Mach-NX Files.
e  Reworked contents of Subsection 4.2 Programming the BMC Flash.

e  Reworked contents of Subsection 4.3 Programming the PCH Flash.

e  Added Subsection 4.4 Programming the Mach-NX Public Key.

Debugging Propel

Reworked section contents.

Troubleshooting

Reworked section contents.

References

Updated this section.

Technical Support
Assistance

Added the FAQ link in this section.

Revision 1.0, October 2022

Section

Change Summary

All

Initial release.
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