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A list of acronyms used in this document.
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Acronym Definition

AES Advanced Encryption Standard

CBC Cipher Block Chaining

ECDH Elliptic-curve Diffie—Hellman

GCM Galois/Counter Mode

HMAC Hash-based Message Authentication Code
ORAN Open Radio Access Network

PCle Peripheral Component Interconnect Express
QSPI Queued Serial Peripheral Interface

SHA Secure Hashing Algorithm

UART Universal Asynchronous Receiver-Transmitter
usB Universal Serial Bus
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1. Introduction

This document describes the process for running the basic 5G Lattice ORAN™ Solution Stack. It is supported on Linux
versions 16.04, 18.04, and 20.04. For packet authentication, security covers algorithm for encryption and decryption of the
packets including the crypto-256 and crypto-384 services to customers.

This basic demo includes the following Crypto algorithms:
e SHA384 PCle to UART

e SHA384 UART to PCle

e HMAC-384 PCle to UART

e HMAC-384 UART to PCle

e AES-GCM 256 Encryption

e  AES-GCM 256 Decryption

© 2022 Lattice Semiconductor Corp. All Lattice trademarks, registered trademarks, patents, and disclaimers are as listed at www.latticesemi.com/legal.
All other brand or product names are trademarks or registered trademarks of their respective holders. The specifications and information herein are subject to change without notice.
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2. Functional Description

In this project, the CertusPro™-NX is used with soft IPs to support fast packet encryption/decryption using either AES-
CBC/GCM mode. Support for packet authentication is provided by ECC384, HMAC384 or RSA 3K/4K over PCle Interface.
Keys and other required configuration are set up through SMBus as a part of sideband communication.

CertusPro-NX is connected to the host PC using PCle x1 endpoint IP. CertusPro-NX boots from the bitstreams stored at an
external QSPI flash. It also connects to external components through SMBus. Furthermore, CertusPro-NX connects to an
external USB through soft IP UART and an external converter UART to USB.

Figure 2.1 shows the system block diagram.

PCle Gen1 x1 Lane

USB-UART Encryption/
Decryption/
usB < Interface Authentication

Connector |

CertusPro-NX SMBus

QSPI Interface

Figure 2.1. Block Diagram

© 2022 Lattice Semiconductor Corp. All Lattice trademarks, registered trademarks, patents, and disclaimers are as listed at www.latticesemi.com/legal.
All other brand or product names are trademarks or registered trademarks of their respective holders. The specifications and information herein are subject to change without notice.
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3. Demo Setup

3.1. Hardware Requirements

The following hardware components are required:

e Host PC-1 running Linux Operating System of 16.04, 18.04 and 20.04

e Host PC-2 running Windows

e Lattice CertusPro™-NX Versa Evaluation Boards with 12 V power adapters(1 Main)
e  USB Type-A (UART) cable for programming the bitstream file.

e Keyboard and Mouse

e PCle Cable

3.2. Software Requirements

The following software programs are required:

e Lattice Radiant™ software version 3.1 or later
e Lattice Propel™ version 2.2 or later

e Docklight version 2.3

= LATTICE
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4. Setting up the Hardware

Figure 4.1 shows the hardware setup.

Host PC-1
PCle Host PC-2
Linux Pluggable D - Lattice Radiant
System Cable Programmer
- Docklight
ARTTRRRN

S88FER

USB
Type-A
Cable

PC Slot

Figure 4.1. Hardware Setup

The following describes the hardware connection.
e The Host PC-1 runs the 5G ORAN script.
e The PCle pluggable cable is connected from the CertusPro-NX versa board.

e The USB Type-A (UART) cable is connected to the board and the Host PC-2 for programming the bit file and to give
input or print output over Docklight.

© 2022 Lattice Semiconductor Corp. All Lattice trademarks, registered trademarks, patents, and disclaimers are as listed at www.latticesemi.com/legal.
All other brand or product names are trademarks or registered trademarks of their respective holders. The specifications and information herein are subject to change without notice.
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5.

Installing the Linux Release

Note: The following installation procedure should be performed only when a new build is available or the build needs to be
installed in a new PC.

To install the software:

1.
2.

Create a main folder in the home directory. In this demo, the folder is named: 5G_ORAN_REL
Create a sub-folder and copy the provided build to this sub-folder.

Note: In Linux, you can create a folder using the commands below:
$ mkdir -p 5G_ORAN REL
$ copy <Downloaded tar package > to folder 5G _ORAN REL
$ Untar the file, by below command
tar -xvzf <Downloaded tar package >

Open the terminal.
Run the cd command to navigate to the build directory.
Open the Readme file and follow the indicated installation steps.

In the folder created in step 2, open the package.sh file.

Ift@lattice: ~/5G_ORAN/5G_O

File Edit View Search Terminal Help
cd 5G_ORAN/5G_ORAN_REL/OR

AN_STACK HOSTPC BinaryRelea

Figure 5.1. Command to Navigate to Directory

Run the commands below.

sudo apt update

sudo apt install build essential
Install openssl.

sudo apt-get install libssl-dev

Install cmake.

(Source Distribution) [Download the cmake package from https://cmake.org/ ]
Note: You can also go to the <preRequisites> folder.

Untar cmake-3.23.1.tar.gz by using the command below.

tar -xvzf cmake-3.23.1.tar.gz

cd cmake-3.23.1/

/bootstrap

sudo make

sudo make install

Install the SMBUS support.
sudo apt-get install libi2c-dev

© 2022 Lattice Semiconductor Corp. All Lattice trademarks, registered trademarks, patents, and disclaimers are as listed at www.latticesemi.com/legal
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10.

11.

12.

13.

14.

15.

16.

Install gcc 7.5.

a. Check the gcc version.
gcc —--version

b. If the version is not gcc 7 or above, run the command below.
sudo apt-get install -y gcc-7
sudo update-alternatives --install /usr/bin/gcc gcc /usr/bin/gcc-7 60 —--
slave /usr/bin/g++ g++ /usr/bin/g++-7
c. Verify the gcc version.
gcc —--version

Note: You can also run the commands below.

sudo apt-get install -y software-properties-common
sudo add-apt-repository ppa:ubuntu-toolchain-r/test
sudo apt update

sudo apt install g++-7 -y

gcc -v

sudo update-alternatives —--install /usr/bin/gcc gcc /usr/bin/gcc-7 60 —--slave
/usr/bin/g++ g++ /usr/bin/g++-7

Install python3 and pip3 on the Linux machine and run the commands below.
sudo apt-get install python3-pip

sudo python3 -m pip install pycryptodome

Install openssl version 1.1.1.

sudo apt install openssl 1.1.1

Go to the preRequisites folder and run the command below.
sudo cp -rf i2c* /usr/include/linux/

Make all script executable.

sudo chmod -R +x *.sh

Compile the application.

(For source code release only)
cd PCIe Source Code/
sudo ./compile.sh

(For binary code release only)
sudo make driver
sudo make libs

Run the command below to compile all project files.

(For source code release only)
cd ../
sudo ./run.sh

© 2022 Lattice Semiconductor Corp. All Lattice trademarks, registered trademarks, patents, and disclaimers are as listed at www.latticesemi.com/legal.
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6. Running the Program

To run the program:

1. Make sure that the link between the board and the Host PC-1 is established by executing the Ispci command. If the
linkup is successful, the connected board is displayed as shown in Figure 6.1.

cl
. brldg: Intel Corporation Xeon E3-1200 v6/7th Gen Core Processor Host Bridge/DRAM Registers (rev 05)
@ PCI bridge: Intel Corporation Xeon E3-1200 v5/E3-1588 v5/6th Gen Core Processor PCIe Controller (x16) (rev 85)
@ VGA compatible controller: Intel Corperation HD Graphi 630 (rev 04)
@ USB controller: Intel Corporation 200 Series/Z37@ cChi t Family USB 3.8 xHCI Controller

Signal processing controller: Intel Corporat 2 Seri PCH Thermal Subsystem

Signal pro ing controller: Intel Corporation 206 ries PCH Serial I0 I2C Controller #0
@ Communication controller: Intel Corporation 208 PCH CSME HECI #1
@ RAID bus controller: Intel Corporation SATA Cont r [RAID mode]
® PCI bridge: Intel Corporation 200 ries PCH PCI Express Root Port #4 (rev f@8)

ISA bridge: Intel Corporation 200 ries PCH LPC Contro (Q270)
2 Memory controlle Intel Corporation 28 eries/Z370 Chipset Family Power Management Controller

Audio device: Intel Corporation 200 PCH HD Audie

Intel Corporation 200 370 Chipset Famtly SMBus Controller
controll

Figure 6.1. Linkup of Device on Terminal Window

2. Linkup with the board. Ensure that it is connected to the Host PC-1 as indicated by a glowing LED D105.

f? VCC_CORE1
Cl;xas.",- cars _p270 |

criiiiii . B 2l '
el o o e |
z  I+R°

‘, czt7l.|] [
C22° .|- of,

J50,
e)

Figure 6.2. Linkup of Check on the Board

3. Open Input_data folder. Edit in UserPlainText.txt file and save.
cd ../

4. Go to the build directory and run the script by using the command below.
sudo ./clientDetected.sh

When prompted, enter the PC password to execute the script.
In parallel, open Docklight in the Host PC-2 and select the port to see the prints.

Select Run > Start Communication to open the communication port of Docklight.

© 2022 Lattice Semiconductor Corp. All Lattice trademarks, registered trademarks, patents, and disclaimers are as listed at www.latticesemi.com/legal.
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< Dacklight V2.4
File Edit Run Tools Help

D= Start Communication F5 |l

Lt~ C Stop Communication  F6

SepdiSequences I< Fasci}| HEX | Decimal | Binary
= Send  Name Sequence

Receive Sequences

= Active.  Name  Sequence Answer

Figure 6.3. Start Communication

Enter the 12C SLAVE Address as an input.

1ft@lattice:~/5G_ORAN/5G_ORAN_REL /ORAN_S K_HOSTPC_BinaryRele: _5_0% sudo ./clientDetected.sh
[sudo] password for lft:

Release Version: 5.0

Release Build Date: 20.06.2022

SLAVE_ADDR: 66

Smbus Driver present..

NR_ADAPTOR : 7

12C Device [66] Detected.

Generating RSA private key, 3872 bit long modulus (2 primes)

e is 65537 (0x010001)
writing RSA key

Authentication Successful !!!
read EC key
writing EC key

Hello USER, select the Algorithm from below:

. SHA 384 PC to UART
. SHA 384 UART to PC
. HMAC 384 PC to UART
4. HMAC 384 UART to PC
AES-GCM 256 ENCRYPTION
. AES-GCM 256 DECRYPTION
. Exit

Figure 6.4. Executing clientdetected.sh Script

If the script is run successfully, the Signature Verified Successfully message is displayed in Docklight as shown in Figure
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< Docklight V2.4

- X
File Edit Run Tools Help Stop Communication (F6)
D& »n|FL ME Bam
L= Commmunication port open Colors&FontsMode | COMS 9600, None, 2, 1
Send Sequences I« FAsci | Hex | Decimal | Binary | Communication
= Send Name Sequence ac 91 @ 9d e6 d1 86 cb d5 15 a2 d7 8d ab a8 cc 9f 13 cd 8 51 6b 34 53 18 1d 7a 2 52 ed 8 3f 47 23 b7 51 46 5¢c 6b df a2 eb 5 6 57 d2 c@ 46 8 1f ea 19 9e 62 c7 1d A

6f 36 6c 1f dc 13 a 38 65 7 6f 7f 3c 16 45 b8 d b6 T4 5f b4 5f 2c 81 d3 d5 7 e8 db a8 Be 3d 5e 5a c5 ad 94 fd 48 ab 29 41 ac ef 39 17 88 a8 8 3 2d 7c 2e df 12 18

98 54 66 71 fc 5b a6 7c B2 77 e8 48 2e f7 2b 8a 68 da 28 f4 83 21 8@ 9 55 2e 6a 31 e8 35 26 c de ff 39 c1 35 eB 66 98 9f 67 @ 15 9c ae 54 8 f6 c d8 55 3 63 b8 7b

27 34 4a dl 55 1a 51 23 4d b3 32 98 1a 14 b2 6a 9a @ b6 2b 86 c5 b@ 17 ed 9e 9a 9a 5 6c ce de 14 c7 4b 76 c3 41 15 84 @ 97 d@ 8@ bc 2e 78 9a 83 b® a 67 le 36 2 d5

|46 8 7T eB 2e 69 6a df 1f 64 fb 3 bf 88 96 61 bc el ea 1b ec 14 ab 13 68 96 47 57 f8 a4 50 6e el 9b 5d 9 dd 2a Ba 88 cf d8 a7 a8 f9 43 f6 7f 52 86 1le 4a e7 74 d4 43

@ d1 ac 1c e4 17 ¢3 23 a@ 5d d8 22 6d cB 6e 61 6a 28 19 2e 49 66 82 57 58 18 1 7 1d 79 68 a@ 17 bc 8d @ 56 3b 93 52 d 78 7 c6 76 fe de c2 7c 69 12 36 d8 d8 7c 73

3c 7 1e 52 9f 6d 6@ 36 e7 7 d2 83 27 9f aa 79 1 1d af 9b Ga ac 41 4c 39 bd 6f 40 bd 82 b7 98 24 79 7c 3e 1 6¢c 8f 43 5 le 44 6f 4e 3 d3 89Servo Busy = @ <CR><LF>

Servo Idle <CR><LF>

Servo in service done <CR><LF>

[<LF>

------------ INTRUPTT ENABLE<LF>

security cpu interrupt set to 1 <CR<LF>

ping, k=0 98000000 Reading ingress status - 1 reg val = 90000880 <LF>

pong, k=1 98000081 ping, 99008983 Reading ingress status - 1 reg val = 99800083 <LF>

pong, k=3 98060003 ping, 98000684 Reading ingress status - 1 reg val = 96800004 <LF>

pong, k=5 98080085 debug_sec_cpu_status = 96800005 J868A@O12 J8@@EA12 08@BBE12 1 Signature Output<lFs

a2e2845fc29a3501 F4eca7e6Td75eb445578add62F1d14FbEFSaf 20aadba 854501 L A L U A A L

[ T T A T A A T A P T A A T A A P A A T T R T A A A T A A T AT A A T A A T A AT A A A A A A A A AT
Receive Sequences R A LR R A LA UL A AR L AR R A L AR LA LR AR L LA R L AU A LA LA LAk
Bl ictve]  Name ] Sequence Answer ffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffﬁﬁfffffffffffffffffffffffffﬂffffffffffffffffffffffffﬂfffffff

FEFfFfFfefffL- <LF>

signature Verified Successfully <LF>

Response Success : f  <LF>

Response Success @ 8 <LF>

Response Success : 66 <LF>

Response Success : 1 <LF>

Response Success : 8 <LF>

Response Success : 8 <LF>

Response Success : ad <LF»

Response Success : 5 <LF>

Response Success : 11 <LF»

Response Success : 8@ <LF>

Response Success @ @ <LF>

Response Success : al <LF>

Response Success @ 1 <LF>

<LF>

IMCTP Packet Processed successfully! <LF> v

| (24 About project v

Figure 6.5. Script Run Successfully
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7. RSA and ECDH Algorithms

7.1. Authentication using RSA

RSA algorithm is asymmetric cryptography algorithm. Asymmetric means that it works on two different keys. For example,
public key and the private key.

After running the script on the Host PC, the user should perform authentication. After successful authentication, the
algorithms can be executed.

To perform authentication:
1. Generate the signature.
Sign a message msg with the private key exponent d.
Calculate the message hash: h = hash(msg).
Encrypt h to calculate the signature: s=hd(modn).
The hash h should be in the range [0...n).
The signature s obtained is an integer in the range [0...n).
2. Verify the signature.
Verify signature s for the message msg with the public key exponent e.

Calculate the message hash: h = hash(msg).

Decrypt the signature: h'=se(modn).

Compare h with h' to check whether the signature is valid.

Below is the output of RSA verification on Docklight.

<7 Docklight V2.3 (Eval) s ) X

p Stop Communication (F6)

FHE »uEShR g

B—= Commmunication port open Colors&Fonts Mode | COM6 9600, None, 8, 1

Send Seauences I< | ascil HEX | Decimal = Binary Communication
B send] Neme | Sequej [PONE. k=1 90000001 ping, k=2 90000063 Reading ingress status - 1 reg val = 90000003 <LF> N
o pong, k=3 9000003 ping, k=4 90000084 Reading ingress status - 1 reg val = 9009004 <LF>
= m pong, k=5 96000005 debug_sec_cpu_status = 96000005 90000012 90000012 90009012 1 Signature Output<LF>
| Dw<NU €b8916b91988311b574ca61a483bedd94217a499c7642b77e81b68bI1b12¢a50004203040201864801 130¢f

FEFFF FFEFFFFF

FLFFFFCLF>

Signature Verified Successfully <LF>
Response Success : @ <LF>
Response Success : f <LF>
Response Success : @ <LF>
Response Success : 66 <LF>
Response Success : 1 <LF>
Response Success : @ <LF>
R Success : @ <LF>
Response Success : ad <LF>
\ Response Success : 5 <LF>
l Activel  Name | Sequé Response Success : 11 <LF>

| |Response Success : @ <LF>
Response Success : @ <LF>
Response Success : al <LF>
Response Success : 1 <LF>

Receive Sequences

v

Documentation " & About Send Sequence Index 1:64 packet V

(Click Lock symbol to allow editing and add documentation here)

Figure 7.1. Output of RSA Verification in Docklight
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7.2. ECDH for Key Exchange

After successful authentication, the shared secret is generated on both sides. The Host PC and FPGA exchange the created
public key and make the shared secret. Below is the flow of the ECDH (Elliptic-curve Diffie—Hellman).

HOST PC G*a APPLICATION CPU
#Private key of Host PC (a)
#Generate generating point(G)
#Generate public key(A) using G
and a

#Private key of App CPU (b)
#Generate generating point(G)

#Generate public key(B) using G
G*b and b

#Store public key of application
CPU(B)
#Share secret (B+a)

#Store public key of Host PC(A)
#Share secret (A+b)

‘ ‘ Key+Data

SECURITY CPU

HMAC-384 AES

Figure 7.2. ECDH Key Exchange Flow Diagram

Figure 7.3 shows the output in Docklight.

W s
. Public key x :16429670e7f872edalc908d27d02f4951b635982561b1d2dc8617d94abbsad7e<LF>

Public key y :e59c1d8c1d8ab3646a9cbfla5a55421416339ed788bc387cfcbe23891ec912cServo Busy = @ <CR><LF>

Servo in service done <CR><LF>

Mode value written <CR><LF>

2 91000000 91000000 91000000 91000000 91000000 91000000 91000060 91000000 91000000 91000000 91000000 91000000 91000080 91000000
91000000 91000000 91000000 91000000 91000000 91000000 91000000 91000000 91000000 91000000 91000000 91000000 91000000 91000000
91000000 91000000 91000000 91000000 91000000 91000000 91000000 91000000 91000000 1 <LF>

ECDH Pulic Key
:0fe66100ad5110eb53fddalf53d697a62ecaad68ad7d4010e03e8efaadd4205ff15d1fc08abla5eael671183884585fc28e78e5¢1f2343d77330504a351d7aa29e472b7fed91
<LF>

Figure 7.3. Docklight Output
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8. Executing the Algorithm Based on User Preference

After successful authentication and establishment of shared secret, the user can execute algorithms based on his
preference.

8.1. SHA384 PCle to UART
To generate the SHA 384 PCle to UART function:

1. Provide the User plain data in the UserPlainText.txt file in the Input_data folder. This is used in generating the hash
function.

Activities Files v Tue 20:28 ®

<« 1Y Home  Asha_Kundu = build3_1 ORAN_STACK_H...URCECode_3_1

Recent : "EJY I.JEJY

Home

ORAN_STACK_H...C_SOURCECode  Input_data *

char2Hex. DECRYPT_  ENCRYPT_ FPGA_ KEYOUTPU OUTPUT_ OUTPUT_
Desktop sh GCM.py GCM.py INPUT.hex T GCM_ GCM_
Decrypt.tag Encrypt.hex
Documents

Downloads

Music

Pictures

Videos

Trash

Other Locations

Figure 8.1. User Data in userplaintext.txt

2. Verify if the Docklight in the Host PC-2 communication port is open.
3. Enter 1to select SHA 384 PCle to UART Algorithm.

Hello USER, select the Algorithm from below:

1. SHA 384 PC to UART

. SHA 384 UART to PC

. HMAC 384 PC to UART

4. HMAC 384 UART to PC

« AES-GCM 256 ENCRYPTION
6. AES-GCM 256 DECRYPTION
. Exit

You have selected SHA384

Key= 6976b8e2e714474710d2476836bb186480ba01a4ar5ae8295bcf328¢c95chbd316
IV = 73aBed90ca45d2f3780abfble7cabffa

AAD= 3591d066d5e9dbfe25affce9214a6c14

TAG = b'5fd851a7bf21a878e5e32680e8cd021d’

User Input File Exi
main: SHA : read
FPGA linkup Read Ready status : Ox1

.- ---DMA Counter Read Operation

criptor w be 238

Burst Size is greater than 120*****Need to be handle******x
TotalWritelLen :60832 Writelen:60832 RemainingBytes:@ WriteReqlen:60832
/home /1ft/5G_ORAN/5G_ORAN_REL /ORAN_STACK_HOSTPC_BinaryRelease_5_0
libspdm_send_spdm_request[6] (&x4):

1ibspdm_receive_spdm_response[@] (oxff):
1ibspdm_send_spdm_request[0] (Oxc):

Libspdm_receive spdm response[8] (Oxff):
Libspdm_send_spdn_request[6] (ox38):

libspdm_receive_spdm_response[8] (exff):

SPDM Handshaking executed successfully

Figure 8.2. User Selection of Algorithm
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4. After the algorithm is successfully completed, check the generated hash function in Docklight.

& Docklight V2.4

File Edit Run Tools Help Stop Communication (FG)

Deds|»u|@ P AR B

Colors&Fonts Mode | CC

— Commmunication port open

Send Sequences.

ASCH 1| HEX | Decimal | Binary |

*

= Send  Name

[V Vector Array: d2 <LF>
IV Vector Array: f3 <LF>

IV vector Array: 78 <LF>

IV vector Array: a <LF>

IV Vector Array: bf <LF>

IV Vector Array: bl <LF>

IV vector Array: e7 <LF>

IV vector Array: ca <LF>

IV Vector Array: bf <LE>

IV Vector Array: fa <LF>

Data length = 6@a32key len = 26 Sha length = 60832440 Array: 35 <LF>
lasD array: 91 <LF>

laaD array: da <LF>

44D Array: 66 <LF>

lasD array: ds <LF>

4D Array: es <LF>

Sequence

A Array: db <LF>

Receive Sequences

|A4D Array: fe <LF>
a4 Array: 25 <LF>

= Active.  Name Sequence

generator.html.

folder.

A Array: af <LF>
A Array: fe <LF>

|A4D Array: e9 <LF>

laaD Array: 21 <LF>

A Array: 4a <LF>

A Array: 6c <LF>

84D Array: 14 <LF>

SHA. .. <LF>

|GCM Decryption is running <LF>
sha len - 60832<LF>

Servo Busy SHA = 8 <CR><LF>
Servo Idle SHA <CR><LF>

<Le>

Answer

<LE>
"

:FhcB115be €2596C2426584¢3634762d128C<LF>

MCTP Packet Processed successfully! <LF>

Waiting for New SMBus packet <LF>

Figure 8.3. Hash Function in Docklight

Open the Cryptogrium third party hash generator tool from http://www.cryptogrium.com/sha384-online-hash-

A file with the hex value of the plain user data is generated during the execution of FPGA_INPUT.hex in the Output_data

7. Copy the hex data from the file to the input of the third party tool and generate its hash function

Activities B Text Editor v

Open~ &

Wed 1223 @

FPGA_INPUT.hex [Read-Only]

a0 O~

54686520646566696e69746966206166206120546573742053756d6d6172792069732061732073696d706C6520617320746865206€616d652073756767657374732e20416C736F206D6e617766206173206120546573742¢

8. Verify if the hash function generated in Docklight and in the third party tool are the same.

@ Anyoesk D6
W B 9rau49e3 io% E B

Ll © Type here to search

Figure 8.4. Hex Generation of Plain Text in FPGA_INPUT.hex

B4=08 L m

Cryptogrium

SHA384 Hash Calculator

o D

L% =
Figure 8.5. Hash Generation over Third Party Tool

i x
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8.2. SHA384 UART to PCle

To generate the SHA384 UART to PClefunction:

1. Provide the User plain data in the form of hex value in Docklight. This is used in generating the hash function.
2. Make the packet of hex value in Docklight.

[Erm——
Fie Fdt fun Tools Hels Stop C
)

L= Commmunicaticn port cpen

Mams= Sequen:e
packet 100 Jwh <NUL> 45632557T8793457594
packet 200 Jwl <NUL> 567843 7687825684832

eceive Sequences

(| Active.  Name Sequerce Answer

Figure 8.6. Send Sequence Window of Packets

3. Double click the blank block under the Name column in the Send Sequences block.
4. The Edit Send Sequence window opens. Enter the name of packet.
5. Select HEX in Edit Mode.

cil il B B
%6 Edit Send Sequence X
Index 1 <> Control Characters Shortcuts
Sequence Definition
1- Name | ‘
2-Sequence  Edit Mode () ASCIl (®) HEX (O Decimal () Binary Pos. 1/0

3 - Additional Repeat 1 Checksum 1
Settings

[ send periodically (if not sent as an automatic answer to a receive sequence)

Repeat sequence every |5 seconds

Sequence Documentation

(Define your data sequence at '1 - Name' and '2 - Sequence’ above. Then use this box to add some useful
documentation.)

cumentat

ck Lock s

Delete Sequence 0K Cancel Apply Help

Figure 8.7. HEX Edit Mode
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Note:

1 |2]3]4]

Format of packet ->CC|77|Total packet number converted in Hex| format of packet is from 1 to 4 index, the first and
second always remain the same.

1024 packet converted into hex is 400. Starting from the right, last two digits are zero, which comes the third index and
the remaining 4 comes in fourth place by 04.
For Example: CC|77]00|04

203 packet converted into hex is CB -> CC|77|CB|00 - CB is in the third index, the fourth index is zero as no other
number is left .

6. Copy any plain data and convert that into hex value by any online tool (for example, https://www.online-
toolz.com/tools/text-hex-convertor.php).

7. Paste the hex data to the Edit Mode box in Docklight using the concept of CC|77 | Number of total packet including CC,
77 AB, 00 in hex.

8. Copy the hex data from fifth index.

C | _Decwnal | Rinare |

f#s Edit Send Sequence % I
Index 0 <||> Control Characters Shortcuts
Sequence Definition
1- Name |pa(ket,334 |
2-Sequence  Edit Mode (O ASCI (@) HEX () Decimal (O Binary Pos. 171/ 171

CC|77|AB| 00|54 (65| 73|74 |69 |6E|67 |20 (4D |65 |74 72169637320 ”~
28 |4F |70 | 74|69 |GF |GE |61 |6C| 29|20 |E2[80|93|20|4D|65] 74 72|69
63|73 |2C| 20 |6C |69 |6B|65|20 |74 |6F |74 |61 |6C| 20|64 |65]|66]|65]63
TA| 7320 |77 |69 | 74|66 |20|61|20(62|72)65)616B|75|70|20(6F |66
20| 73|65 |76 |65 (72|69 74|79|2C| 20|63 |61 |6E|20|62)65]20)68 |65

BC| 70|66 |75|6C|2E|20)49|66|20|61|70|70|6C|69|63])61]62]6C|65
aclonlealeslealeclvalealeclanletlealesalealvalealeeles leq lar

3 - Additional  Repeat lchecksum]
Settings

[ Send periodically (if not sent as an automatic answer to a receive sequence)

Repeat sequence every |5 seconds

Sequence Documentation

(Add your documentation here)

Figure 8.8. Copy Plain Text into Hex Edit Text

9. Click OK.
10. The packet name is displayed under the Name column in the Send Sequences block.

11. Select Run > Start Communication to open the communication port of Docklight.
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& Docklight V2.4
File Edit Run Tools Help Stop Communication (F6)

n |2 R H @

L+——= Commmunication port open

Send Sequences |=<

= Send Name Sequence

[l 1 kb number 0w <NUL> <EOT> 234455465677889899

Figure 8.9. Open Communication Port in Docklight

12. Enter 2 to select SHA 384 UART to PCle Algorithm

Hello USER, select the Algorithm from below:

PC to UART
UART to PC
4 PC to UART
4 UART to PC

'You have selected SHA384

Key= 69f6bB8e2e714474f10d2416836bb186480ba01ladaf5ae8295bcf328c95cbd316
IV = 73a8ed9@ca45d2f3780abfble7cabffa

AAD= 3591d066d5e9dbfe25affces214a6c14

User Input File Exist...
libspdm_send_spdm_request[0] (@

libspdm_receive_spdm_response[0] (@xff):
1libspdm_send_spdm_request[6] (@xc):

1ibspdm_receive_spdm_response[08] (Oxff):
1libspdm_send_spdm_request[0] (©x30):

libspdm_receive_spdm_response[0] (0xff):

SPDM Handshaking executed successfully
i A @ writ

Read status i

FPGA Data Write status : ox1

count of 128 bit block received 3
TestDMAWriteCounter:128 burst_size:64 file_size:64

Figure 8.10. User Selecting SHA384 UART to PCle Algorithm

13. After selecting the algorithm, a Please send data over UART in packet format message is displayed in Docklight.
14. Send the packet.
15. The output is generated through PCle DMA Read in output.txt file in the output_Data folder.

Activities & Files = Tue 14:32 @

< > 4 fr Home 5G_ORAN 5G_ORAN_REL ORAN_STACK_H...naryRelease 5 0 OutPut_data
Recent

Home

OUTPUT_  OUTPUT_  OUTPUT_
GCM_ GCM_ GCM_
Decrypt.tag Decrypt.txt Encrypt.tag

FPGA_ QOutput.bxt
Desktop INPUT.hex

DN P O

Documents
Downloads
Music
Pictures

Videos

) B B & ¢

Trash

+

Other Locations

Figure 8.11. Hash Generation in output_data.txt
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Activities B Text Editor v Tue 14:32 @

I Output.txt [Read-Only]

Open~

D1669F 7DDIFC6FF36097DB749BCABFEF78388678A581989B69AACBATB4E1AOEB43A2ATBFFCT257EC69BESIAEL16751983

Figure 8.12. Hash Function in output_data.txt

16. Open the Cryptogrium third party hash generator tool from http://www.cryptogrium.com/sha384-online-hash-
generator.html.

17. Copy the same hex value of input given as packets in Docklight.

18. Verify if the hash function generated in Docklight and in the third party tool are the same.

@) AnyDesk [ 978440837 X

- 0 X
& B 978449837 % MR E {209 3 O B =

< C A Notsecure | cryptogrium.com/sha38d-online heshgenerator hum

Cryptogrium

SHA384 Hash Calculator

Inpur Data

Ll O 1ype here to search

Figure 8.13. Hash Generation on Third Party Tool
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8.3. HMAC-384 PCle to UART

To generate the HMAC 384 PCle to UART function:
1. Provide the user plain data in UserPlainText.txt in the Input_data folder. This is used in generating the hash function.

Activities & Files ~ Tue 1434 @

ORAMN_STACK_H...naryRelease 5 0 Input_data F

&

< > 4 fxHome 5G_ORAN 5G_ORAN_REL

Recent IHP
Home = —

char2Hex. DECRYPT_  ENCRYPT_ FPGA_ KEYOUTPU  OUTPUT_  UserPlainTe

Desktop sh GCM.py GCM.py INPUT.hex T GCM_ xE.kxt
Encrypt.hex

Documents
Downloads
Music
Pictures

Videos

Trash

Other Locations

Figure 8.14. User Data in userplaintext.txt

2. Enter 3 to select HMAC 384 PCle to UART Algorithm to generate the hash function in Docklight.

Hello USER, select the Algorithm from below:

1. SHA 384 PC to UART
2. SHA 384 UART to PC

3. HMAC 384 PC to UART

4. HMAC 384 UART to PC

5. AES-GCM 256 ENCRYPTION
6. AES-GCM 256 DECRYPTION
. Exit

[You have ted HMAC384
2€714474710d2476836bb186480ba01a4af5ae8295bcf328c95cbd316
0ca45d2f3780abfble7cabffa

[AAD= 3591d066d5e9dbfe25affce9214a6c14

TAG = b'5fd851a7bf21a878e5e32680e8cdo21d"

User Input File Exist...

s @ 6x1
- .- --DMA Counter Read Operation
No. of descriptor will be 238
s greater than 120*****Need to be handle*####+
TotalWriteLen :60832 Writele 32 RemainingBytes:® WriteReqlen:60832
/home/1Ft /5G_ORAN/5G_ORAN_| STACK_HOSTPC_BinaryRelease_5_o
libspdm_send_spdm_request[@] (0x4):

_spdn_response[0] (Oxff):
Libspdm_send_spdn_request[8] (6xc):

libspdn_receive_spdm_respons (
libspdm_send_spdm_request[ (0x30)

Llibspdm_receive_spdm_response[6] (Oxff):

SPDM Handshaking executed successfully

Figure 8.15. User Selecting HMAC-384 PCle to UART Algorithm

3. Check the generated hash function in Docklight after successfully executing the algorithm.

www.latticesemi.com/legal


http://www.latticesemi.com/legal

aiel_raétliﬁgeORAN Solution Stack 1.0 Demo l.l.LATTICE

< Docklight V2.4 -
File Edt Run T Stop Communication (F6)
wHI| e | BP AR PSS
| b——= Commmunication port open Colors&iFonts Mode COMS 9600, Nonw
Send Sequences I< [ASci | HEX | Decimal | inary Commun

& Send  Nsme

& I

91 do 66 d5 e9 db fe 25 af fc &3 21 4a 6c 14 0 © correct mctp packet <LF

n = 20 Sha length = 60832440 Array: 35 <LF

Receive Sequences

S Adive  Name  Sequence Answer

s running <L

MHAC OUTPUT

2b0a350453d19605 1 2156690be 44 ca3abacb7fd3abSaB3654¢ 3664a45599e976389c0bII<LF
uccessfullyl <L

Figure 8.16. Hash Function over Docklight

4. Open the Cryptogrium third party hash generator tool from http://www.cryptogrium.com/sha-HMAC384-online-hash-
generator.html.

5. A file with the hex value of the plain user data is generated during the execution of FPGA_INPUT.hex in the Output_data
folder.

6. Copy the hex data from the file to the input of the third party tool and generate its hash function.

Activities B Text Editor v Wed 12:23 @ s 0~

Open~ & FPGA_INPUT.hex [Read-Only]

54686520646566696€6974696f6€206f66206120546573742053756d6d6172792069732061732073696d706C6520617320746865206e616d652073756767657374732e20416C736T206b6e6f776€2061732061205465737424

Figure 8.17. Hex Generation of Plain Text in FPGA_INPUT.hex

7. \Verify if the hash function generated in Docklight and in the third party tool are the same.

Home About Us DRNG AES Operations HASH Operations HMAC Operations Contact Us
SHA384 HMAC Calculator

Key BBD3063910FC26F8C8C6BDFEF526ATC8407FOE26363E9DCB49C3/,

Input Data 742069732052414e20616e64204{72616e3f0d0a496d6167 =

67206f72616e000a416e204f2d
54696f20416363657373204e

Hash e000ed1b1bf82bfac1951f7898bb21bae3caaabdbaffa0fc78174¢397
8ec3leebebfaTbd7a23b7627bbd62bc2701817b )

Generate Hash

Figure 8.18. Hash Generation in Third Party Tool
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8.4. HMAC 384 UART to PCle
To generate the HMAC 384 UART to PCle function:

Convert the user plain data into hex value in Docklight. This is used in generating the hash function.

2. Double click the blank block under the Name column in the Send Sequences block.
3. The Edit Send Sequence window opens. Enter the name of the packet.
4. Select HEX in Edit Mode.

Cll EY | Decimal | Rinan:
T Edit Send Sequence x
Index 1 <|= Control Characters Shortcuts
Sequence Definition
1- Mame | |
2-Sequence  Edit Mode () ASCI ® HEX (O Decimal (O Binary Pos.1/0

3 - Additional  Repeat 1 Checksum I
Settings

[ISend periodically (if not sent as an automatic answer to a receive sequence)

Repeat sequence every 5 seconds

Sequence Documentation

(Define your data sequence at '1 - Name' and '2 - Sequence’ above. Then use this box to add some useful
documentation.)

cumentat]
ck Lock s

Delete Sequence oK Cancel Apply Help

Figure 8.19. HEX Edit Mode

5. Copy any plain data and convert that into hex value by any online tool (for example, https://www.online-
toolz.com/tools/text-hex-convertor.php).

6. Paste the hex data to the Edit Mode box in Docklight using the concept of CC|77|Number of total packet including CC,
77 AB, 00 in hex.

7. Copy the hex data from fifth index.
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EN | Derimal | Binans
T Edit Send Sequence [
Index 0 <> Contrel Characters Shortcuts
Sequence Definition

1- Marne |packet_334 |

2-Sequence  Edit Mode () ASCII (®) HEX (") Decimal () Binary Pos. 171 /171
CCl77|AB| 00|54 |65 | 73| 74|69 |6E|67|20]|4D| 6o | 74| 7269|6373 |20 ”
28 |4F | TO| 74| 6D |6F |GE |61 |6C| 29|20 |E2|80 |93 |20 |4D| 65| 74| 72|69

B3| T7T3|2C|20|6C |69 |6B |65 |20 |74 |6F | 74|61 |6C| 20|64 |65]66|65]63
TALT3|20 |77 |69 | 74|68 |20| 61| 20|62 |72|65|61|6B|75|70]20|6F |66
20073657665 | 72169 |74 79|2C 20|63 |61 |6E|20|62 652068 |65
BC|70|66|75|6C|2E|20 |49 |66 |20 61|70 |70|6C|69|63]|61|62]|6C]|6S
wlonleoleelegalerl7elealeelanlegtlealealcal valcaleeleeled lar ¥
3 - Additional Repeat l Checksum

Settings

[[]15end periodically (if not sent as an automatic answer to a receive sequence)
Repeat sequence every |5 seconds
Sequence Documentation
{Add your documentation here)
Figure 8.20. Copying the Plain Text into Hex Edit Text
8. Click OK.

9. The packet name is displayed under Name.

10. Select Run > Start Communication to open the communication port of Docklight.

<G Docklight V2.4

File Edt 2un Tools Hels 5tap Communicaticn (F6)

m | =2 H o g
| L——= Commmunicaticn port cpzn
Send Sequences 1<
Y Send Nams Sequence
| packet 10 Iwh<NUL>4563255778793457694

- | packet_200

[Eploacier ik |

Jwl<NUL>5678437687825684832
wsMUL> <EQT> 2344554656773328

Receive Sequences

= Active MName Sequerce Answer

Figure 8.21. Packet in Send Sequence Name
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11. Enter 4 to select HMAC 384 UART to PCle Algorithm.

Hello USER, select the Algorithm from below:

. SHA 384 PC to UART
. SHA 384 UART to PC
. HMAC 384 PC to UART
4. HMAC 384 UART to PC
. AES-GCM 256 ENCRYPTION
6. AES-GCM 256 DECRYPTION
. Exit

4

You have selected HMAC384

e 69f6bBe2e714474f10d24f6836bb186480bad1a4af5ae8295bcf328c95¢cbd316
3aB8ed90ca45d2f3780abfble7cabffa

AAD= 3591de66d5e9dbfe25affce9214a6c1a

User Input File Exist...
1libspdm_send_spdm_request[0] (0x4):

1libspdm_receive_spdm_response[0] (Oxff):
1libspdm_send_spdm_request[©] (@xc):

1libspdm_receive_spdm_response[0] (@xff):
libspdm_send_spdm_request[©] (©x30):

1libspdm_receive_spdm_response[0] (@xff):

SPDM
LEIUH

Handshaking executed successfully
HMAC : write

status

Read status :

FPGA Data Write status : ox1

count of 128 bit block received : 0x3
TestDMAWriteCounter:128 burst size:64 file size:64

Figure 8.22. User Selecting HMAC-384 UART to PCle Algorithm

Read

= LATTICE

12. After selecting the algorithm, a Please send data over UART in packet format message is displayed in Docklight.

13. Send the packet.

& Dockight V24
Stop Communication (Fé;
" FRINR Ysa

| s Commmunication port open

Send Sequences I« Decimal | Binary

Send | Name Sequence

= w <NUL> <EOT> 234455465677889839 [N

Receive Sequences

Active. Name | Sequence Answer

Figure 8.23. Sending Packet after Selecting Algorithm

Colors&Fonts Mode | C

Aboust Sond Sonunes index 0

14. Output is generated through the PCle DMA Read in the output.txt file in the output_Data folder.
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Activities & Files ~

4 Home

Recent

Home L
FPGA_
Desktop INPUT.hex

Documents
Downloads
Music
Pictures
Videos

Trash

Other Locations

ORAN_S

i
ENTIEET  OUuTPUT.  OUTPUT.  OUTRUT_
GCM_ GCM_ GCM

Decrypt.tag Decrypt.txt En(rypt]ag

Tue 20:48 @

CK_H...C_SOURCECC

OutPut_data

C5485B64356DDF23A5C9AD20E0OF9G39C90754DFAOD61DFO9F63A29FC531DFD6BAB41CE3ALIB6OOBEBO

Figure 8.24. Hash Generation in Outputdata.txt

Output.txt [Read-Only]

15. Open the Cryptogrium third party hash generator tool from http://www.cryptogrium.com/HMAC384online-hash-

Figure 8.25. Hash Function in outputdata.txt file

generator.html. Copy the same hex value given as input in Docklight.
16. Copy the key from Input_data folder in the Keyoutput file.
17. Verify if the hash function generated over Docklight is same with the tool.

Home About Us DRNG AES Operations ASH Operations HMAC Operations

SHA384 HMAC Calculator

Key BBD3063910FC26F8C8CH6BDFEF526A7C8407TF6E26363E9DCB49C3f

Input Data 576861742069732052414e20616e64204f72616e3f0d0a496d6167
6520726573756¢ 74206667220 06f72616e0d0a416e204f2d
52414e2¢206f72204f70656€205 4696204163636 3204e
6574776{726b20284f2d52414€29206973206120636f663657074

Hash €000ed1b1bf82bfae1951f7898bb21bae3caaabdbaffa0fc78174c397

8ec3leebe6faTbd7a23b7627bbd62bc2701817b

%

Generate Hash

Figure 8.26. Hash Generation in Third Party Tool

Contact Us
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8.5. AES-GCM 256 Encryption
To generate the AES-GCM 256 Encryption function:

Convert the user plain data to hex value in Docklight.

2. Double click the blank block under the Name column in the Send Sequences block.
3. The Edit Send Sequence window opens. Enter the name of packet.
4. Select HEX in Edit Mode.
Co
Cll £y | Decimal | Rinans
it Edit Send Sequence =

Index 1 < | > Control Characters Shortcuts

Sequence Definition

1-MName | |

2-Sequence  Edit Mode () ASCII (®) HEX () Decimal () Binary Pos.1/0

3- Additional  Repeat ] Checksum
Settings

[ 5end periodically (if not sent as an automatic answer to a receive sequence)

Repeat sequence every |5 seconds

Sequence Documentation

(Define your data sequence at '1 - Name' and '2 - Sequence’ above. Then use this box to add some useful
documentation.)

cumentat]
ck Lock s

Delete Sequence QK Cancel Apply Help

Figure 8.27. Selecting HEX Edit Mode

Select any plain data and convert it into hex value using any online tool.

Copy the packet to the Edit Mode box using the concept of CC|77|Number of total packet including CC, 77 AB, 00 in
hex.

7. Copy the packet.
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8.

EY | Derimal

|_BRinans |

achag

Index

imzie Edit Send Sequence

0 < | >

Sequence Definition

Control Characters Shertcuts

x

[]Send periodically (if not sent as an automatic answer to a receive sequence)

Repeat sequence every |5 seconds

1- Marne |packet_33-’1 |
2-Sequence  Edit Mode () ASCI (® HEX () Decimal () Binary Pos. 171/ 171
CCI77|AB| 00|54 |6a|73|74|69|6E|6T 204D 6| 7472|6963 |73]20 S
28 |4F | 70|74 | GO |6F |BE|61|BC| 29|20 |E2| B0 |93 |20 |4D| 65| 74| 72]| 69
63|73 |2C|20|6C |69 |6B|65 20|74 |6F | 74|61 |6C| 20|64 |65 | 66|65 |63
T4 73120 |77 |69 | 7468|2061 |20 62| 7265|617 |6B|75]70|20]|6F |66
20| 73| 6R|VE|BR| V269 |74 T7I|2C 20|63 |61 |6E|20|62 |65 |20]68 |65
BC| 70|66 |7S|BC|2E|20 |49 66|20 61| 70|70 |6C|69|63]|61|62]|6C]|65
arlaonlealeelealerlvelealeelonlegrlealealealvalealeeleeler lar Y
3 - Additional Repeat l Checksm
Settings

Sequence Documentation

{Add your documentation here)

Figure 8.28. Copying Plain Text into Hex Edit Text

Click OK. The packet name is displayed under the Name column.

|- Docklignt W2.4
Edt

File

2n Tools Helo  Stop Communicaticn (FGI

B e

Sequence
' Jwh<MUL> 4563255778793457694
1 Jw[<NUL>5678437687825684832

Receive Sequences
=) Active Name

Figure 8.29. Packet in Send Sequence Name
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9. Select option 5 for AES-GCM -256 Encryption

5-GCM 256 DECRYPTION

af5ae8295bcf328c95cbd316

1ibspdm_send_

Libspdm_r n_r [0] (exff):
dn_senc y 0] (exc):
[0] (oxff):

1 (ex3e):

sponse[6] (O

SPDM Handshaking executed s fully
main: AES : write

unter Write

count of
TestOMAWrit

d6acbaga3e3fs
8d2db78bSca3f.

1df1fe9ssc
7511 5f19648b043bbfcf6l
e19ead8ac341993261b 85179130bde1f51c
b1551fe6f
148d81bb:

Figure 8.30. AES-GCM 256 Encryption Selection

10. After selecting the algorithm, a Please send data over UART in packet format message is displayed in Docklight.

11. Send the generated packet.
12. Output is generated on Output_GCM_Decrypt.txt.

Activities & Files ~ Tue 20:49 @

< > 4 1 Home Asha Kundu build3 1 ORAN_STACK_H...URCECode 3 1 OutPut_data

ORAN_STACK_H...C_SOURCECode

Recent

Home

OUTPUT_ OUTPUT_
GCM_ GCM_
Decrypt.tag Encrypt.tag

FPGA_  Output.bxt
Desktop INPUT.hex

Documents
Downloads
Music
Pictures

Videos

Trash

Other Locations

Figure 8.31. Output File for AS-GCM Encryption

13. Match the Docklight Tag value with the OUTPUT_GCM_Decrypt.tag file in the Output_data folder.
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WEN sEMICONDUCTOR.

Lo W= e | 0 N | g e g

= Commmunication port open

ASCI_ | HEX | Decimal | Binary |

AAD Array: fe <LF>
AAD Array: 25 <LF>
AAD Array: af <LF>
AAD Array: fc <LF>
AAD Array: e9 <LF>
AAD Array: 21 <LF>
AAD Array: 4a <LF>
AAD Array: Bc <LF>
AAD Array: 14 <LF>
Do Encryption... <LF>
GCM Encryption is running <LF>
<LF>

<LF>

<LF>

DataStart<LF>

<LF>

<LF>

<LF>

DATAEND<LF>

<LF>

Servo Busy = @ <CR><LF>

Servo Idle <CR><LF>

Servo in service done <CR»<LF>

Write mode reg done - Encryption <CR3<LF>
IV - e7cabffa <LF>

Iv - 78@abfbl <LF>

IV - caa5d2f3 <LF»

ADD - 214a6cl4 <LF>

ADD - 25affced <LF>

ADD - dSeodbfe <LF>

ADD - 3591d@66 <LF>

lapplication cpu interrupt enable to 1 <CR><LF>
26000004 <LF>

.......... Tag Value....covvaeasaranaiLF>
FOBE71BE641C76FC045438ECCOE5360ALF>
MCTP Packet Processed successfully! <LF»
Waiting for New SMBus packet <LF>

Tecmantation |

Figure 8.32. Tag Value Generated in Docklight

14. Match the UART data given in hex with the Output_GCM_Decrypt.txt file in the Output_data folder

© 2022 Lattice Semiconductor Corp. All Lattice trademarks, registered trademarks, patents, and disclaimers are as listed at www.latticesemi.com/legal.
All other brand or product names are trademarks or registered trademarks of their respective holders. The specifications and information herein are subject to change without notice.

FPGA-UG-02163-1.0

33


http://www.latticesemi.com/legal

= LATTICE

8.6. AES-GCM 256 Decryption

To generate the AES-GCM 256 Decryption function:
1. Provide the user plain data in UserPlainData.txt file in the Input_data folder.

Activities & Files v Tue 20:28 @

ORAN_STACK_H...C SOURCECode  Input_data *

< > 4 @@ Home Asha_Kundu build3 1 ORAN_STACK_H...URCECode_3_1

Recent : Iﬂ IAE]T:

Home - - -
char2Hex. DECRYPT_  ENCRYPT_ FPGA_ KEYOUTPU OUTPUT_ OUTPUT_

Desktop sh GCM.py GCM.py INPUT.hex T GCM_ GCM_
Decrypt.tag Encrypt.hex

Documents
Downloads
Music
Pictures

Videos

Trash

Other Locations

Figure 8.33. Input Decryption in inputdata.txt

2. Enter 6 to select AES-GCM 256 Decryption PCle to UART Algorithm to generate decryption in Docklight.

. SHA 384 PC to UART

. SHA 384 UART to PC

. HMAC 384 PC to UART

. HMAC 384 UART to PC

. AES-GCM 256 ENCRYPTION
6. AES-GCM 256 DECRYPTION

. Exit

You have cted AES - GCM 256 for DECRYPTION

Key= 69f6b8e2e714474f10d24f6836bb 0ba@1a4af5ae8295bcf328c95chd3ie
ca45d2f3780abfl

AAD= 3591de66d5e9dbfe25affc

TAG = b'5fd851a7bf21a878e5e32680e8cd021d"

File Exist...
read
ead Ready status : Ox1
- DMA Counter Read Operation

No. of descriptor will be 238
Burst s is greater than 120*****Need to be handle****+**
TotalWrit 160832 WriteLen: 32 RemainingBytes:@ WriteRegle
/home /1ft/5G_ORAN/5G_ORAN_REL /ORAN CK_HOSTPC_BinaryRelease_5_|
libspdm_send_spdm_request[6] (@

Libspdm_receive_spdm_response[8] (Oxff):
libspdm_send_spdn_request[8] (Bxc):

libspdm_receive_spdm_response[0] (Oxff):
libspdm_send_spdm_request[®] (0x30):

Llibspdn_receive_spdm_response[@] (exff):

SPDM Handshaking executed successfully

Figure 8.34. User Selecting AES-GCM 256 Decryption Algorithm

3. Check the generated decrypted function in Docklight after successfully executing the algorithm.
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WEN sEMICONDUCTOR.

& Docklight V24 = B8 X
Fle 6t Fun Tock Help Stop Communication (FE)

Dwds »a P HWB Yo

= Commmunication port open [Colors&fonts Mode | COMS | 9600, None, §, 1
ASCIl | HEX  Decimal | Binary Communication
(€206560636 7646960672066 7722065666 7606973 465721 63746572732 269 65727326201820746 7207135 20616CT06861627564657 A
S

k>

Pty

................ NI oo 4 0 D

5fd8S1a7 bf21a878 eSe32680 edcdd2id<LF>
TP Packet Processed successfullyl <LF> q
waiting for New SMBus packet <LF> v

ey AR

Figure 8.35. Decryption over Docklight

Open the Output_GCM_Encrypt.tag file in Output_data folder.
Match the data tag value in Docklight.

Open the FPGA_INPUT.hex file in the Output_data folder.

Match the Docklight data given in hex with the FPGA_INPUT. hex file.

N o v ok
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Appendix A — Programming the Flash

Programming SPI Flash on CertusPro-NX Board (with Macronix Flash)
This section provides the procedure for programming Bitstream into the SPI Flash on the CertusPro-NX Versa Board for the
5G ORAN Demo System.
To program SPI Flash in Lattice Radiant Programmer:
1. Turn ON the CertusPro-NX Versa Board by giving power supply through the PCle cable /12-V adapter.
Connect the USB cable for programming through Lattice Radiant Programmer.
2. Start Lattice Radiant Programmer. In the Getting Started dialog box, select Create a new blank project.

u Radiant Programmer - Getting Started ? X

New Project:

Project Name: |SecDRAN| |

Project Location: | D:/Lenin/SecORAN/Bitfiles v | Browse...

© Create a new project from a scan

Cable: |HW-USBN-2B (FTDI) ~ Port: |[FTUSB-0 ~ Detect Cable
TCK Divider Setting (0-30x):
(C) Create a new blank project

Open Project:

O Open an existing programmer project

D:/Lenin/SecORAN/Bitfiles/17_06_2022/Untitled.xcf Browse...

Figure A.1. Lattice Radiant Programmer Getting Started Dialog Box

3. Click OK.

B Radiant Programmer - Automation Stack Master_Systemuct *
Eile Edit View Bun Jools Help
@ v B
Enable Status Device Family Device Operation File Name File Date/Time  Checksum  USERCODE Cable setup

1 Generic ITAG Device  JTAG-NOP Bypass Coble Settings

Detect Cadle

Cable: Hw-USaN-28 (FTO) -

TEX Divider Setting (0-30): [16 15

YO Settings

sefoult /0 settings

custom YO satbngs

Figure A.2. Lattice Radiant Programmer- Main Interface
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4. Inthe main interface, select LFCPNX for Device Family and LFCPNX-100 for Device or detect automatically as shown in

B Radiant Programmer - SecORAN.xcT*
File Edit Run Tools Help

(=12 @ CIELEN

Enable Staus  Device famiy Device Operation File Name File DateTime Checksum USERCODE
= Lrcenx ePNX-100 fast Configuration

5t
FCROMeaTER
FTDIUSE HOST B
DOWMLOAD CABLE

CPUNICROPROCESS0R

Ten THs

LrePkein
o oo

Figure A.3. Radiant Programmer- Device Selection

5. Right-click and select Device Properties.

- o x
Cable Setup. s x
Catie Settings
Dstect Cabln
Cabke: WW-USINTS (FTDD.
Fort: Fruse <
Custom port:

rograneng Spest Seongs
©) tne defn Cock er
® Use custom Clock Owder

TCX Dovider Setting (0-30):

10 Sefings
) e defaut YO etings
O st cstom 10 setings

General
Device Operation
Target Memory:
Port Interface:
Access Mode:

Operation:

Programming Options

Device Information

ﬂ LFCPMNX - LFCPNX-100 - Device Properties ? X

Static Random Access Memory (SRAM)
ITAG ~
Direct Programming W
Erase,Program,Verify v

Programming file: |

[ ] Password Protection Options (Provide key file if password protection enabled)

Cancel

Figure A.4. Lattice Radiant Programmer- Device Properties

4 B
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6.

7.
8.

Before programming, erase the Flash memory.

To erase Flash memory:

a. Under Device Operation, select the options below:
Target Memory — External SPI Flash Memory (SPI FLASH)
Port Interface — JTAG2SPI
Access Mode — Direct Programming

Operation — Erase all

b. Under SPI Flash Options, select the options below:

Family — SPI Serial Flash
Vendor — Macronix

Device — MX25L51245G
Package — 8-land WSON

a LFCPMX - LFCPNX-100 - Device Properties ?
General Device Information
Device Operation
Target Memory: External SPI Flash Memory (SPI FLASH) ~
Port Interface: JTAG2SPI ~
Access Mode: Direct Programming ~
Operation: Erase All e
SPI Flash Options
Family: SPI Serial Flash ~
Vendor: Macronix w0
Device: MX25L51245G ~
Package: 8-land WSON ~
SPI Programming
Data file size (Bytes): 67108864 Load from File
Start address (Hex): 0x00000000
End address (Hex): 0x03FFO000
[] Turn off addresses auto updating
I:| Erase SFI part on programming error
I:| Secure SFI flash golden pattern sectors
Cancel

Click OK.

Figure A.5. Erase All (Lattice Radiant Programmer)

Click Program Device and wait for the process to successfully complete. This erases the flash memory.
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9.

After erasing the Flash, power cycle the board and apply the settings below:
a. Under Device Operation, select the options below:
Target Memory — External SPI Flash Memory (SPI FLASH)
Port Interface — JTAG2SPI
Access Mode — Direct Programming
Operation — Erase, Program, Verify
b. Under SPI Flash Options, select the options below:
Family — SPI Serial Flash
Vendor — Macronix
Device — MX25L51245G
Package — 8-land WSON

10. To program the bitstream file, select the options as shown in Figure A.6.

11.
12.
13.

14.
15.

ﬂ LFCPNX - LFCPNX-100 - Device Properties 7 >

General Device Information

Device Operation

Target Memory: External SPI Flash Memory (SPI FLASH) -
Port Interface: JTAG25SPT >
Access Mode: Direct Programming ~
Operation: Erase,Program,Verify ~

Programming Options

Programming file: hInad5,-‘59cur’ltyStack_SnC_lmp\_1_25.h|d|... 0x2F7C

SPI Flash Options

Family: SPI Serial Flash ~
Vendor: Macronix ™
Device: MX25L51245G ~
Package: 8-land WSON ~

SPI Programming

Data file size (Bytes): |2535032 Load from File
Start address (Hex): 0x00000000 ~
End address (Hex): 0x00260000 ~

[] Turn off addresses auto updating
[] Erase SPI part on programming error

[] secure spi flash golden pattern sectors

Figure A.6. Lattice Radiant Programmer-Bitstream Flashing

Select the .bit file that needs to be loaded in the Programming file option
Click Load from File to update the Data file size (Bytes) value.

Ensure that the following addresses are correct:

Start Address (Hex) — 0x00000000

End Address (Hex) — 0x00200000

Click Program Device and wait for the process to successfully complete.
Power cycle the CertusPro-NX Versa Board.
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Programming SPI Flash on CertusPro-NX Rev-B Board (with Winbond Flash)

This section provides the procedure for programming files into the SPI Flash on the CertusPro-NX Versa Board Rev B with
Winbond flash.

To program SPI Flash in Lattice Radiant Programmer:

1. Turn ON the CertusPro-NX Versa Board by giving power supply through the PCle cable /12-V adapter.
Connect the USB cable for programming through the Lattice Radiant Programmer.

2. Start Lattice Radiant Programmer. In the Getting Started dialog box, select Create a new blank project.

£J Radiant Programmer - Getting Started ? X

New Project:

Project Name: |SecORAN| |

Project Location: | D:/Lenin/SecORAN/Bitfiles w | Browse...

© Create a new project from a scan

Cable: |HW-USBN-2B (FTDI) *  Port: |[FTUSB-0 ~ Detect Cable
TCK Divider Setting (0-30x):

(") Create a new blank project

Open Project:

O Open an existing programmer project

D:/Lenin/SecORAN/Bitfiles/17_06_2022/Untitled.xcf Browse...

Figure A.1. Lattice Radiant Programmer Getting Started Dialog Box

3. Click OK.

B Radiant Programmer - Automation_Stack_Master_System.xcf * - o *
Eile Edit View Bun Tools Help

(=47 s @ ew B

Enable Status Device Family Device Operation File Name File Date/Time  Checksum USERCODE Cable Setup. &%
1 Generic TAG Device  JTAG-NOP Bypass Cable Setings =

Detect Coble
Cable: HW-USEN-28 (FTOD -

Por: FTUSE-0

TEX Diider Settng (0-300): (163

Vo Settings

@ lse defeult Y0 settings

custom Y0 sattings

Figure A.2. Lattice Radiant Programmer- Main Interface
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4. Inthe main interface, select LFCPNX for Device Family and LFCPNX-100 for Device or detect automatically as shown in

Figure A.3.

B Radiant Programmer - SecORAN:xcf *
Fle Edit View Run Tools Help

ex 8

[=1% @ @

Enable Status Device Family Device Operation

= Lrcenx ePNX-100 fast Configuration

rasr
FCROMeaTER
FTDIUSE HOST B
DOWMLOAD CABLE
CPINIGROPROGESS0R

File Name.

Ten THs

LrePkein
o oo

file Date/Time Checksum USERCODE

Figure A.3. Radiant Programmer- Device Selection

5. Select Tools > Custom Flash Device.
6. The Edit Custom Device dialog box opens.

Device family:

Device:

Package:

a Edit Custom Device

SPI Serial Flash Custom

™ Add

Remove

Edit

Device description:

oK

Cancel

Figure A.4. Edit Custom Device

7. Click Add.

Cable Setup.
Catie Settings

Dstect Cabln

Cabke: WW-USINTS (FTDD.

P Fusen
Gustom port:

rograeng Speed Setngs
©) tne defn Cock er
® Use custom Clock Owder

TCX Dovider Setting (0-30):

4O Settings

7| @ use default YO settings

) use custom 1O settings

4 B
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8. The Custom SPI Flash Device dialog box opens.

9. Apply the settings shown in Figure A.5.

10. Click OK.

ﬂ Custom SPI Flash Device ? X

Device family (Ex: SPI serial flash custom):
SFI Serial Flash Custom

Device description (Bx: M25P32-VMFGEG):

250512 |

Device name (Ex: SP-M25P32) *: Package (Ex: 16-pin SOIC):

250512 | |16-pin s0IC |

Device vendor (Ex: STMicro) *:  Device dengity (Ex: 32Mbits) *:

WinBond ~ | | 512 Mbits w
Manufacturing ID (Bx: 0x2C) *: Memory Capacity ID (Bx: 0x15) *:
|0xEF] | Hex |mx0 | Hex

Byte per sector (Ex: 65535) *:
63536 ~ | Byte
|:| Protection options on

* = required field

Figure A.5. Custom SPI Flash Device Settings

11. The Edit Custom Device dialog box opens.

12. Select Device 25Q512.

13. Click OK.

£ Edit Custom Device ? s
Device family: SF1I Serial Flash Custom ~ Add
Device: 250512 Frmme
250512 Edit
Package: 16-pin SOIC
16-pin SOIC

Device description:

250512

oK Cancel

Figure A.6. Edit Custom Device Settings
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14. Right-click and select Device Properties.

u LFCPNX - LFCPNX-100 - Device Properties ? x

General Device Information

Device Operation

Target Memory: Static Random Access Memory (SRAM)
Port Interface: ITAG e
Access Mode: Direct Programming w
Operation: Erase,Program,Verify W

Programming Options

Programming file: | |

[ ] Password Protection Options (Provide key file if password protection enabled)

Figure A.7. Lattice Radiant Programmer- Device Properties

15. Before programming, erase the Flash memory.

To erase Flash memory:

a. Under Device Operation, select the options below:
Target Memory — External SPI Flash Memory (SPI FLASH)
Port Interface — JTAG2SPI
Access Mode — Direct Programming
Operation — Erase all

b. Under SPI Flash Options, select the options below:
Family — SPI Serial Flash
Vendor — Macronix
Device — MX25L51245G
Package — 8-land WSON
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B3 LFCPNX - LFCPNX-100 - Device Properties ?
General Device Information
Device Operation
Target Memory: External SPI Flash Memary (SPI FLASH)
Port Interface: JTAG2SPL
Access Mode: Direct Programming
Operation: Erase All
SPI Flash Options
Family: SPI Serial Flash Custom
Vendor: WinBond
Device: 25Q512
Package: 16-pin S0IC
SPI Programming
Data file size (Bytes): 2535032 Load from File
Start address (Hex): 0x00000000
End address (Hex): 0x00260000
I:‘ Turn off addresses aute updating
[] Erase SP1 part on programming error
Secure SPIflash golden pattern sectors
Figure A.8. Erase All (Lattice Radiant Programmer)
16. Click OK.

17. Click Program Device. This erases the flash memory.

18. After erasing the Flash, power cycle the board and apply the settings below:

a. Under Device Operation, select the options below:
Target Memory — External SPI Flash Memory (SPI FLASH)
Port Interface — JTAG2SPI
Access Mode — Direct Programming

Operation — Erase, Program, Verify

b. Under SPI Flash Options, select the options below:

Family — SPI Serial Flash
Vendor — Winbond

Device —25Q512

Package — 16-pin SOIC
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19. To program the bitstream file, select the options as shown in Figure A.6.

General Device Information

Device Operation

“ LFCPNX - LFCPNX-100 - Device Properties

Target Memory: External SPI Flash Memory (SPI FLASH) ~
Port Interface: JTAG2SPL e
Access Mode: Direct Programming >
Operation: Erase,Program,Verify A

Programming Options

Programming file: }'lloads,,’SecurltyStack_SoC_lmpI_1_25.b|ﬂ|... 0x2F7C

SPI Flash Options

Load from File

Family: SPI Serial Flash Custom
Vendor: WinBand
Device: 25Q512
Package: 16-pin SOIC
SPI Programming
Data file size (Bytes): |2535032
Start address (Hex): 0x00000000
End address (Hex): 0x00260000

[] Turn off addresses auto updating

I:I Erase SFI part on programming error

Secure SFI flash golden pattern sectors

Cancel

Figure A.9. Lattice Radiant Programmer-Bitstream Flashing

20. Select the .bit file that needs to be loaded in the Programming file option.

21. Click Load from File to update the Data file size (Bytes) value.

22. Ensure that the following addresses are correct:
Start Address (Hex) — 0x00000000

End Address (Hex) — 0x00260000

23. Click Program Device and wait for the process to successfully complete. This erases the flash memory.

24. Power cycle the CertusPro NX Versa Board.
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Appendix B. Generating the Security Stack SoC Bit File

Note: Make sure that Lattice Control Pack for CRE (3.1.0.43.2_Radiant_Ctrl_Pack_CRE.exe) is installed in the PC where
Lattice Radiant Software is installed to avoid Synthesis errors due to CRE IP and CRE OSC IP. Also, make sure that the Lattice
Radiant License is updated for the CRE, PCle, SMBus, and OSE IPs to avoid Map and Bitstream generation errors.

To generate the Security Stack SoC bit file:

1. Go to the Security Stack SoC project directory and open the SecurityStack_SoC.sbx file in the
SecurityStack_SoC_75Mhz/SecurityStack _SoC folder using Lattice Propel™ Builder 2.2.

» This PC > Local Disk (C:) > Iscc > propel > 2.2 > templates > ORAN_security > SecurityStack SoC_75Mhz_v8_P2_2 > SecurityStack_SoC

~

Name Date modified Type Size
* lib 25-06-2022 08:44 File folder
application 25-06-2022 08:36 File folder
’ lib 25-06-2022 08:47 File folder
* L] SecurityStack_SoC.layout 25-06-2022 08:47 LAYOUT File 9 KB
* || SecurityStack SoC.sbx 25-06-2022 08:47 SBX File 3,501 KB
| SecurityStack_SoC.v 25-06-2022 08:47 V File 195 KB
|| SecurityStack_SoC_tmplv 25-06-2022 08:47 V File 4 KB
'G SecurityStack_SoC_tmpl 25-06-2022 08:47 Virtual Hard Disk 5 KB

Figure A.10. Opening the Complete Security Stack SoC Project

2. The complete Security Stack SoC project opens in Lattice Propel Builder 2.2 as shown in Figure A.11.
Double click on both CPUs. Disable the Simulation Mode and enable the Debug Mode only in the Application CPU.

File Edit View Design Tools Window Help

sEROCTLA MEGROEENSG QQAQ
Desian View o Sthematic  Address & Start Page

LFCPNX-100-8LFGET2C A
v IE SecurityStac_SoC
+ & Components

=
-
=
p
e —
E—
P = — E \—
| —
>; —
Properties
Name:
Type: Instence
Path:  SecurityStack_SoC
‘ y
Plaslog  DesignView i i
Td Console a
% sbp design open -name SecurityStack SoC -path [D:/workspace/projects/Lattice SG_ORAN/security stack demo/SecurityStack SoC_T5Mhz/SecurityStack SoC/SecurityStack SoC.sbx

Figure A.11. Complete Security Stack SoC Project
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3. Load the Application CPU firmware in the Application CPU system memory (module instantiation name=app_sysmem)
as shown in Figure A.12.

&
File Edit View Design Tools Window Help
s @R & W & Module/ Black Wizard x
Desian View o schemot]
v | @ anammenner | Fiqure nt from Module system_memory Version 1.0.4
L = Set the following parameters ta configure this component.
3 application_cpu_inst
T crypto_256_inst
F fifo.dma 1 4 inst Diagram app_sysmem Configure I
oxioList _ General Port 50 Settings Port 51 Settings
oseljnet 1 Property Value
qspi streamer inst  —— F—— 200, ntcormect st
regs_interface_inst ~ i
g app_sysmem Memory Address Depth [1-32768] 32768 ]
e Data Bus Widthibits) 2 —— A
~datasam Memory T LRAM [Ee————
3 sec_inst.ram_inst —HFAHBL_S0 o T s v s
) 5 = Port Count [1-2] 2 e
5 security_cpu_inst ——
@ secumeropint — 1| —(4-AHBL_S1 ECCEnSHS ]
& vartd_jnst ) Enable Arbiter
+ % Ports —{ahbl_hclk_i ~ FIFO Streamer
- Nets - Enable FIFQ Streamer
“I. PCle_subsys GIX1_I_ —3hbl_hresetn_i
L PCle_subsys GIX11. — | i r a9
L. PCle_subsys GIX1_I_ system_memory * Intiaiization
L. PCle_subsys GIX1I_ Initilize Memory [ —
5 i b GIX1 || Initialization File Format hex —
A A Initialization File [/./5HA_APP_CPU_C/Debug/SH... | L <
Wame: | app_sysmem_inst — L + *| Ho DRC issues are found.
Type: mstance
Path:  SecurityStack_SoC/app_sysmer Generate | Cancel
TP Catalog Design View 3 . E
Tel Consale =

Figure A.12. Loading the Application CPU Firmware

Select the Application CPU firmware file (*.mem) from the debug location of the Application CPU’s C project created
with the complete design.

This PC > Local Disk (C:) * Iscc > propel > 2.2 » templates > ORAN_security > ORAN_APP_CPU > Debug

Mame N Date modified Type Size
* | sources.mk 25-06-2022 08:44 MK File 1KB
|| ORAN_APP_CPU.mem 25-06-2022 04:09 MEM File 42 KB
. | ORAN_APP_CPU.map 25-06-2022 04:09 MAP File 101 KB
o | ORAN_APP_CPUlIst 25-06-2022 04:09 LST File 73KB
» | ORAN_APP_CPU.elf 25-06-2022 04:09 ELF File 197 KB
|| ORAN_APP_CPU.bin 25-06-2022 04:09 BIM File 19 KB
.| objects.mk 25-06-2022 08:44 MK File 1KB
| makefile 25-06-2022 08:44 File 3KB

Figure A.13. Selecting the Application CPU Firmware

4. Click Generate and then Finish.

5. Load the Security CPU firmware in the Security CPU instruction RAM (module instantiation name=sec_inst_ram) as
shown in Figure A.14.
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& : :
file Edit View Design Tools Window Help
o ] 4. Module/1P Block Wizard *
Desian View =]
= 1 SecurityStack_SoC E re Component from Module system_memory Version 1.0.4
+ {F Instances Set the following parameters to configure this component.
» £ PCle_subsys G1X1L_
+ % SMBusSlave 110027 |  Dlagram sec_ inst_ram Confiqurs 1P
+ 1 ahbl2apb0_inst 7 Genernt Port 50 Settings Port 51 Settings
+ I apbi_inst Praperty Value
+ I app_ahbl intconnect
v app_sysmem_inst [
» @ application_cpu jnst sec_inst_ram Memoty Address Depth [1 - 32768) |32760 ]
+ @ crypto_256_inst Data Bus Width(bits) 32
v £ fifo_dma_1_4_inst AHBL SO Memoary Type LRAM I
v £ gpiol_inst _ = Fort Count [1-2] 2
+ T osclinst —HBL s1 ECC Enable  —
qspi_streamer_inst Enable Arbiter
regs interface_inst —{ahbl_hclk_i —
% sec_ahbl intconnect,
Ao _lahbl_hresetn_i Enable FIFO Streamer —
+ 3 sec_inst_ram_inst
L et system_memory
+ T securyzer top inst
a0, inst _ Initialize Memory =
. nitialization File Format hex
Properties i Initialization File »
Nome: | sec inst_rom_ingt £l » g No DRC issues are found.
Type: Instance
Path:  SecurityStock_SoC/sec_nst_rar Generata || Cancel
« ,
IP Catalog Design View i o
Tel Console _ =

Figure A.14. Loading the Security CPU Firmware

Select the Security CPU firmware file (*.mem) from the debug location of the Security CPU’s C project.

This PC » Local Disk (C) * lscc *» propel *» 22 * templates * ORAN_security * ORAN_SEC_CPU * Debug

Name N Date modified Type Size
. _ sources.mk 25-06-2022 08:44 MK File 1KB
" |_. ORAN_SEC_CPU.mem 25-06-2022 04:.09 MEM File 36 KB
| ORAN_SEC_CPU.map 25-06-2022 04:09 MAP File 111 KB
’ _ ORAM_SEC_CPU.Ist 25-06-2022 04:.09 LST File 406 KB
of | | ORAN_SEC_CPU.elf 25-06-2022 04:09 ELF File 122 KB
_-' ORAM_SEC_CPU.bin 25-06-2022 04:.09 BIM File 16 KB
| | objectsmk 25-06-2022 08:44 MK File 1KB
[ makefile 25-06-2022 08:44 File 3 KB

Figure A.15. Selecting the Security CPU Firmware

6. Click Generate and then Finish as shown in Figure A.14.
7. Once both CPU firmware are loaded, save the design.

8. Click Validate Design and select options for generating the base address, running DRC, and generating the platform.
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Top File Change for Bit File Generation
To change top file for generating the .bit file:

1. After validation, the SecurityStack_SoC.v Verilog is generated in the project directory
SecurityStack_SoC_75MHz/SecurityStack_SoC.

o

MName Date modified Type Size

lib 01-05-2022 11:42 File folder

application 01-05-2022 11:42 File folder

lib 03-05-2022 22:28 File folder
2 SecurityStack_SoC 03-05-2022 22:28 LAYOUT File 13 KB
[ ] SecurityStack_SoC 03-05-2022 22:28 SBX File 3725KB
H' SecurityStack_SoC 03-05-2022 22:28 V File 217 KB
H' SecurityStack_SoC_tmpl 03-05-2022 22:28 V File 4 KB
ﬂ SecurityStack_SoC_tmpl 03-05-2022 22:28 VHD File 6 KB

Figure A.16. Security Stack Top File Location

2. Open the top file and comment line no 59 as shown in Figure A.17.

Note: This step is required only when the user wants to regenerate the bit file with the new mem files of the RISC V

CPUs.

H C\lIscc\propel\2.2\templates\ORAN_security\SecurityStack_SoC_75Mhz_v8_P2_2\SecurityStack_SoC\SecurityStack_SoC.v - Notepad++

File Edit Search View Encoding Language Settings Macro Run Plugins Window 2
cHEHB GBI GRh o/ ayg @ EESTEDIEA DB E =<

B mulo,izc,bmge.vnd‘ﬂ =] fpga_top. vno‘J‘ =] \chave,top,wvappev.mda‘ i >_gpio: mu'—"| B siave vna‘:’\ B icense_radiant dal‘J‘ Enew 'lal =] SecuntyStack_SoC_impl_

34 // SOLE LIABILITY, AND LICENSEE'S SOLE REMEDY, IS SET FORTH ABOVE.

35 // LATTICE DOES NOT WARRANT OR REPRESENT THAT THIS FILE, ITS CONTENTS OR
36 // USE THEREOF DOES NOT INFRINGE ON THIRD PARTIES' INTELLECTUAL PROPERTY
37 // RIGHTS, INCLUDING ANY PATENT. IT IS THE USER'S RESPONSIBILITY TO VERIFY
38 // THE USER SOFTWARE DESIGN FOR CONSISTENCY AND FUNCTIONALITY THROUGH THE
39 // USE OF FORMAL SOFTWARE VALIDATION METHODS.

42 /* synthesis translate_off*/
43 define SBP_SIMULATION

44 /* synthesis translate_on*/
45 B'ifndef SBP_SIMULATION

46 “define SBP_SYNTHESIS

47 endif

50 /1ib/latti i.com/ip/OSE_top/1.0.1/xtl/OSE_top.v"
51 PCIe_subsys_G1X1_1/2.1.0.1 Te
52 “include
5 include "
54 “include "
55 include "
56 “include "
57 include
5 “include " k ec 1.1.2
59 include
60 “include "
61 include
62 “include "
include e
64 “include ". i

Figure A.17. Top File Change for .bit File Generation
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AES Mode Selection before Generating Bit File
To select AES Mode:

1. To select either AES-CBC 256 Mode or AES-GCM 256 Mode, go to the Security Stack_SoC project directory and open
Security_stack_SoC_75Mhz/ /OSE_rtl_E/OSE.vhd.

This PC *» Local Disk (C:) > Iscc » propel » 22 » templates > ORAM_security > SecurityStack_SoC_75Mhz_v8_P2_2 > OSE_rtl_E

o~

Name Date modified Type Size
* w acpu_lib 25-06-2022 04:09 Virtual Hard Disk 288 KB
" @ ahbl_interconnect 25-06-2022 04:09 Virtual Hard Disk 10 KB
@ block_cipher_hybrid_wrapper_CBC 25-06-2022 04:09 Virtual Hard Disk 580 KB
” @ block_cipher_hybrid_wrapper_GCM 25-06-2022 04:09 Virtual Hard Disk 614 KB
* @ hash_function_ahb_wrapper 25-06-2022 04:09 Virtual Hard Disk 140 KB
W OSE 25-06-2022 04:09 Virtual Hard Disk 25 KB
| OSE_pkc_memories_ewv 25-06-2022 04:09 V File 23 KB
.| OSE_top.sv 25-06-2022 04:09 SV File 5KB

Figure A.18. OSE.vhd File in Project Directory

2. Configure the generic parameter BC_CONFIGURATION = 1 for AES-CBC256 Mode or BC_CONFIGURATION = 2 for AES-
GCM256 Mode as shown in Figure A.19.

Note: The FPGA default setting is AES-GCM256 Mode.

Jentity OSE is

=] generic (
BC_CONFIGURATION : natural := 2y
OSE_AXISTREAM DATA WIDTH : natural :=

t ):

Figure A.19. Configuring the Generic Parameter for AES Mode Selection

3. Open the project using Lattice Radiant 3.1 software tool. Go to the security stack_SoC_75MHz project directory and
double click the SecurityStack_SoC.rdf file as shown in Figure A.20.
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This PC > Local Disk (C:) » Iscc » propel * 2.2 » templates > ORAN_security » SecurityStack SoC_75Mhz_v8_P2_2

Name - Date modified Type Size
+ .externalToolBuilders 25-06-2022 08:36 File folder
+ impl_1 25-06-2022 11:10 File folder
misc 25-06-2022 0847 File folder
* OSE_rtl_E 25-06-2022 08:36 File folder
L SecurityStack_SoC 25-06-2022 0847 File folder
SecurityStack_SoC_tcr.dir 25-06-2022 08:36 File folder
sge 25-06-2022 0847 File folder
source 25-06-2022 08:36 File folder
toprtlcopy 25-06-2022 08:36 File folder
verification 25-06-2022 08:36 File folder

| .ng_run_manager

O .project 25-06-2022 04:09 PROJECT File

|| recovery 25-06-2022 08:48 RECOVERY File
-J_ setting 25-06-2022 04:09 Configuration setti...
0 socproject 25-06-2022 04:09 SOCPROIECT File
|_| bht_inibin 25-06-2022 08:47 BIN File

é' drc 25-06-2022 04:09 Text Document
LL radiant_setup_template.tcl 25-06-2022 0847 TCL File

O reginit.bin 25-06-2022 08:47 BIN File

2 reportview 25-06-2022 0409 XML Document
|| SecurityStack_SoC.pdc 25-06-2022 04:09 PDCFile

[] SecurityStack_SoC.rdf 25-06-2022 04:09 RDF File

é' SecurityStack_SoC
e SecurityStack SoC tcl
._" SecurityStack_SoC1.sty

._" transcript

25-06-2022 04:09

25-06-2022 04:.09
25-06-2022 08:47
25-06-2022 08:48
25-06-2022 04:.09

Configuration setti...

Text Document

Microsoft Edge HT...

STY File
File

Figure A.20. Opening the Security Stack_SoC Project

2KB
TKB
2KB
TKB
1KB
3KB
TKB
2KB
2KB
TKB
4 KB
2KB
TKB
8KB
17 KB
TKB

4. The complete project opens in the Lattice Radiant 3.1 tool without any errors, as shown in Figure A.21.

Lattice Radiant Software - Source Editor - C:/Us

File Edit View Project Tools Window Help
gE-B A Q

b B  sithesize Design B tap pesin
~ [ SecurityStack SoC [t
B LFCPNX-100-9LFGET2C
= [ Swategies
[] Avea

= 7 impl_1 (Synplity Pro)
= [ Input Files
|1 SecurityStack SoC/SecurityStack SoC.v
|t OSE_rti_E/OSE_pke_memories_e.v
OSE_rtl_E/hash_function_ahb_wrapper.vhd

OSE_rtl_E/block_cipher_ybrid_wrapper GCMvhd

AE

OSE_ri_En
[£2 ©SE_rti_E/ahi_interconnect.vhd
' OSE_rtl_Efacpu libvhd
[} OSE_rti_EfOSEvhe
©SE_rtl_E/OSE top.sv
= [ Pre-Synthesis Constraint Files
Lartice LSE
[ synplify Pro
= { securityStack_SoC - SecurityStack_SoC.v
+ {1 uartD(uart0_inst) - uartO.v
{1 1

{1 security_cpulsecurity_cpu_inst) - security_cpuy

ck_cipher_hybrid_wrapper_CBC.vhd

BEE

I sec_inst_ramisec_inst_ram_inst) - sec_inst_ram.y

L} RSTN_SynciRSTN_Sync_inst] - RSTN_Syncy

v
v

v

v I sec_ahbl_intconnectisec_ahbl_intconnect_inst) - sec_ahbl_int.
v

v {1 regs_interfacelregs_interface.inst) - regs_interfacey

P P,

_11002_inst) 1.

v 4 PCle subsvs GIX1 IPCle subsvs GIX1 | inst) - PCle subsvs.

I_security/ORAN_security/ _SoC_7T5Mhz_v8_P2_2/SecurityStack_SoC/SecurityStack _SoCv.

Qaa @A mE

B  Fioce & Route Design

e e
O evotFies ]

Xa 1 Start Page L Reports

I OPYRIGHT

.

x* INFO - C:/Users/Lenin/Downloads/OBAN_security/ORAN security/SecurityStack SoC_75Mhz_v8 P2 2/0SE rtl E/ & ox

OSE_pkc_memories_e.v(0,1-0,1) (VERI-1018) compiling module '#+°

OSE_pkc_memories_e.v(0,1-0,1) (VERI-1018) compiling module '**'

INFO - C:/Users/Lenin/Downloads/ORAN_security/ORAN_security/SecurityStack_SoC_75Mhz_v8_P2_2/0SE_rtl_E/

INFO - C:/Users/Lenin/Downloads/ORAN_security/ORAN_security/SecurityStack_SoC_75Mhz_v8_P2_2/0SE_rtl E/

0SE_pkc_memories_e.v(0,1-0,1) (VERI-1018) compiling module '**'

INFO - C:/Users/Lenin/Downloads/ORAN security/ORAN security/SecurityStack SoC_75Mhz v8 P2 2/0SE rtl E/

block_cipher_hybrid wrapper GCM.vhd(0,1-0,1) (VHDL-1067) elaborating '#*(**)'
Done: design load finished with (0) errors, and (21) warnings

SR

Figure A.21. Security Stack_SoC Project
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5. To generate bit file in AES-CBC Mode, exclude the block_cipher_hybrid_wrapper_GCM.vhd file from the project by right-
clicking the file and selecting Exclude from implementation.

Similarly, to generate bit file in AES-GCM Mode, exclude the block cipher_hybrid_wrapper_CBC.vhd as shown in Figure
A.22.

Lattice Radiant Software - Saurce Fditar - €/Users/Lenin/Dy

|security/SecurityStack SoC_75Mhz_v8_P2_3/SecurityStack Sof fSecurityStack SaC.v -

File Edit View Project Tools Window Help
s 3-B T QQaaa = al @EEE
| 4 . Synthesize Design u Map Design u Place & Route Design u Export Files

+ [ Securitystack SoC (BN 1 Start Page Reports [ SecurityStack_SoC.v

1) LFCPNX-100-0LFGET2C
~ [ Strategies

= Area
| Timing
&4 Strategyl
~ % impl 1 (Synplify Pro)
= £ Input Files
| SecurityStack SoC/SecurityStack SoC v
L] OSE rtl E/OSE_pke memaries e
L) QSE_rtl_F/hash_function_ahb_wrapper.vhd

i _cipher_hybrid_
2] OSE_rtl_E/ahbl_intesconnectvhd
2] OSE_rt_E/acpu_libvhd
] OSE_rtl_E/OSEvha
2] OSE_IU_E/OSE topsv

= £ Pre-Synthesis Constraint Files

Open With_
Open Containing Folder

= Lattice LSE
7 Synplity Pio
v {1} SecurityStack Sof - SecurityStack SoCv Exdude from implementation nin/Downloads/ORAN security/CRAN security/SecurityStack SoC 75Mhz v8 P2 2/05E rtl E/ -
» 1 wanOfuant jns - uarte Remove (0100 (VR 0T0) sengliing modue i \ ot ems v p2 o .
nin/Downloads/ORAN security/ORAN security/SecurityStack_SoC z_v8_P. /OSE_rtl E
v B - SMBus — = =R —
L}SMB\fsilavﬁjWW[SM%m.ithJ|00.?_mﬁn SMBusSlave v(0,1-0,1) (VERI-101%) compiling module '*+*
» 1k security_cpu(security_cpu_insy - security_cpuv nin/Downloads/ORAN_security/ORAN_security/SecurityStack_SoC_75Mhz_v8_FZ_2/0SE_rtl_E/
b 4} sec_insi_ramisec_inst_ram_inst) - sec_inst_ram.y Include for *b.v(0,1-0,1) (VERI-1018) compiling module '#%'
1} sec_ahbl_intconnectisec_ahblintoonnectinst) - sec_ahiol_ Properties nin/Downloads/ORAN_security/ORAN_security/SecurityStack_SoC_75Mhz_v8_F2?_2/0SE_rtl_E/
b Lk RSTH_SynclRSTM_Syne_inst) - RSTN_Synew BICCK_Cipher_hybrid wrapper_GCM.vhd(0,1-0,1) (VEDL-1067) elaborating '**(*=)'
+ B regs intertacetregs Interface.inst - regs intertace Done: design load finished with (0) errors, and (21) warnings
b TF PCle subsvs GIXT IPCle subsvs G1X1 | insti - FCle subsvs.. ™
C1File List [ Source Template & IP Catalog [ Td Gonsole E Output E¥ Message
Figure A.22. Exclude Block_cipher_hybrid_wrapper.vhd File from Project
6. Click Run to generate the bit file.
7. The bit file is generated and saved in the project impl_1 directory with green mark as shown in Figure A.23.
Lattice Radiant Software - Reports - o x
File Edit View Project Tools Window Help
@A 9C Qaaa BE Te0EHESM
P B sinthesize esi B e Desior B rioce & Route Desig Export Files completed.
+ [ SecurityStack_SoC (B i} Start Page ~ Reports [ SecurityStack_SoC.v & sec_inst_ram.v |
B LFCPNX-100-9LFGET.
[T erEes Reports SecurityStack_SoC Project Summary
~ [ Strategies
I Aves Implementation Name impl_1 Performance Grade 9_High-Performance_1 0V
[] Timing Strategy Name: Strategy1 Operafing Cendition CcOoM
Strategyl
— _ Part Number LFCPNX-100-8LFG672C Synthesis Synplfy Pro
= 7 impl1 (Synplify Pro) » ] Synthesis Reports
« [ Input Files Family LFCPNX Timing Errors. Place & Route, 0 (setup), 0 (hold)
SecurityStack SoC/SecurityStack SoC.v » (7} Map Reports Device. LFCPNX-100 Project Cr 2022106725 04:10:01
] OSE_ri_E/OSE_pkc_memories e
OSE_rtl_E/hash_function_ahb_wrappervhd Package. LFGET2 Progect Updated 2022/06/25 04.09 44
2] OSE_rtl_E/black_cipher_hybrid_wrapper_GCMuhd » [ Place & Route Reports Project File Ciiscelpropel/2 JORAN_ _SoC_T5Mhz_vA_P2_2/SecurityStack_SoC.rdl
£_rt_E/block_cipher_hybrid_wrapper_CBCvhe
sk ! s : Implementation Location Cillscel 2 lates/ORAN_security/SecurityStack_SoC_75Mhz_v8_P2_2/impl_1
] OSE_rt_E/ahbl_interconnectvhd + || Export Reports
2] OSE_rtl_Efacpu_libvhd |
? OSE_ri_E/OSEvhd » ) Misc Reports Resource Usage
AL OSE e LuT4 48773 0 Buffers 15
= 1 Pre-Synthesis Constraint Files o
- 1} SecurityStack_SoC - SecurityStack_SaCv xa e sl 5 =L
» IF uartO(uartd_inst) - uart0.v ‘ v
v B 1 :_11002_inst) - 1. | Saving bit stream in “C: N
» I security cpulsecurity_cpu_inst) - security_cpuy \lscc\propeli2.2\templates\ORAN_security\SecurityStack_SoC_7SMhz_v8 P2 _2\impl 1\SecurityStack SoC_impl 1.bit".
v sec_inst_ramisec_inst_ram_inst) - sec_inst_ram.v Bitstream gensration complete!
» 1} sec_ahbl intconnectisec_ahbl intconnect inst) - sec_ahblint... . .
; nieannectt ) ncanneet ! Total CPU Time: 1 mins 10 secs
+ & RSTN_SyncRSTN_Sync inst) - RSTN Sy Total BEAL Time: 1 mins 11 secs
» 1} regs interface(reqs_interface._inst) - regs interface.v Peak Memory Usage: 1551 MB
+ 1 PCle_subsys_G1X1_IPCle_subsys_G1X1_Linst) - PCle_subsys...
» {1 OSE_top(OSE_top_inst) - OSE_top.sv Done: completed successfully
v {} oypto_256{crypto_256_inst) - crypto_256.v -
£ File List [E] Source Template ] IP Catalog [ Td Console 1= Output E? Message

Figure A.23. Security Stack_SoC Project after Synthesis and Bit File Generation
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Technical Support Assistance

Submit a technical support case through www.latticesemi.com/techsupport.
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Revision History
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Section Change Summary
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