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Disclaimers

Lattice makes no warranty, representation, or guarantee regarding the accuracy of information contained in this document or the suitability of its
products for any particular purpose. All information herein is provided AS IS, with all faults, and all associated risk is the responsibility entirely of the
Buyer. The information provided herein is for informational purposes only and may contain technical inaccuracies or omissions, and may be otherwise
rendered inaccurate for many reasons, and Lattice assumes no obligation to update or otherwise correct or revise this information. Products sold by
Lattice have been subject to limited testing and it is the Buyer's responsibility to independently determine the suitability of any products and to test
and verify the same. LATTICE PRODUCTS AND SERVICES ARE NOT DESIGNED, MANUFACTURED, OR TESTED FOR USE IN LIFE OR SAFETY CRITICAL
SYSTEMS, HAZARDOUS ENVIRONMENTS, OR ANY OTHER ENVIRONMENTS REQUIRING FAIL-SAFE PERFORMANCE, INCLUDING ANY APPLICATION IN
WHICH THE FAILURE OF THE PRODUCT OR SERVICE COULD LEAD TO DEATH, PERSONAL INJURY, SEVERE PROPERTY DAMAGE OR ENVIRONMENTAL
HARM (COLLECTIVELY, "HIGH-RISK USES"). FURTHER, BUYER MUST TAKE PRUDENT STEPS TO PROTECT AGAINST PRODUCT AND SERVICE FAILURES,
INCLUDING PROVIDING APPROPRIATE REDUNDANCIES, FAIL-SAFE FEATURES, AND/OR SHUT-DOWN MECHANISMS. LATTICE EXPRESSLY DISCLAIMS
ANY EXPRESS OR IMPLIED WARRANTY OF FITNESS OF THE PRODUCTS OR SERVICES FOR HIGH-RISK USES. The information provided in this document
is proprietary to Lattice Semiconductor, and Lattice reserves the right to make any changes to the information in this document or to any products at
any time without notice.
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Abbreviations in This Document

A list of abbreviations used in this document.

Abbreviations Definition

AT Attention Tracking

FPGA Field-Programmable Gate Array
SPI Serial Peripheral Interface

SS Shoulder Surfing

SRAM Static Random Access Memory
UsB Universal Serial Bus

VVML Voice and Vision Machine Learning

© 2021-2024 Lattice Semiconductor Corp. All Lattice trademarks, registered trademarks, patents, and disclaimers are as listed at www.latticesemi.com/legal
All other brand or product names are trademarks or registered trademarks of their respective holders. The specifications and information herein are subject to change without notice
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1. Introduction

Lattice vision sensing technology safeguards the user data against visual hacking by tracking onlookers and their intent
to look onto the user screen content.

This document describes the CrossLink™-NX User Tracking and Onlooker Detection on VVML Board Demonstration. You
need prebuilt .mcs and .bit files to program the Crosslink-NX VVML board.

2. Functional Description

The User Tracking and Onlooker Detection Demonstration design has a total application power consumption of less
than 80 mW using the CrossLink-NX FPGA and processing at up to 60 FPS and 160 x 160 resolution.

Figure 2.1 and Figure 2.2 show the top view and bottom view of the VVML board used in this demonstration.
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Figure 2.1. Top View of the CrossLink-NX Voice and Vision Machine Learning Board
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Figure 2.2. Bottom View of the CrossLink-NX Voice and Vision Machine Learning Board
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3. Demo Setup

This section describes the demo setup.

3.1. Hardware Requirements

e  CrossLink-NX Voice and Vision Machine Learning Board, Rev. B
e USB3 cable
e Personal computer

3.2. Software Requirements

e Lattice Radiant™ Programmer version 3 (Refer to http://www.latticesemi.com/programmer)

© 2021-2024 Lattice Semiconductor Corp. All Lattice trademarks, registered trademarks, patents, and disclaimers are as listed at www.latticesemi.com/legal
All other brand or product names are trademarks or registered trademarks of their respective holders. The specifications and information herein are subject to change without notice
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4. Programming the Demo

4.1. Package Folder Structure

Figure 4.1 shows the demo folders and files after unzipping the package.

vvml ebd multi impl 1 Radiant2.2.bit

lattice fx3_16bit_486p 606fps_with_usb2.img

L— CNX-VNV-AT-55-Demo.mcs

Figure 4.1. Demo Package Folder Structure.

Refer to the CrossLink-NX User Tracking and Onlooker Detection on VVML Board Demo — Bitstream link to the
reference design.

4.2. Loading FX3 Firmware from 12C EEPROM

To load the firmware:
1. Connect the USB3 port of the CrossLink-NX VVML board to the PC using the USB3 cable.

2. Open the USB Control Centre application. The Cypress FX3 SDK should be installed.
3. Inthe CrossLink VVML board, set the jumper on J13 to make the FX3 firmware programmable.
4. Connect the FX3 cable to the display monitor.
5. Press the SW5 button to reset the FX3 chip. Figure 4.2 shows the boot loader device screen.

[ USB Contral Center - m] 4

File | Program | Help

- Fx2 o] URBStat Abort Pipe ResctPipe X & & #

[ e ] RAM biptor Info  Data Transfers  Device Class Selection

[ eceerrom [ices .
Pl FLASH H‘::jzgﬂe:a?:::m USB BootLoader Devics"

Froduct="WestBidge "
SerialNumber="0000000004BE"
Configurations="1"
MaxFacketSize="64"
VendorlD="04 B4"
Froduct|D="00 F3"
Class="00h"
SubClass="00h"
Frotocol="00h"
BodDevice="01 00"
BodUSB="02 00"
<CONFIGURATION:
Configuration="0"
ConfigurationValue="1"
AttribLites="80h"
Interfaces="1"
DesariptorType="2"
DesariptorLength="9"
Totallength="18"
MaxPower="100"
<INTERFACE>
Interface="0"
InterfaceNumber="0"
AltSetting="0"

Protocol="0"
Endpoints="0"
DescriptorType="4"
DescriptorLength="9"
</INTERFACE>
</CONFIGURATION= v

Figure 4.2. Selecting FX3 12C EEPROM in USB Control Centre
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Select Cypress USB Bootloader.

Click Program > FX3 > 12C E2PROM.

Locate and select the FX3 image file for the 640 x 480p 60 Hz 16-bit configuration.
The Firmware is programmed in the 12C E2PROM.

. After the operation is completed, a message acknowledging successful programming is shown at the bottom

taskbar.

Remove jumper J13.

Power OFF and then power ON the board.
The FX3 boots from 12C E2PROM.

4.3. Programming the CrossLink-NX Voice and Vision SPI Flash

4.3.1. Erasing the CrossLink-NX Voice and Vision SRAM Prior to Reprogramming

If the CrossLink-NX device is already programmed (either directly, or loaded from SPI Flash), follow this procedure first
to erase the CrossLink-NX SRAM memory before re-programming the SPI Flash. If you are doing this, keep the board
powered when re-programming the SPI Flash (so it does not reload on reboot).

To erase the CrossLink-NX device:

1.

2.

Launch Lattice Radiant™ Programmer. In the Getting Started dialog box, select Create a new blank project.

E‘; Radiant Plc:.gr.jmmer I:-uetting Started ? -
P Project:
Project Name: | Unititled
Project Location: | C:/ | | Browse...

{7 Create a new project from a scan

1)

) Create a new blank project
Oy Project:

4 Open an existing programimen project

=

Figure 4.3. Lattice Radiant Programmer Default Screen

Click OK.

www.latticesemi.com/legal
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3. Inthe Lattice Radiant Programmer main interface, select LIFCL for Device Family, as shown in Figure 4.4. Select
LIFCL for Device Vendor, and LIFCL-40 for Device,

Enable Status Device Family
1 PASS | LIFCL -
Generic JTAG Device

| LFD2NX

P LIFCL_ENG
ICE40 UltraPlus
5Pl Serial Flash

Figure 4.4. Lattice Radiant Programmer- Device Selection

Right-click and select Device Properties.

Select JTAG for Port Interface, Direct Programming for Access Mode, and Erase Only for Operation, as shown
in Figure 4.5.

B3 UFCL - LFCL-40 - Device Properties ? &

General Device Information

Device Operation

Target Memary: [Smﬁc Random Access Memory (SRAM) - ]
Port Interface: [JT#.G - ]
Access Mode: [Direct Programming - ]
Operation: [Erase Only - ]

[T] Password Protection Options (Provide key file if password protection enabled)

[ QK ] [ Cancel ]

Figure 4.5. Lattice Radiant Programmer — Device Operation

Click OK to close the Device Properties dialog box.

Press and hold SW5 until you see the Successful message in the Lattice Radiant log window.

8. Inthe Radiant Programmer main interface, click the Program button “* to start the erase operation.

4.3.2. Programming the CrossLink-NX Board
To program the CrossLink-NX Voice and Vision SPI Flash:

1. Ensure that the CrossLink-NX Voice and Vision device SRAM is erased by performing the steps in the Erasing the
CrossLink-NX Voice and Vision SRAM Prior to Reprogramming section.

2. Inthe Lattice Radiant Programmer main interface, right-click the CrossLink-NX Voice and Vision row and select
Device Properties.

© 2021-2024 Lattice Semiconductor Corp. All Lattice trademarks, registered trademarks, patents, and disclaimers are as listed at www.latticesemi.com/legal
All other brand or product names are trademarks or registered trademarks of their respective holders. The specifications and information herein are subject to change without notice
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3. Inthe Device Properties dialog box, apply the settings shown in Figure 4.6.

£3 UFCL - LIFCL-40 - Device Properties 7 X

General Device Information

Device Operation

Target Memary: External SPI Flash Memory {SPI FLASH) b
Port Interface: ITAGZSPI hd
Access Mode: Direct Programming ~
Operation: Erase,Program,Verify ~

Programming Options

Programming file: vml_ebd_mulh'_impl_ I_RadiantB.El

SPI Flash Options
Family: SPI Serial Flash b
Vendor: Macronix b
Device: Mx25L 12833F 7
Package: 8-pin SOP hd

SPI Programming

Data file size (Bytes): | 1050388 | | Load from File
Start address (Hex): 0x00000000 hd
End address (Hex): 0x00 100000 hd

|:| Erase SPI part on programming error

[] secure SPI flash golden pattern sectors

oK Cancel

Figure 4.6. Lattice Radiant Programmer — Selecting Device Properties Options for CrossLink-NX Flashing

Notes:
e In Programming file, browse and select the CrossLink-NX Voice and Vision bit file (*.bit).
e Click Load from File to update the Data file size (bytes) value.
e  Ensure that the following addresses are correct:
e  Start Address (Hex) — 0x00000000
e End Address (Hex) — 0x00220000

4. Click OK.

© 2021-2024 Lattice Semiconductor Corp. All Lattice trademarks, registered trademarks, patents, and disclaimers are as listed at www.latticesemi.com/legal
All other brand or product names are trademarks or registered trademarks of their respective holders. The specifications and information herein are subject to change without notice
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5. Press and hold SW5 until you see the Successful message in the Lattice Radiant log window as shown in Figure 4.7.
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Figure 4.7. CrossLink-NX Flashing Switch — SW4 Push Button
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6. Click the Program button “ to start the programming operation.

GSRN
Push button
SW4

PROGRAMN
Push button
SW5

7. After successful programming, the Output console displays the result, as shown in Figure 4.8.

INFO - Execution time: 00 min : 14 sec
INFO - Elapsed time: 00 min : 15 sec

INFO - Operation: successful.

Output & x
Disabiing... "
Enabling.

Programeing...

Disabling...

Verifying...

Output Tel Console

Figure 4.8. Lattice Radiant Programmer — Output Console

© 2021-2024 Lattice Semiconductor Corp. All Lattice trademarks, registered trademarks, patents, and disclaimers are as listed at www.latticesemi.com/legal.
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4.3.3. Programming sensAl Firmware Binary to the CrossLink-NX SPI Flash

4.3.3.1. Converting Flash sensAl Firmware Hex to CrossLink-NX SPI Flash
To program the CrossLink-NX SPI flash:

1. Ensure that the CrossLink-NX device SRAM is erased by performing the steps in the Erasing the CrossLink-NX Voice
and Vision SRAM Prior to Reprogramming section before flashing bitstream and sensAl firmware binary.

In the Lattice Radiant Programmer main interface, right-click the CrossLink-NX row and select Device Properties.

In the Device Properties dialog box, apply the settings as shown in Figure 4.9.

B3 LIFCL - LIFCL-40 - Device Properties ? e
P

General Device Information

Device Operation

Target Memory: External 5PI Flash Memory (SPI FLASH) hd
Port Interface: JTAG2SPI =
Access Mode: Direct Programming 7
Operation: Erase,Program, Verify 7

Programming Options

Programming file: |C:ﬂsccfmlf4.waorkaNX-UNU-AT‘SSHmpIDfCNX-UNU-AT‘SS.mcs

SPI Flash Options

Family: SPI Serial Flash hd
Vendor: Macronix v
Device: MX25L12833F =
Package: 8-pin SOP hd

SPI Programming

Data file size (Bytes): |869052 Load from File
Start address (Hex): 0x00200000 hd
End address (Hex): 0x00300000 hd

|:| Erase SPI part on programming error

[ secure SPI flash golden pattern sectors

Cancel

Figure 4.9. Lattice Radiant Programmer — Selecting Device Properties Options for CrossLink-NX Flashing

Notes:
e In Programming file, browse and select the CrossLink-NX sensAl firmware binary file after converting it to hex
(*.mcs).

e Click Load from File to update the Data file size (bytes) value.
e Ensure that the following addresses are correct:

e  Start Address (Hex) — 0x00300000

e End Address (Hex) — 0x00400000

Click OK.
Press and hold SW5 until you see the Successful message in the Lattice Radiant log window.

6. Click the Program button “* to start the programming operation.

www.latticesemi.com/legal
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7. After successful programming, the Output console displays the result, as shown in Figure 4.10.

Output 8 x
Disabling... ~

Enabling...

Programming...

Disabling...

Verifying...

INFO - Execution time: 00 min © 14 sec
INFO - Elapsed time: 00 min : 15 sec

INFO - Operation: successful.

Output _Tcl Console

Figure 4.10. Lattice Radiant Programmer — Output Console

© 2021-2024 Lattice Semiconductor Corp. All Lattice trademarks, registered trademarks, patents, and disclaimers are as listed at www.latticesemi.com/legal.
All other brand or product names are trademarks or registered trademarks of their respective holders. The specifications and information herein are subject to change without notice.

FPGA-UG-02140-1.1 15


http://www.latticesemi.com/legal

_— . . . -
Sliisél:ilégx User Tracking and Onlooker Detection on VVML Board Demonstration H- LATTICE

5. Setting up Dip Switch and Running the Demo

5.1. Setting up Dip Switch

The Dip Switch should be set as shown in Figure 5.1.
e Switch 1: ON
e  Switch 2: OFF
e  Switch 3: ON
e Switch 4: OFF

Note: ON is AWAY from the 1 2 3 4 markings on DIP switch.

son'a ST
_17 Q Z | Al

L0155A

Figure 5.1. DIP Switch Setup
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5.2. Running the Demo

To run the demo:
1. Power on the VVML board.
2. Connect the VVML board to the PC through the USB3 port.

3. Open the Windows utility and select the FX3 Device as source and set the USB port to the maximum number ports
available.

4. The camera image is displayed on monitors shown in Figure 5.2.

8 CrossLink NX ML Demo = o X

Before S/Wfiter [[] imageCapture System Log

Sendng..n
get z0ne 1d 0
Sendng...n
et zone d 0
S n
get zone id 0
< n
get zone id 0

n
et zone d 0
get zone i 0

n
get zone id 0
get zone d 0
Sendig...n
get z0ne 1d 0
< n

get zone i 0
Sendng...n

[ Cameraimage Capture
30 3] Threshdd [ wC
Figure 5.2. Demo Camera Image 1
5. At-SS output, four colored boxes indicate the different user states.

e  Green — Front Facing User

e Blue — Not Front Facing User

e Red - Front Facing Non-user

e Purple —Not Front Facing Non-user

Wl Crosstink NX ML Demo - o x

Hter S/Wfiter ] imageCaptire

Figure 5.3. Demo Camera Image 2
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) CrossLink NX ML Demo - a X

Hter SV fter [ imageCaptire

R

i

Stop

Figure 5.4. Demo Camera Image 3

5.3. Ideal Conditions for Testing the Demo

e Distance — The user should be in the range of 1.5 feet to 5 feet away from the camera.
The demo may not be able to distinguish between a front facing user and a non-front facing user when they are
more than four feet away.

e Lighting — Proper lighting is needed to efficiently run demo. Too low and direct light from a source may reduce the
performance quality of the demo.
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References

e User Tracking and Onlooker Detection Demonstration web page

e  CrossLink-NX User Tracking and Onlooker Detection on VVML Board Demo — Bitstream
e Lattice Radiant FPGA design software

e Lattice Radiant Programmer version 3

e Lattice Radiant Software User Guide

e Lattice Insights for Lattice Semiconductor training courses and learning plans
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Technical Support Assistance

Submit a technical support case through www.latticesemi.com/techsupport.

For frequently asked questions, please refer to the Lattice Answer Database at
www.latticesemi.com/Support/AnswerDatabase.
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Revision History

Revision 1.1, August 2024

Section Change Summary

All Minor editorial fixes.

Disclaimers Updated this section.

Abbreviation in This Document Updated the section title from Acronyms to Abbreviations in This Document.

Programming the Demo Added the CrossLink-NX User Tracking and Onlooker Detection on VVML Board Demo
— Bitstream link to the reference design in the Package Folder Structure subsection.

References Added this section.

Technical Support Assistance Added reference to the Lattice Answer Database on the Lattice website.

Revision 1.0, November 2021
Section Change Summary

All Initial release
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