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Acronyms in This Document

A list of acronyms used in this document.

Acronym Definition

AHB-L Advance High Performance Bus Lite
APB Advance Peripheral Bus

CRC32 Cyclic Redundancy Check — 32 bits
CRAM Configuration Random Access Memory
ECC Error Correcting Code

GSR Global System Reset

LMMI Lattice Memory Mapped Interface
SEC Single Error Correct

SED Single Error Detect

SEDC Single Error Detect/Correct

SEI Soft Error Injector
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Introduction

This document provides technical information about the SEDC (Single Error Detect/Correct Module ) that is supported
in Lattice FPGA devices built on the Lattice Nexus™ platform. This aims to provide information essential for IP/System
developers, Verification and Software for integration, testing and validation. In general, design specification from RTL
up to IP packaging, IP generation, and integration with Lattice Radiant® software are covered in this document.

Supports both SEC (Single Error Correct) and SED (Single Error Detect) modes
Output information on Soft Error location

Supports SEC without the need for external memory access

Support for SEI (Soft Error Injector) tool

Including support to target errors to a specific block of logic

Flexible handling of SEC events -> Freeze I/0, GSR, and others

www.latticesemi.com/legal
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2. Functional Description

2.1. Block Diagram

A

SED Error Check Request

cfg clk i ——————pf
sedc_rst j —————————p SEDC
Hardware

" Single Error Detect
" Double Error Detect
—————————» Frame Error Location
————————— Bit Error Location

Figure 2.1. Generic SEDC Block Diagram

Note: The MUX control signal is the Use CONFIG_CLK Externally in the Attribute Summary.

2.2. Functional Overview

Soft Error Detection (SED) when enabled performs reads of DSR frames in user mode, and performs ECC (Error
Correcting Code) Calculations for Soft Error Detection of SRAM content. Once an error is detected/corrected,
notification is sent to the fabric and SED should resume. If more than one-bit error is detected within one frame
notification, a Double Error Detect is sent to the fabric. In addition, the CRC32 (Cyclic Redundancy Check — 32 bits ) is
done on the entire CRAM (Configuration Random Access Memory) data in parallels with ECC. For this IP to properly
function, you must connect this to the oscillator Soft IP. Check the Signal Description section for information on which
signals are to be connected. For more information on the oscillator Soft IP, see the OSC Module - Lattice Radiant
Software.

www.latticesemi.com/legal
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2.3. Signal Description

Table 2.1 SEDC Module Ports

= LATTICE

Pin Name Direction Width(Bits) Description
. When HIGH, this would initiate the SED request once a
sed_en_i IN 1 .
- = single error rate has been generated.
When LOW, the SEDC engine stops once an error is
. detected. Setting to HIGH causes the SEDC to continue
sedc_cof i IN 1 .
- - checking for errors, and could change the value of the
frame ECC location, and DSR ECC location.
. When HIGH, this indicates that the SEDC IP is ready to
sedc_en_i IN 1
- - accept SED requests.
When HIGH, this indicates that the IP would generate SED
. results, for as long as sedc_start_i is HIGH. When LOW, the
sedc_mode_i IN 1 .
IP would only generate SED results when sedc_start_i is
triggered from LOW to HIGH.
When triggered from LOW to HIGH, it starts generating
sedc_start_i IN 1 SEDC results. If sedc_mode_i is HIGH, it would continuously
generate SED results as long sedc_start_i is HIGH.
. Input Clock of the SEDC IP. (You must connect this to the
cfg_clk_i IN 1
cfg_clk_o of the OSC Soft IP.)
. Input RST pin of the SEDC IP. (You must connect to the
sedc_rst_| IN 1 sedc_rst_o port of the OSC Soft IP.)
sedc_busy o ouT 1 Indicates if the SEDC IP is currently busy.
sedc err o ouT 1 Indicates 1-bit SED error (correctable) detected. Latches
- - until cleared by setting sedc_en_i to LOW.
sedc_errc_o ouT Indicate SED Error detected. Current error.
sedc_errcrc_o ouT 1 Indicates CRC error detected after reading all frames.
sedc errm o ouT 1 Indicates that more than one bit error detected within 1
- - BCH (DSR) frame; sticky until SED/SEC disabled.
sedc_frm_errloc_o ouTt 16 —
sedc_dsr_errloc_o ouTt 13 —

2.3.1. SEDC Timing Information

e  SED can be started using sedc_start_i. Starting SED using sedc_start_i has two operational modes depending on

the setting of sedc_mode_i.

o If sedc_mode_iis HIGH, SED runs continuously as long as sedc_start_i is HIGH.

e If sedc_mode_iis LOW, SED runs once every time there is a LOW to HIGH transition on sedc_start_i

e When sed_en_iis high and SED/SEC is enabled SEC runs when a single bit error is detected by the SEC logic, which
flips the error bit by shift back through the DSR data for that frame.

www.latticesemi.com/legal
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2.3.2. SEDC Timing Diagrams

Figure 2.2 and Figure 2.3 show the different SEDC operations, which are when sedc_mode =1 / sedc_mode = 0.

sedc_mode |

sedc_start_i / \
sedc_busy o / \

Figure 2.2. SEDC_Mode Deasserted

sedc_mode_i
sedc_start_i / \
sedc_busy o / \ / \ / —

Figure 2.3. SEDC_Mode Asserted

2.4. Sample Advance SEDC Applications

The following sections describe the Advance SEDC Application when combined with other IPs. This section is no longer
part of the core SEDC IP, but serves as a guideline on possible ways that the SEDC can be used as a user solution.

2.4.1. SEDC Integration with EBR ECC

The EBR modules have a separate ECC port with the one in the SEDC block. While the SEDC block automatically sweeps
the information in the bitstream, the EBR module’s ECC functions are triggered only when an access is made to a
specific memory location. For more information on ECC on EBR memory, refer to Memory Modules — Lattice Radiant
Software User Guide (FPGA-IPUG-02033). Since multiple EBRs can be used in a single design, you can implement error
detection with either a mux[with selector] or as independent IPs.

————» ecc_sed_o
SEDC SEDC
—————» ecc_ded_o

ecc_sed_o
ecc_sed_o
ecc_sed_o ecc_ded_o
_ded 0
ecc_ded_o
/u
ecc_sed_o
SL
ecc_ded_o
Independent ECC Muxed ECC

Figure 2.4. SEDC + EBR Sample Implementation

© 2019-2021 Lattice Semiconductor Corp. All Lattice trademarks, registered trademarks, patents, and disclaimers are as listed at www.latticesemi.com/legal.
All other brand or product names are trademarks or registered trademarks of their respective holders. The specifications and information herein are subject to change without notice.
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2.4.2. Automatic System Refresh

The SEDC can be interfaces to the global system reset, which restarts the entire system if it encounters a SER error. For
more information on the pins and parameters of the GSR (Global System Reset) primitive, please check the included
help section in the Radiant software.

Customer Logic

SEDC Interpreting GSR
SEDC Slignals

Figure 2.5. Automatic System Refresh Block Diagram

© 2019-2021 Lattice Semiconductor Corp. All Lattice trademarks, registered trademarks, patents, and disclaimers are as listed at www.latticesemi.com/legal.
All other brand or product names are trademarks or registered trademarks of their respective holders. The specifications and information herein are subject to change without notice.
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2.4.3. System Control on Error Event

The SEDC can also be interfaced with a bridge coupled with SoC design applications. In this setup, the SEDC can be used
to monitor the overall system health and a master can be designed to respond these interrupts.

Interrupt Line

BUS Interface
(AHB-L/APB/

SEDC LMMl/etc)
Interface to Master

Figure 2.6. Bus Interface Block Diagram

These applications can also be combined, to provide you maximum flexibility in your designs.

© 2019-2021 Lattice Semiconductor Corp. All Lattice trademarks, registered trademarks, patents, and disclaimers are as listed at www.latticesemi.com/legal.
All other brand or product names are trademarks or registered trademarks of their respective holders. The specifications and information herein are subject to change without notice.
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3.

IP Generation and Evaluation

This section provides information on how to generate and instantiate the Module/IP using the Lattice Radiant
Software.

3.1. Generating and Synthesizing the IP

The Module/IP Block Wizard in Lattice Radiant Software allows you to generate, create, or open modules for the target
device.

To generate the Module/IP:

1. From the Lattice Radiant Software, select the IP Catalog tab and select IP on Local.
ce Radiant Software - Reports — [m] x
File Edit View Project Tools Window Help
o= 3 = = )
BB 9 eeaQ BE NE @ ,
' u Map Design u Place & Route Design u Export Files :
= S .‘:’. L x ﬁstartPagE - Reports B
1P on Local IP on Server T
3 Module/IP on Local _
+ Medule Reports Sedc_sample Project Summary
- Architecture_Modules Implementation Name: impl_1
& ADC 100
i Hst 100 Strategy Name Strateqr
£ 2cAFo 100 Part Number. LIFCL~
i 0sC 1.0.0 ¥ =] Map Reports
& pLL 1.00 Family LIFCL
ot SEDC 100 + [T Place & Route Reports Device: LIFCL-¢
» 10
» Arithmetic_Modules FEEELE e
3 DSP_Arithmetic_Modules W b Export Reports Project File: Cuidevis
3 Memory_Modules —
r System_Bus_Modules T - @ 0Erors 0Warnings | @ 0Infos | GroupbyID | Search 2 x
- P
» Audio_Video_and_Image_Processing
3 Connectivity
] Processors_Controllers_and_Peripherals
O Fie List [E] Source Template 1] 1P Catalog Td Console = output F1 Message
Figure 3.1. IP on Local, with SEDC Selected Under Architecture
2. Double-click on SEDC IP to open the Module/IP Block Wizard. Enter the values in the Component name and Create
in fields.
© 2019-2021 Lattice Semiconductor Corp. All Lattice trademarks, registered trademarks, patents, and disclaimers are as listed at www.latticesemi.com/legal.
All other brand or product names are trademarks or registered trademarks of their respective holders. The specifications and information herein are subject to change without notice.
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] Module/IP Block Wizard x

Generate Component from Module sedc Version 1.0.0
This wizard will quide you through the canfiguration, generation and instantiation of this Module/IP. Please enter the
following information to get started.

Component name: sedc_inst] 9

Create in: C:/dev/sedc_sample @ Browse...

Mext = Cancel

Figure 3.2. Module/IP Block Wizard

3. Click Next.

4. Update the configuration parameters as necessary as shown in Figure 3.3.

Module/IP Block Wizard X

Config Comp t from Module sedc Version 1.0.1
Please set the following parameters to configure this component.

Diagram sedc_inst Configure sedc_inst:

Property  Value

sedc_inst
-
—{cfg_clk_i sedc_busy_o}—
—{sed_en_i sedc_dsr_errloc_o[12:0]
—{sedc_cof_i sedc_err_o—
—isedc_en_i sedc_errc_of—
—isedc_mode_i sedc_errcrc_oj—
—{sedc_rst_i sedc_errm_op—
—{sedc_start_i sedc_frm_errloc_o[15:0] =

\

sedc

Mo DRC issues are found.

< Back | Generate = Cancel

Figure 3.3. Configuration Window

© 2019-2021 Lattice Semiconductor Corp. All Lattice trademarks, registered trademarks, patents, and disclaimers are as listed at www.latticesemi.com/legal.
All other brand or product names are trademarks or registered trademarks of their respective holders. The specifications and information herein are subject to change without notice.
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5. Click Generate. After generation, the IP is automatically added on the active project as shown in Figure 3.4.

3.2.

Table 3.1 SEDC Generated File Description

Lattice Radliant Software - Reports

File Edit View Project Tools Window Help

¢~ =- A
> u Synthesize Design

~ [0 sedc_sample
B uFCL-40-98G400C
- Strategies
+| Area
+] Timing
7 Strategy1
~ 2 impl_1 (Synplify Pro)
~ [ Input Files
v [ sedc_inst/sedc_instipx
» RTL Files
» Constraint Files
sedc_inst.cfg
Pre-Synthesis Constraint Files
Post-Synthesis Constraint Files
Debug Files
Script Files
Analysis Files

Programming Files

~ 1F sedcinst - sedc_insty

{F sedc_inst_ipgen_lsce_sedeilsec_sede_inst) - sed.

O Filetist ] source Template (5] 1P Catalog

aaaa 3= o

n Place &Route Design

[Ealip S ) startPage Reports

Reports

* [-] Synthesis Reporis
* |2 Map Reports

¥ [-] Place & Route Reports

e- BE W -
n Export Files :

Sedc_sample Project Summary

Implementation Name:
Strategy Name:

Part Number.

Family

Device:

Package:

Project File:

Implementation Location:

Cudevisede sa

M

impl_1
Strategy1
LIFCL-40-9BG4
LIFCL
LIFCL-40
CABGA400

Cildevisedc_sa

¥ [ Misc Reports

Resource Usage

1 1ITd: n

x || (VERI-1422) Enalyzing Verileg file Ci/lscc/radiant/2.0_b46/cac_library/synthesisr
verilog/lifel.v
Done: design load finished with (0) errors, and (0) warnings

Starting: "prj_add source "C:/dev/sedc_sample/sedc_inst/sedc_inst.ipx™"

Starting: parse deslign source files

(VERI-1482) Enalyzing Verilog file C:/lscc/radiant/2.0_b46/cas_library/synthesis/
verilog/lifcl.v

(VERI-1422) Enalyzing Verileg file C:/dev/sedc_sample/sedc_inst/rtl/sedc_inst.v
INFO - C:/dev/sedc_sample/sedc_inst/rtl/sedc_inst.w(ld,5-10,17) (VERI-1013)
compiling module sedc inst

INEC - C:/dev/sedc_sample/sedc_inst/rtl/ssdc_inst.v(10,1-53,10) (VERI-£000)
elaborating module 'sedc_inst'

INFO - C:/dev/sedc_sample/sedc_inst/rtl/sedc_inst.w(S7,1-110,10) (VERI-3000)
elaborating module 'sedc_inst ipgen lscc sedc unig 1'

Td Console = output E? Message

Figure 3.4. SEDC File List

Generated Files and Top Level Directory Structure

File

Sim

Synthesis Description

<IP_name>.v

Yes

Top Level RTL file with the selected configuration. The

ves main IP file

<IP_name>.cfg

- This file contains the configuration options used to
recreate or modify the core in the IP Platform.

<IP_name>.ipx

- The IPX file holds references to all of the elements of an
IP or Module after it is generated from the IP Platform
user interface. The file is used to bring in the
appropriate files during the design implementation and
analysis. It is also used to re-load parameter settings
into the IP Platform when the IP/Module is being re-
generated.

3.3.

Instantiating the Module

To instantiate the module, type the module name and instance name following the Verilog format. Alternatively, a
sample instance can be seen in the /misc/ folder or the sample module instance in <IP_name>_bb.v.

© 2019-2021 Lattice Semiconductor Corp. All Lattice trademarks, registered trademarks, patents, and disclaimers are as listed at www.latticesemi.com/legal.
All other brand or product names are trademarks or registered trademarks of their respective holders. The specifications and information herein are subject to change without notice.
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Technical Support Assistance

Submit a technical support case through www.latticesemi.com/techsupport.
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Revision History

Document Revision 1.2, Lattice Radiant SW Version 3.0, June 2021

Section Change Summary
Introduction Replaced specific product names with Lattice FPGA devices built on the Lattice Nexus
platform.

Document Revision 1.1, Lattice Radiant SW Version 2.1, June 2020

Section Change Summary
Introduction e  Added Certus-NX support.

e Removed Integrated handling of oscillator and other resources ... feature.
Functional Description ¢  Updated Figure 2.1. Generic SEDC Block Diagram.

¢ Added information to the Functional Overview section.
¢ Updated cfg_clk_i and sedc_rst_i in Table 2.1 SEDC Module Ports.
e Removed Attribute Summary section.

IP Generation and Updated Figure 3.3. Configuration Window.
Evaluation

Document Revision 1.0, Lattice Radiant SW Version 2.0, December 2019
Section Change Summary

All Initial release
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