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16-4 Encryption Key ( )
x|
Encryption Key:
0K |
I..........‘
" ipints =
Erncryption Keyp Format:
| AsCll | Loa:lFmFiul
&
3. 128 16 ASCII 16 0
F ASCII
UFW
OK
4. Project - Generate
5. ispDOWNLOAD®
(SPI )
LatticeECP2/M
128 FPGA
(OTP)
128
LatticeECP2/M OTP 128
SPI
LatticeECP2/M S
FPGA 128
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)
2. ispvM iSpLEVER Windows  Start 2>
Program ispVM 16-2
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4. 128 16 ASCII 16 0
F ASCII

LatticeECP2/M FPGA OTP

Key Lock
OoTP
a. Save to File
8 <
> bek 128 Load from File
5. Key Lock 128 Key Lock
PROGRAMN
128 Yes
Apply
6. ispVM ( 16-2) GO LatticeECP2/M
OoTP LatticeECP2/M
SRAM
FPGA
SRAM FPGA
CRC CRC CRC
DONE Low INITN High Low (
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16-2
Comments (Comment String) |ASCII Argument
1111...1111 16
Header
1011110110110011 |16 (OxBDB3)
Verify ID 64
Control Register0 64
Reset Address 32
Write Increment 32
Data O 16 CRC
Data 1l 16 CRC
Data n-1 16 CRC
End 1111....1111 16 CRC
Usercode 64
SED CRC 64
Program Security 32
Program Done 32 16 CRC
End 1111....1111 32
16-3
16-2 16-3
Program Security ( )
usercode
usercode usercode
usercode
JTAG usercode
JTAG usercode SRAM
usercode 32
usercode ispLEVER
CONFIG_MODE ispLEVER 1
CONFIG_MODE SPI/SPIm SCM PCM
COMPRESS_CONFIG ispLEVER

ON
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16-3
Comments (Comment String) |ASCII Argument
Header 1111...1111 16
16
Verify ID 64
Control Register0 64
Program Security 32
Reset Address 32
Write Increment 32
Data 0 16 CRC
Data 1 16 CRC
Data n-1 16 CRC
End 1111....1111 16 CRC
Usercode 64
SED CRC 64
Program Done 32 16 CRC
End 1111....1111 32
( 16-4 16-5 16-6 )
3
16-3
FPGA 2
1 (SPI' SPIm) FPGA
FPGA
(Bitstream-Burst
)
(padding)
( 16-4 16-5 16-6 )
50%
50%
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Comments (Comment String) |ASCII Argument
Header 1111...1111 16

16
30,000 Filler Bits 128
Alignment 16
Preamble 1 1
Data CCLK
Program Done 32 Program Done
End 1111....1111 32 1
Filler Bits
Dummy Data 1111....1111 200 1
Comments (Comment String) |ASCII Argument
Header 1111...1111 2

16
30,000 Filler Bits 128
Alignment 16
Preamble 1 1

128

64 1

128
64
64
Data
128
64 1
128
64
64
Program Done 32 Program Done
End 32 1
Filler Bits
Delay 64 1 Program Done
LatticeECP2/M 16-9 Encryption UGJ
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Dummy Data 1111....1111 200 1
16-6
Comments (Comment String) |ASCII Argument
Header 1111...1111 2
2
30,000 Filler Bits 128
Alignment 2
Preamble 11111111 1
16
64 1
128
64
64
Data
16
64 1
128
64
64
Program Done 4 Program Done
End 4 1
Filler Bits
Delay 64 1 Program Done
Dummy Data 1111....1111 200 1
FPGA ( 16-1 )
0 (Control Register 0)
0 (Raw)
( 16-1 ) Decompressed
CRC SRAM
LatticeECP2/M 16-10 Encryption UGJ
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(DONE Low )
3 FPGA
0 Decrypted
Decompressed
( 16-1 )
CRC SRAM
Done
( )
FPGA
? FPGA CRC
(BDB3)
(INITN High DONE Low ) CRC
INITN Low INITN DONE

TN1108 (LatticeECP2/M sysCONFIG Usage Guide)

Lattice Technical Note TN1108, LatticeECP2/M sysCONFIG Usage Guide

Federal Information Processing Standard Publication 197, Nov. 26, 2001.Advanced Encryption Standard
(AES)

. 1-800-LATTICE (North America)
+1-503-268-8001 (Outside North America)
e-mail: techsupport@latticesemi.com
http://www.latticesemi.com
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